How to tamper the EDR?
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Daniel Feichter

* Founder of RedOps (formerly Infosec Tirol)

* Originally industrial engineer, since about 4 years passioned, wannabe red teamer

* Endpoint security on Windows
e Advanced Persistent Threat emulation
* Endpoint security research, mostly antivirus & EDR

* Favourite ATT&CK tactic, Defense Evasion TAOOO5

e Martial arts fan and fully convinced EDR user

 Twitter
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https://twitter.com/VirtualAllocEx

claimer )

It’s only about my personal experience / journey

| make no claims to completeness

just learning about EPP/EDR mechanisms and functionality on Windows

Shown strategy / concept applies to on Windows

Speaking about EDRs, | always refer to EPP/EDR combinations

Feel free to ask, excluded, which product was used in the demos | )
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alook at ¢ | REDOPS

e ATT&CK Impair Defenses: Disable or Modify Tools

from EDR, without relying on:

EDR uninstall password / token

Using any uninstall software

Uninstalling EDR in general

Using Windows Security Center

e Similar seen in the wild, by
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https://attack.mitre.org/techniques/T1562/001/
https://thehackernews.com/2022/05/avoslocker-ransomware-variant-using-new.html

to achieve

e Deep dive AV/EPP/EDR products on Windows

 EDR components user space and kernel space

and

between user- and kernel space

 Tamper EDR key component, disable EDR and

capabilities

Based on user space
DLL injection -> user
space APl hooking

\_

capabilities

Active response
(detections);
Telemetry footprint

J
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p OPS

capabilities

Host isolation; Real
time response;
Sensor recovery



a scenario ¢ | REDOPS

* Red team engagement

phishing or similar

* Achieved rights: exploit or misconfiguration
* Explore process structure -> additional useful open
71003.001 4 h

Access token
OS credential dumping: manipulation: token
. impersonation/theft

J

e But installed -> Beginning of my private EDR tampering journey
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https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/techniques/T1134/001/

Come on, | am already admin

© Despite privileged user rights, most EDRs still annoying

* Why not simply uninstall the EDR?

C:\Program Files-mninstall.exe /uninstall I
C:\Program Files-

. IUninstall Is password protected] Please
run uninstall.exe with a valid uninstall
code.
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EDR processes




EDR processes ¢ REDOPS

* Normally, initialized as

* Despite process termination not allowed

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>taskkill /IM " T A
ERROR: The process " " with PID 3296 could not be terminated.
Reason:|Access 1s denied.

Process Protection User Name

|svchost exe NT AUTHORITYANETWORK SERVICE

'svchost exe NT AUTHORITY\SYSTEM
PsProtectedSignerAntimalware-Light NT AUTHORITY\SYSTEM
PsProtectedSignerAntimalware-Light NT AUTHORITYASYSTEM

PsProtectedSignerAntimalware-Light NT AUTHORITYASYSTEM
|svchost exe NT AUTHORITYA\LOCAL SERVICE
]svchost exe NT AUTHORITYASYSTEM

"s:/svchost exe

CPU Usage: 3.57%  Commit Charge: 28.43% Processes: 144 Physical Usage: 34.83%
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disable PPL ) JREDO

e Signed vulnerable (device) driver -> RTCore64

 Credsto

. VirtualAllocEx & days ag
Interesting, | didn't know that it is possible with the portable version of process hacker to disable process which are

protected by process protection light (PsProtectedSignerAntiMalware-Light). How could that be possible? Normally also

with admin or system privileges in user-mode context it isn't possible to terminate process in user-mode which are
protected by PPL. | think the reason for that could be, that process hacker have access to the windows kernel by his own

device driver kprocesshacker.sys?

vays to kill a PPL process as far as I'm aware.jFrom a driver, another PPL process or trusted installer.



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16098
https://twitter.com/_ethicalchaos_?

disable PPL

Windows
user space

4 Ne St
hitps:/iwww.deviantart.com/

Applications Services Subsystems System Processes 4 am PrIVIIeQEd user
® Explorer ® Services.exe * 0S/2 * LSASS

* Task manager ® Spoolsvc.exe * POSIX ® Service Control Manager e : N g (ngh or SyStem
® User applications ® Svchost.exe * Windows ® Session manager |ntegr|ty)
https:/idragon-ball-super.fandom.com/

® Winmgt.exe * Windows DLLs * Winlogon
Ring 3 Unprivileged user {}
e il (Medium Integrity)

NTDLL>DLL Enter kernel-space

Ring 0 Loading vulnerable Driver | ==
Kemel Mode mimidrv or rtcore64
System Service Dispatcher

(Kernel mode callable interfaces) { }
e Config Local Security

Object |Plug & |Processess o

Manager Manager Procedure|yi. ooer| play | & Threads [Reference Privileged user
(registry) Call Monitor

Device &

in kernel space
File Sys -
Drivers Kemel (Rlng O)

Hardware Abstraction Layer

Reference: http/Mmww.microsoft com

https:/www.aldeid.com/wiki/File:User-kernel-space.png

Loaded vulnerable Device Driver
acts as an bridge to access kernel space, also
as an unprivileged user from user space
(medium integrity Null DACL)

Windows
kernel space

© Daniel Feichter - RedOps GmbH (2022)




EDR process tampering . OPS

INFORMATION SECURITY
-

* Tool Time -> -> driver rtcore64.sys or -> mimidrv.sys

C:\cache>echo Xdate¥ Xtime¥X
17/81/2822 15:49:36,76

C:\cache>mimikatz.exe
LEEEEE, mimikatz 2.2.8 {Kﬁd} #19641 Aug 16 2621 17:19:53

JHE M ##. A La Vie, A LAmour” - (oe.eo)
## / \ ## /*** Benjamin DELPY ~gentilkiwi~ ( benjamin@gentilkiwi.com )

# O\ S ## » https://blog.gentilkiwi.com/mimikatz
THE v HE Vincent LE TOUX { vincent.letoux@gmail.com )
TEEEEE » https://pingcastle.com / https://mysmartlogon.com **=/

mimikatz # privilege::debug
Privilege '28" OK

mimikatz # !+
[*] 'mimidrv’ service not present

[+] 'mimidrv’ service successfully registered C:\cache>echo ¥date® %timeX
[+] 'mimidrv' service ACL to everyone 17/81/2822 15:45:12,66
[+] 'mimidrv"® service started

C:\cache>PPLKiller.exe /installDriver
mimikatz # !processprotect /remove /process:edr process.exe || [[PPLKiller version @.2 by @acebénd

Wrote 14824 bytes to C:\Users\local.admin\AppDataflLocal\Temp\RTCore64.sys successfully.
[*] "RTCoreb4’ service not present

[+] "RTCoreb4’ service successfully registered

[+] 'RTCoreb4’ service ACL to everyone

[+] 'RTCoretd’ service started

C:\cache>PPLKiller.exe /disablePPL PID agent.exe

Daniel Feichter - RedOps GmbH (2022) 12


https://github.com/Mattiwatti/PPLKiller
https://github.com/gentilkiwi/mimikatz/wiki%5e

 Tool Time -> execute

xinputhid XINPUT
KObjExp KObiExp

C:\Windows\system32>

EDR process tampering

as privileged user

HID Filter Driv Kernel
Kernel 10/12/2020 ©07:32:30
KProcessHack KProcessHacker3 Kernel 28/03/2016 20:20:42

'™ Process Hacker

Hacker View Tools Users

%% Refresh 23 Options

#8 Find handles or DLLs &% System information

+ (Administrator)

Help

Processes Services Network Disk

i-| svchost.exe

User name PID CPU /0O total ...

NT AUTHORITY\SYSTEM 3288

ave NT ALITHNORITWCVCTER 0,09 220 B/s
Terminate Del

Terminate tree Shift+Del

© Daniel Feichter - RedOps GmbH (2022)

Search Process

¢ REDOPS

s (Ctrl+ K

Private b...
16,24 MB
12,22 MB
43,45 MB
43,71 MB
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https://github.com/processhacker/processhacker/releases/download/v2.39/processhacker-2.39-bin.zip

EDR process tampering ¢ REDOPS

 EDR vendors start to blacklist / block

* Depending on product, is necessary

T1203

VulnerableDriverLoaded

loaded a driver with known vulnerabiliti |:_




EDR process tampering ¢ REDOPS

Haring

Have thesegllocal ac

or direct sysc :1”‘“ are not v

Backstab is

leveraging :;:,--:|r1:err1-;1|

Microsoft.

termination

Only temporary, gets
restarted again and
again

Hakin9 Magazine

.-.-"i"‘u:] "'JEHiI"l"J[ the EDR?

Fru:u:e_: E Xp I-IH |F'r|._.._E...".|| Jrl jer,

Reference: https://www.linkedin.com/feed/update/urn:li:activity:6902622063433986048/

-

termination

Even between gap,
process terminated and
gets restarted EDR

\ works fine j

which is signed by

Killed?

Much to less to get
temporary or
permanently rid of
an EDR!
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EDR service ¢ REDOPS

* |dentify EDR service, connected to EDR PPL process

* EDR user space service + EDR user space process =

e Responsible terminated PPL EDR process(es)

General Log On Recovery Dependencies

actions)
—1
oot the Sannra
Restart the Sernce
-
Restart the Service

p g P = p—
Restart the Senace

17
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User-space component: EDR service tampering (& REDQPS

* Initialization as protected service by =~ AV driver

* Despite votem intezrity, not possible (also not temporary) to pause, stop, disable etc.

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>sc stop
[SC] ControlService FAILED 5:

Access is denied.

C:\Windows\system32>sc pause
[SC] ControlService FAILED 5:

Access is denied.

C:\Windows\system32>sc query _
service_nave : [N

TYPE :f1@ WIN32_OWN_PROCESS
STATE 04 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

© Daniel Feichter - RedOps GmbH (2022) 18


https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-

EDR registry keys




EDR registry keys ¢ REDOPS

 |dentify from EDR user space component (service)

View Favorites Help

Com putgr'\HKEY_LOCAL_MACHINE\SYSTEM\C urrentControlSet\Services

A 1| Name s Type Data

ab| (Default) REG_SZ (value not set)
ab| Description REG_SZ
ab| DisplayName REG_SZ
wis| ErrorControl REG_DWORD 0x00000001 (1)

wo| FailureActions REG_BINARY 80 51 0100 01 00 00 00 01 00 00 00 03 00 00 00 14 00 00

ab) ImaqePath REG EXPAND SZ "C:\Program Files\_

wo|LaunchProtected REG_DWORD 0x00000003 (3)
ab| ObjectName REG SZ LocalSystem
| REG_DWORD 0x00000002 (2)

REG_DWORD 0x00000010 (16)




EDR registry tampering

 Start entry: value 2 = autoload and =
-> disable EDR user space component

* Like EDR services and processes, despite

Computer\HKEY_LOCAL_MACHI NE\SYSTEM\CurrentControlSet\Services)\

N Coancant] vl learSiar P Y —

o“(ner: Ad'nlnl“t'a!G’S_:h:' .

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Prancipal Access Inherited from Applies to
Allow  Users Read MACHINE\SYSTEM This key and subkeys
82 Allow Administrators Full Control MACHINE\SYSTEM This key and subkeys
£ Allow  SYSTEM Full Control MACHINE\SYSTEM This key and subkey
Allow CREATOR OWNER Full Control MACHINE\SYSTEM Subkeys only
Allow  ALL APPLICATION PACKAGES Read MACHINE\SYSTEM This key and subkeys
# Allow Account Unknown(5-1-15-3-.. Read MACHINE\SYSTEM This key and subkeys

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\

Name Type Data

o) FailureActions REG_BINARY 80510100010
ablimagePath, REG_EXPAND_SZ "C:\Program Fi
o LaunchPro{t\Ected REG_DWORD 0x00000003 (3)
ab| ObjectName REG _SZ

o Start REG_DWORD 0x00000002 (2

REG_DWORD 0x00000010 (16, v
>



EDR registry tampering

e Depending on product -> we (possibly) create

r Registry operation blocked

Defense Evasion via Disable or Modify Tools

T1562.001

RegistryTamper

1

General  Details

Tamper Protection Block
Walue: HEL

Loeg Mame:

Source;

Information
SYSTEM
OpCode: Info

Maore Information:  Event Log Online Help

Co Py

Antivirus,

Logged: 21/04/2022 08:13:44
Task Category: Mone
Keywords:

Computer:

Close




EDR user space component tampering

-

processes

Protected by PPL and
gets restarted by
protected EDR user
space service

¢

tamper status

Patch PPL from EDR
user space process
* Temporary

termination possible

-

service

Protected by
initialization as
protected service by

k EDR ELAM driver )

$

tamper status

-

Compared to EDR
processes, also not
temporary stoppable or

-~ 0P5

\_ pausable )

© Daniel Feichter - RedOps GmbH (2022)

\_

registry keys

Could be a first key
element, but tamper
protection until now

unknown

J

4

-

\_

tamper status

Like EDR services,

possible

despite system integrity
until now, no tampering

J

23



Dk
CUN

HDN C ”ING EDR kernel callback routines




EDR callback routines

 (Officially) hooks in kernel space no longer allowed

* Forced to user space -> user space APl hooking

* Despite Patchguard, different kernel callbacks can be registered:

PsProcessNotifyRoutine

User space DLL injection
-> user space API-
hooking;

\_ Telemetry processes /

PsThreadNotfifyRoutine

Process Injections

\_

PsLoadlmageNotify
Routine

DLL mapping, suspicious

image loading

J

Telemetry collection in general -> attackers footprint based on EDR sensor telemetry

© Daniel Feichter - RedOps GmbH (2022)

2 0PS
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https://en.wikipedia.org/wiki/Kernel_Patch_Protection

EDR callback routines ¢ REDOPS

* Besides, used by EDRs to against tampering!

On Windows XP, a registry filtering driver can call

routine and CmUnRegisterCallback to unregister the callback routine. The F‘err’rranEEEILTc.i routine

receives notifications of each registry operation before the configuration manager processes the
operation. A set of REG XXX KEY INFORMATION data structures contain information about each

registry operation]The RegistryCallback routine ot { iry operation§The callback routine

also receives notifications when the configuration manager has finished creating or opening a registry

key.
u_[ue to Tamper Protectio
lc000d4130 4. 7! unicods u"Due tofTamper Protection,
lc00odlee 00
led00dlef 00

u [ue to Tamper Protection, blocke lc000d4140 ER ; FUN 1c003154c:1c00318ch({¥)

1c000d1ldo 44 7! unicode




disable EDR user space component

e Using gained knowledge to:

* Only disable permanently the

capabilities

Based on user space
DLL injection -> user
space APl hooking

e All creds for the POC

* Have a look at his amazing blog

¢ REDOPS

and what’s the impact on:

\_

capabilities

Active response
(detections);
Telemetry footprint

J

to

Instance details

Virtual machine name * (O

Region * ©

Availability options ©

Security type ©

mage * ©

capabilities

Host isolation; Real
time response;
sensor recovery

No infrastructure redundancy required


https://youtu.be/gCCruLTcBnk
https://github.com/br-sn/CheekyBlinder
https://twitter.com/brsn76945860
https://br-sn.github.io/

° |f

first demo

access kernel space:

* EDR callbacks can be patched -> registry key

* Disable permanently EDR user space component:

Important first step

But not really efficient to

4

4 )

user
space component

=

PsProcessNotifyRout.

User space DLL inj.

)

EDR kernel callbacks

or re-
registered after reboot

© Daniel Feichter - RedOps GmbH (2022)

=

~0PS

-> Start entry value 4

capabilities

Main cap. still enabled
(prevention)

f
capabilities

Telemetry footprint based
on callbacks still enabled

G

J
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first demo ¢ 'REDOPS

e If access kernel space:

* EDR callbacks can be patched -> registry key -> Start entry value 4

* Disable permanently EDR user space component:

Important first step

But not really efficient to

g

4 ) 4

capabilities

user
space component - Still enabled (active), active
response, host isolation etc.

\. J . J

© Daniel Feichter - RedOps GmbH (2022) 29







EDR minifilter driver

from EDR user space component

* Still active, even if EDR user space component is disabled

* Depending on product, could be responsible for:

(Based on the respective\
callback -> prevention
(hooking), detection
capabilities (active
\/esponse and telemetry))

f N
Kernel callback

| registration in general |

EDR web console
capabilities

Host isolation, real time
response, sensor
recovery

Tampering key element

Permanently get rid of
antivirus and EDR

\_ capabilities )

EDR-minifilter driver (Windows kernel space)

© Daniel Feichter - RedOps GmbH (2022)

DRMATION SECURITY

31



EDR minifilter driver

e How to disable the

driver?

e EDR minifilter -> independent

to EDR user space component reg key -> remember, Start entry value 4

ab| CMFG
ab| DependOnService
ab| DisplayMame
| ErrorControl
ab| Group
al||magePath
ne| Start
P

fs| SupportedFeatures

s Type

REG_5Z

REG_5Z
REG_MULTI_5Z
REG_SZ
REG_D'WORD
REG_SZ

REG EXPAND 57
REG_DWORD
REG_D'WORD
REG_D'WORD

(value not set)
Config.sys

FltMgr

SFilter Activity Monitor

VM CAWindows'\system32\drivers!

~0PS



disable EDR minifilter driver ¢ REDOPS

e Using gained knowledge to:

permanently initialization of (kernel component)

* EDR User space component

* What’s the impact on:

capabilities capabilities capabilities

Based on user space Active response Host isolation; Real
DLL injection -> user (detections); time response;
space APl hooking Telemetry footprint sensor recovery

\_ J

© Daniel Feichter - RedOps GmbH (2022) 34


https://youtu.be/cki1qXmSlEc

second demo

* Permanently disabling EDR minifilter, much

 Permanently impact on:

EDR kernel

No longer registered in
general

¢

(
In context of

.

~N

PsProcessNotifyRoutine

r

J

User space hooking

injection of
EDR_hooking.dll

~N

f

disabled -> User

space APl hooking
disabled

© Daniel Feichter - RedOps GmbH (2022)

Antivirus

Main capabilities based
on minifilter disabled

NFORMATION SECURITY

35



second demo

* Permanently disabling EDR minifilter, much

 Permanently impact on:

EDR kernel

No longer registered in |:>

general

4 )
In context of

PsProcessNotifyRoutine

EDR capabilities

Strong impact in general,;
Threat hunting etc.

. J
\ 4
~

EDR active response

No longer active response

(" )
EDR telemetry

No longer collection in

in process context

© Daniel Feichter - RedOps GmbH (2022)

process context

2 0PS
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second demo

* Permanently disabling EDR minifilter driver, much

* Disabling the EDR minifilter driver itself:

* Permanently impact (depending on product) on Blue team EDR

\_

Host isolation

Based on EDR sensor,
host isolation no
longer possible

J

-

time response

Based on EDR sensor,
EDR (reverse) shell
no longer possible

\_

J

© Daniel Feichter - RedOps GmbH (2022)

p OPS

Sensor recovery

Based on EDR sensor,
recovery of an EDR
sensor no longer
possible

37
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LLLELD 4 ¢ REDOPS

EDR user-space EDR processes User-space comp

* Processes * Executed as PPL . PPL process

* Services  Temporary termination possible S

e Registry keys  Much to less to permanently get 5 PElEETER) GE AT

rid of an EDR!

EDR kernel-space EDR services

* Minifilter driver  ELAM Driver

e ELAM driver * Executed as protected service

* Firmware driver etc. e Also, not temporary pauseable
stoppable etc.

© Daniel Feichter - RedOps GmbH (2022) 39



mary

¢ REDOPS

EDR callbacks Disable user-space comp. EDR minifilter driver

 Different callbacks * Use signed vuln. driver * Independent comp.

» Different tasks * Patch responsible callback e Kernel space
PsProcessNotifyRoutine * Reg key -> start value to 4 * Responsible for

User space DLL injection

EDR registry keys

* Tamper protection

e Kernel callbacks

* CmRegisterCallback or
PsProcessNotifyRoutine

© Daniel Feichter - RedOps GmbH (2022)

callback registration

Disabled user space comp.

* A good first step

e But no strong impact on
antivirus and EDR capabilities

* Too less to get rid of the EDR

40



mary

EDR minifilter

* Product dependent,

possible key element
to get rid of antivirus

and EDR capabilities

EDR minifilter

Independent
protected reg key
Similar reg key
structure compared
to user space comp.

Minifilter tampering

¢ REDOPS

e Use signed vuln. driver e NotanEDR
* Patch respective callback vulnerability!
e Disable EDR minifilter reg key * More a Windows OS

-> start value to 4

© Daniel Feichter - RedOps GmbH (2022)

Architecture decision
e Same rules for all 3
party vendors

Disabled minifilter

Much stronger impact

compared to disabled user

space component

Permanently get rid of

antivirus and EDR capabilities,

based on EDR minifilter driver e



Blue Team: ¢ REDOPS

is that the attacker get access to kernel space, in case of we

should try to this:

* |n case of Windows Defender:

. : Block abuse of exploited vulnerable signed drivers
Block abuse of exploited vulnerable signed drivers

This rulefprevents an application from writing a vulnerable signed driver to disk Jin-the-
wild, vulnerable signed drivers can be exploited by local applications - that have sufficient
privileges - to gain access to the kernel. Vulnerable signed drivers enable attackers to

disable or circumvent security solutions, eventually leading to system compromise.

The Block abuse of exploited vulnerable signed drivers rule doesn't block a driver already

existing on the system from being loaded.

Quelle: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=0365-worldwide


https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide

Blue Team: ¢ | REDOPS

 Windows Device Guard VBS/HVCl B David Weston (DWIZZZLE)

SFT

e Microsoft Vulnerable Driver Blocklist New Windows security option: Enable more aggressive
blocklist which includes vulnerable drivers

* More aggressive additional hardening with
Z} Core isolation

-~
) Home

Virus & threat protection his setting is managed by your administrator

Account protection Memor\,r mtegriry

events attacks fron
il Firewall & network protection

B App & browser control

Resource: https://www.techrepublic.com/article/how-microsoft-blocks-vulnerable-malicious-drivers-defender-third-party-security-tools-windows-11/

Device security

fieam mord

Microsoft Defender Credential Guard

% Device performance & health
b Family options

G T otect! ¥ aooount ogin irom atta
Protection history

Microsoft Vulnerable Driver Blocklist

Resource: https://twitter.com/dwizzzleMSFT/status/1508217367259611142


https://www.techrepublic.com/article/how-microsoft-blocks-vulnerable-malicious-drivers-defender-third-party-security-tools-windows-11/

Thanks for the amazing opportunity to be a part of Defcon 30 / Adversary
Village and thanks to the greatest community!

e Thanks to my girlfriend Brigitte and my sister Stefanie for the unique

Las Vegas! support!

Check out the blog post https://www.infosec.tirol/how-to-tam

© Ud



https://www.infosec.tirol/how-to-tamper-the-edr/
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