
Master of Puppets
How to tamper the EDR?
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Daniel Feichter: 

• Founder of Infosec Tirol (www.infosec.tirol)

• Twitter @VirtualAllocEx 

• Martial arts fan and fully convinced EDR user

Focus on:

• Offensive security/red teaming

• Antivirus & EDR products 

• IT-security research 

• Windows Internals 

• Defense evasion 

• Windows hardening (client/server)

https://twitter.com/VirtualAllocEx


We take a look at 

i. ATT&CK T1562.001: Impair Defenses: Disable or Modify Tools

• How to disable main functionality of EPP/EDR’s, by targeted, controlled, 

tampering of specific EPP/EDR components?

Without relying on:

i. EDR uninstall password 

ii. Using (EDR) uninstall software 

iii. Disabling EDR by Security Center GUI 

ii. Disclaimer: just my personal research/experience

iii. Applies to multiple products 

i. Few days ago, seen in the wild, AvosLocker Ransomware
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https://attack.mitre.org/techniques/T1562/001/
https://thehackernews.com/2022/05/avoslocker-ransomware-variant-using-new.html


We want to achieve 

Functional connection between different components user- and kernel space

a) User space: processes, services, registry keys

b) Kernel space: callback routines, EDR drivers

Deep dive AV/EPP/EDR products on Windows

a) Antivirus module: dynamically and in-memory prevention

b) EDR module:

i. Detections and telemetry footprint

ii. Host isolation and real time response (remote shell)

iii. EDR recovery feature

Controlled disabling key components, to permanently avoid 
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Reference: https://www.pinterest.com/pin/768074911421378920/



No zero days

a) Privileged user (high- or system integrity) or Unprivileged User (medium integrity)

b) Despite, most EDR annoying

Necessary requirements  

Why not uninstall the EDR?
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Give me a scenario

a) Initial access: phishing or similar

b) Local privilege escalation: PrintNightmare CVE-2021-1675 or other misconfig

c) Compromised host: (other) useful open user session 

i. Nice, but installed EDR is tough

Red team engagement

a) OS credential dumping: LSASS memory -> T1003.001

b) Access token manipulation: token impersonation/theft -> T1134.001

c) But First -> targeted, controlled disabling EDR main functionality

Steal credentials or impersonate useful user
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1675
https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/techniques/T1134/001/


User space 
First step: EDR processes



User-space: EDR process tampering

a) Try to kill EDR process in system session -> despite system integrity not being allowed

EDR process termination 

Normally, initialized as Protected Process Light (PPL) 
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User-space: EDR process tampering
How to terminate PPL process(es)? -> creds to @_EThicalChaos_

a) Get access kernel space -> vulnerable device driver RTCore64 CVE 2019-16098  

b) Remove PPL flag and terminate unprotected process or directly terminate PPL process

Concept of vulnerable (device) driver 
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https://www.cvedetails.com/cve/CVE-2019-16098/
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User-space: EDR process tampering

Tool Time -> PPL Killer -> driver rtcore64.sys or Mimikatz ->  mimidrv.sys
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https://github.com/Mattiwatti/PPLKiller
https://github.com/gentilkiwi/mimikatz/wiki%5e


User-space: EDR process tampering

Tool Time -> execute Process Hacker as privileged user
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https://github.com/processhacker/processhacker/releases/download/v2.39/processhacker-2.39-bin.zip


User-space: EDR process tampering

a) With access to kernel space -> EDR process(es) termination possible 

b) But normally: 

• Termination is only temporary 

• Watchdog function restarts killed Process(es) -> until now, no details available 

c) Restart Time depends on the respective EDR product 

d) Until now, no permanent termination of PPL EDR Process(es) possible

e) Until now, no permanent disabling of necessary EDR components achieved

f) We must dig deeper… 

Conclusion EDR process tampering 
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User space 
Second step: EDR services



User-space: EDR service tampering

•

Identify connected, protected service
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a) Responsible watchdog for restarting the terminated PPL EDR process(es)

b) Initialization as protected service by ELAM driver

i. EDR, a closer look at protected services

c) From user space -> despite system integrity, access denied

d) Until now, no permanent disabling of protected EDR service possible

e) Until now, no permanent disabling of necessary EDR components achieved

f) We must dig deeper…

Conclusion EDR service tampering 
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User-space: EDR service tampering

https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-
https://www.infosec.tirol/edr-a-closer-look-at-protected-services/


User space 
Third step: EDR registry keys



User-space: EDR registry tampering

Protected service, identify reg keys / sub keys / entries
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User-space: EDR registry tampering

•

Check user permissions on necessary registry keys 
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User-space: EDR registry tampering

Depending on product -> we possibly create tampering alerts 
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Interim status user space tampering
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EDR components in Windows user space



Interim status user space tampering

Despite system integrity user space -> necessary EDR user-space 

components can’t be permanently disabled:

a) EDR process -> protected by PPL

b) EDR service -> executed as protected service (ELAM Driver)

c) EDR registry keys -> protection mechanism until yet unknown 

But now we know:

a) Initialization of user space component, determined by START entry in protected service registry key  

b) Tampering the registry key -> maybe the key element to permanent disable EDR user-space component  

c) But something protects EDR registry keys against tampering
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Reference: https://www.saturdaymorningsforever.com/2016/12/pinky-and-brain.html



Kernel space 
Fourth Step: Callback Routines



Kernel-space: EDR callback routines

a) Since introduction of Kernel Patch Protection aka PatchGuard (Windows XP SP3 x64) 

„officially“ syscall hooking no longer possible -> EDR forced to user-space API hooking

b) Despite PatchGuard, it is possible to get telemetry/data from Windows kernel:

i. ProcessNotify (process creation, user space DLL injection / user space API-hooking)

ii. ThreadNotify (process injection) 

iii. LoadImageNotify (DLL mapping, suspicious image loading)

c) Important to collect telemetry on endpoint (threat hunting) 

What are kernel callback routines?  Why kernel callbacks?  Responsible tasks? 
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https://en.wikipedia.org/wiki/Kernel_Patch_Protection


Kernel-space: EDR callback routines

•

Besides; (could) be responsible, protecting reg keys against tampering
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First Demo: EDR user space service disabling

a) Impact on EDR user space component and functionality, 

when ProcessNotify callback gets patched?

• All creds for the POC CheekyBlinder to @brsn76945860

• Have a look at his amazing blog https://br-sn.github.io/

User space component disabled, impact?

© Daniel Feichter - Infosec Tirol (2022) 27

https://github.com/br-sn/CheekyBlinder
https://twitter.com/brsn76945860
https://br-sn.github.io/


a) EDR user space DLL injection / API-hooking temporary disabled

i. Prevention capabilities antivirus module

ii. Detection capabilities EDR module, for example telemetry collection process creation

b) Registry key protection from EDR user-space component (Protected Service) 

i. Patch specific callback routine -> START entry value can be changed (from 2 to 4)

ii. Value 4 is equal to disabled -> after reboot, EDR user space component (protected 

service and PPL process) disabled

Tampering the EDR ProcessNotify callback, impact?
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Conclusion EDR user space service

https://www.itprotoday.com/compute-engines/what-are-errorcontrol-start-and-type-values-under-services-subkeys


a) Despite permanent disabled user space component, after necessary host reboot:

i. EDR re-registers all previously patched callbacks 

• Thereby, in case of re-registered ProcessNotify -> user space Dll injection, 

API-hooking again active

• Thereby, prevention and detection (telemetry collection) again active

ii. Regardless, host isolation and real time response (remote shell) still possible

iii. Regardless, EDR recovery still possible

From red team perspective, just disabling user space service -> inefficient! 

© Daniel Feichter - Infosec Tirol (2022) 29

Conclusion EDR user space service



Kernel space 
Final Step: EDR Minifilter driver



Kernel-space: EDR minifilter driver

a) EDR kernel component which is:

i. Used to register kernel callback routines and register Windows Security Center

ii. Still active, even if EDR user space service is already disabled

What is a minifilter driver? For what do EDRs use it? Responsible tasks? 
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Maybe our EDR key element?

a) User space Dll injection

i. AV -> Prevention (dynamically and in-memory)

ii. EDR -> Detection and telemetry collection

b) Host isolation

c) Real time response (remote shell)

d) EDR recovery of partly disabled EDR

Product-independent controlled disabling of EDR, to permanently avoid: 
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Reference: https://www.memesmonkey.com/topic/maybe#&gid=1&pid=3

Reference: https://www.pinterest.com/pin/768074911421378920/



Second Demo: EDR minifilter driver tampering

a) How to tamper the EDR minifilter driver? -> remember EDR registry keys

b) Final round -> knockout the EDR!

Disable registration of EDR minifilter driver, impact?
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https://www.deviantart.com/littlebasty98/art/Taekwondo-wallpaper-580014925



Conclusion EDR minifilter driver tampering

Permanently getting rid of:

a) Kernel callback registration, ProcessNotify, ThreadNotify, LoadImageNotify etc.

b) Thereby, reg key protection disabled 

c) Thereby, user space Dll injection / API-hooking disabled 

i. Prevention capabilities antivirus part; despite still-active user space component (protected 

service and PPL process) -> prevention no longer works efficiently, mimikatz.exe etc. 

ii. Detection capabilities EDR part -> telemetry collection disabled 

-> could be a bad day for Threat Hunter 😜

Disabling the EDR minifilter driver (could) have permanent impact on:
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Conclusion EDR minifilter driver tampering

Furthermore, impact on compromised host:

b) Host isolation no longer possible 

c) Real time response (remote shell) no longer possible 

d) EDR recovery feature e.g., update or repair function in web console, no longer possible 

Disabling the EDR minifilter driver (could) have permanent impact on:
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Conclusion EDR minifilter driver tampering
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Three Key take-aways

• EDR tampering is a very isolated process -> always think about whole attack chain

Despite successful tampering, EDR do raise the bar more and more

© Daniel Feichter - Infosec Tirol (2022) 37



Three Key take-aways

• rather, we see that all manufacturers must adapt to the rules of the Windows OS 
architecture -> same (official) rules for every EDR vendor

EDR tampering under Windows is not based on vulnerabilities in EDR products

© Daniel Feichter - Infosec Tirol (2022) 38



© Daniel Feichter - Infosec Tirol (2022) 39



Many Thanks 
BSides Munich! Thank you for the opportunity to be a part of 

BSides conference!
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