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Whoami

Daniel Feichter:

*  Founder of Infosec Tirol (www.infosec.tirol)

e Twitter @VirtualAllocEx

 Martial arts fan and fully convinced EDR user

Focus on:
* Offensive security/red teaming
 Antivirus & EDR products
* |T-security research
*  Windows Internals
* Defense evasion

*  Windows hardening (client/server)
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https://twitter.com/VirtualAllocEx

We take a look at

ATT&CK T1562.001: Impair Defenses: Disable or Modify Tools

* How to disable main functionality of EPP/EDR’s, by targeted, controlled,

tampering of specific EPP/EDR components?
Without relying on:
i. EDR uninstall password
ii. Using (EDR) uninstall software

iii. Disabling EDR by Security Center GUI
Disclaimer: just my personal research/experience

Applies to multiple products

i. Few days ago, seen in the wild, AvosLocker Ransomware

© Daniel Feichter - Infosec Tirol (2022)
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https://attack.mitre.org/techniques/T1562/001/
https://thehackernews.com/2022/05/avoslocker-ransomware-variant-using-new.html

We want to achieve

—[ Deep dive AV/EPP/EDR products on Windows

)
)

Functional connection between different components user- and kernel space

a) User space: processes, services, registry keys

b) Kernel space: callback routines, EDR drivers

\ YA
) M\ \ : "
—[ Controlled disabling key components, to permanently avoid 4'\‘\&‘;_“ D
B} 7 & : /
\ //
a) Antivirus module: dynamically and in-memory prevention . : t//
(2 \k‘\, ’ /_;, , /
P — A
b) EDR module: ~ a@é\ n
| /= 7
i. Detections and telemetry footprint , \ ‘}
.. . . . . AT -
ii. Host isolation and real time response (remote shell) 150, J{

iii. EDR recovery feature

Reference: https://www.pinterest.com/pin/768074911421378920/
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No zero days

4[

Necessary requirements ]

a) Privileged user (high- or system integrity) or Unprivileged User (medium integrity)

b) Despite, most EDR annoying

4[

| —

Why not uninstall the EDR?

C:\Program Files)\ -echo %date® %timelk
17/01/2622

C:\Program Files)\ install.exe funinstall

C:\Program Files)

Uninstall is password protected. Please
install.exe with a valid uninstall

code.

© Daniel Feichter - Infosec Tirol (2022)




Give me a scenario

4[

Red team engagement ]

a) Initial access: phishing or similar

b) Local privilege escalation: PrintNightmare CVE-2021-1675 or other misconfig

c) Compromised host: (other) useful open user session

i. Nice, but installed EDR is tough

Steal credentials or impersonate useful user

N/

a) OS credential dumping: LSASS memory -> T1003.001

b) Access token manipulation: token impersonation/theft -> T1134.001

c) But First -> targeted, controlled disabling EDR main functionality

© Daniel Feichter - Infosec Tirol (2022)



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1675
https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/techniques/T1134/001/

User space

First step: EDR processes
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User-space: EDR process tampering

—[ EDR process termination ]
a) Try to kill EDR process in system session -> despite system integrity not being allowed
4[ Normally, initialized as Protected Process Light (PPL) ]

BN Administrator: Ch\Windows'systemn 32 emd.exe

C:\Windows\sy

DZWindows?
authority

f/F
could not be terminated.
iz denied.

Process Protection |ser Name

svchost exe MNT AUTHORITY\NETWORK SERVICE
gvchost exe NT AUTHORITY\SYSTEM

PsProtected SignerAntimalware-Light  WNT AUTHORITYSYSTEM

PsProtected SignerAntimalware-Uight  NT AUTHORITYSYSTEM

PsProtected SignerAntimalware-Uight  NT AUTHORITYSYSTEM

svchost exe NT AUTHORITYLOCAL SERVICE
svchost exe NT AUTHORITY\SYSTEM

svchost exe <

3.57% Commit Charge: 28.43% Processes: 144 Physical Usage: 34.83%

© Daniel Feichter - Infosec Tirol (2022)



User-space: EDR process tampering

|

—[ How to terminate PPL process(es)? -> creds to @ EThicalChaos_

. VirtualAllocEx :

Interesting, | didn't know that it is possible with the portable version of process hacker to disable process which are
protected by process protection light (PsProtectedSignerAntiMalware-Light). How could that be possible? Normally also
with admin or system privileges in user-mode context it isn't possible to terminate process in user-mode which are
protected by PPL. | think the reason for that could be, that process hacker have access to the windows kernel by his own
device driver kprocesshacker.sys?

CCob 5 days ag
There are 3 ways to kill a PPL process as far as I'm aware. From a driver, another PPL process or trusted installer.

‘! I'm going to take a stab in the dark and say that process hacker probably uses its driver to do that.

1) @

—[ Concept of vulnerable (device) driver ]

a) Get access kernel space -> vulnerable device driver RTCore64 CVE 2019-16098

b) Remove PPL flag and terminate unprotected process or directly terminate PPL process

© Daniel Feichter - Infosec Tirol (2022)


https://www.cvedetails.com/cve/CVE-2019-16098/

Windows
user space

Applications Services Subsystems System Processes
® Explorer ® Services.exe * 0S/2 e LSASS
e Task manager ® Spoolsvc.exe * POSIX ® Service Control Manager
® User applications ® Svchost.exe * Windows * Session manager
® Winmgt.exe * Windows DLLs * Winlogon ball coml
Ring 3 Unprivileged user
User Mode s A
A4 \ 4 \ 4 A4 (Medlum Integnty)
NTDLL>DLL ]
Ring 0
Kernel Mode
AAJ Yy Y Y
System Service Dispatcher
(Kernel mode callable interfaces)
o [ghie | conflg |, co%! | Object [Plug & |Processess| SEUY | vigya [Yindows
Manager| Yo ager e Manager| Play | & Threads oreonce Memory d
Cache | (registry) Call Monitor GDI
Device &
File Sys
i Graphics
Drivers Kemel drivers
Hardware Abstraction Layer

Reference: http/Awww.microsoft. com

https://www.aldeid.com/wiki/File:User-kernel-space.png

\
https:/www.deviantart.com/

Privileged user
(High or System

Integrity)

~

Enter kernel-space

Loading vulnerable Driver

mimidrv or rtcore64

. 4

Privileged user
in kernel space
(Ring 0)

Loaded vulnerable Device Driver

as an unprivileged user from user space
(medium integrity Null DACL)

acts as an bridge to access kernel space, also

Windows
kernel space

© Daniel Feichter - Infosec Tirol (2022)
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User-space: EDR process tampering

N/

—[ Tool Time -> PPL Killer -> driver rtcore64.sys or Mimikatz -> mimidrv.sys

C:\cache>mimikatz.exe

CHEHEH . mimikatz : 8 (x64) #19641 Aug 16 2621 17:19:53
JHE M ##. "A La Vie, A L'Amour” - (oe.eo)
# S\ ## /*** Benjamin DELPY “gentilkiwi”™ ( benjamin@gentilkiwi.com )
#HON S OH > https://blog.gentilkiwi.com/mimikatz
THE v H Vincent LE TOUX { vincent.letoux@ggmail.com )
TREEEES > https://pingcastle.com / https://mysmartlogon.com ***%/

mimikatz # privilege::debug
Privilege '28' OK

mimikatz # !+

[*] 'mimidrv' service not present

[+] 'mimidrv® service successfully registered C:\cache»echo %date¥% %timeX
[+] 'mimidrv' service ACL to everyone 17/81/2622 15:45:12,68
[

+] 'mimidrv’ service started . . .
C:\cache>PPLKiller.exe finstallDriver

mimikatz # !processprotect /remove /process:edr_process.exe

Wrote 14824 bytes to C:\

[*] 'RTCorebd’ service not present

[+] "RTCoreb4’' service successfully registered
[+] "RTCorefd4’ service ACL to everyone

[+] "RTCorebd’ service started

C:\cache»PPLKiller.exe /disablePPL PID agent.exe



https://github.com/Mattiwatti/PPLKiller
https://github.com/gentilkiwi/mimikatz/wiki%5e

User-space: EDR process tampering

—[ Tool Time -> execute Process Hacker as privileged user

)

xinputhid XINPUT HID Filter Driv Kernel
KObjExp KObjExp {erns 18/12/20286

KProcessHack KProcessHacker3 Kernel 25, 2816 26:28:42

C:\Windows\sy
% Process Hacker [LAB-WS20\local.admin]+ (Administrator) — d e
Hacker View Tools Users Help

'-'_:_fg Refresh < ¢ Options | g8 Find handles or DLLs  =&% System information * |Search Processes (Ctrl+K) D2

Processes  Services MNetwork Disk

Mame User name PID CPU  I/Ototal.. Privateb.. *
(8] svchost.exe MNT AUTHORITYA\SYSTEM 3288 16,24 MB
ava AT ALITHARITV SVSTERA 206 0,09 220B/s 12,22 MB
Terminate Drel 76 43,45 MB
Terminate tree Shift+Del Fﬂﬂl 43,71 MB

© Daniel Feichter - Infosec Tirol (2022)


https://github.com/processhacker/processhacker/releases/download/v2.39/processhacker-2.39-bin.zip

User-space: EDR process tampering

—[ Conclusion EDR process tampering }

a) With access to kernel space -> EDR process(es) termination possible
b) But normally:
* Termination is only temporary

» Watchdog function restarts killed Process(es) -> until now, no details available

c) Restart Time depends on the respective EDR product
d) Until now, no permanent termination of PPL EDR Process(es) possible
e) Until now, no permanent disabling of necessary EDR components achieved

f) We must dig deeper...




User space

Second step: EDR services
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User-space: EDR service tampering

Identify connected, protected service

E® Command Prompt

icrosoft Corporation. All rights

C ndot
nt authorit
General LogOn Recovery Dependencies

Select the computer's response if this service fails. Help m
actions.

First failure: Restart the Service
Second failure: Restart the Service

Subsequent failures: Restart the Service

Reset fail count after: days
Restart service after: minutes

[[] Enable actions for stops with emors.

Run program

OWMN_PROCESS

JPPABLE, NOT_PA \BLE, IGNORES_SHUTDO

Cancel

© Daniel Feichter - Infosec Tirol (2022) 15



User-space: EDR service tampering

—[ Conclusion EDR service tampering }

a) Responsible watchdog for restarting the terminated PPL EDR process(es)

b) Initialization as protected service by ELAM driver

i. EDR, a closer look at protected services

c) From user space -> despite system integrity, access denied
d) Until now, no permanent disabling of protected EDR service possible

e) Until now, no permanent disabling of necessary EDR components achieved

f) We must dig deeper...



https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-
https://www.infosec.tirol/edr-a-closer-look-at-protected-services/

User space

Third step: EDR registry keys

MUNICH

SIDES

Ris atad




User-space: EDR registry tampering

—[ Protected service, identify reg keys / sub keys / entries

N

File Edit WView Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEMA CurrentControlSet\Services

]

Mame Type Data
ab| (Default) REG_SZ (value not set)

ab) Description REG SZ
ab| DisplayMame REG_SZ
#4| ErrorControl REG_DWORD 000000001 (1)

44| FailureActions REG_BINARY 8051010007 00 00 0001 0000 0003 00 0000 14 00 00

“.'5 LaunchProtected REG DWORD CoeOOODODO03 (3]

_ab b iectiarme FEC S | oralSuctern
fie| Start REG_DWORD (00000002 [P_]

fis| Type REG_DWORD 00000010 (16)
*

© Daniel Feichter - Infosec Tirol (2022)
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User-space: EDR registry tampering

—[ Check user permissions on necessary registry keys

N

B Command Prompt

Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE SYSTEM\CurrentCantrofsetSenvices: || G

Cancant bl learfaes I _ . s

Chwner Mministrawn._ Change

Permissions Auditing Effectve Access

For additienal information, double-click a permizsion entry, To modify a permission entry, select the entry and click Edit [if available),

Permission entries:

Type  Principal Access Inherited from Applies to

Allew  Users Read MACHIMELSYSTEM This key and subkeys

Allow  Administrator Full Control MACHIME\SYSTEM This key and subkeys

Allow _ SYSTEM Full Cantrol MACHINELSYSTEM This key and subkeyvs
NE Allow CREATOR OWMNER Full Control MACHINE\SYSTEM Subkeys only
Allow  ALL APPLICATION PACKAGES Read MACHIME\SYSTEM This key and subkeys
B Allow  Account Unknown{5-1-15-3-... Head MACHIMELSYSTEM This key and subkeys

Add

Disable inhertance

[ Replace all child object permission entries with inheritable permission entries from this cbject

Cancel

B Registry Editor

File Edit Wiew Favorites Help

ComputerHKEY_LOCAL_MACHIMEWSYSTEMY CurrentControlSet! Services

| Name Type Data ~
#4| Failurections REG_BIMARY 80510100010
ﬂ_h“magepath REG_EXPAND_5Z  "CM\Program Fi
%) LaunchProtected  REG_DWORD Oec 00000003 (3)

13T [ 1 O3 =il
5 REG_DWORD OocOOO00002 (2)
v | b Type REG_DWORD CoeDOOOD0T0 (16w

>

Error Editing Value x

@ Cannot edit Start: Error writing the value's new contents,

© Daniel Feichter - Infosec Tirol (2022)
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User-space: EDR registry tampering

4[ Depending on product -> we possibly create tampering alerts

N/

General  Details

Tamper Protection Blocked a change t|:||

Value: HELM\SOFTWARELE

Log Mame: m
Source: LR
Event ID:

Level: Information
User: SYSTEM
OpCode: Info

Maore Information:  Event Log Online Help

Copy

|Anti~.riru 5, |

Logged: 21/04/2022 03:13:44
Task Category: Mone

Keywaords:
Computer: n

Cloze




Interim status user space tampering

EDR components in Windows user space

EDR Process

Tamper protection by Process
Protected Light PPL and
protected service

Current Tampering Interim
Status

- PPL Flag from process in
System session can be removed

- Until now, only temporary
termination possible

&

EDR Service

Tamper protection by execution
as Protected Service

Current Tampering Interim
Status

- Despite System Integrity in user
space, not stoppable or pausable

&=

Daniel Feichter - Infosec Tirol (2022)

EDR Registry Keys

Tamper protection trough
registered kernel callback
functions from EDR

Current Tampering Interim
Status

- Despite System Integrity in user
space, Registry key values not
changeable

22



Interim status user space tampering

Despite system integrity user space -> necessary EDR user-space
components can’t be permanently disabled:

a) EDR process -> protected by PPL

b) EDR service -> executed as protected service (ELAM Driver)

c) EDR registry keys -> protection mechanism until yet unknown

B ut n ow we kn ow : Reference: https://www.saturdaymorningsforever.com/2016/12/pinky-and-brain.html

a) Initialization of user space component, determined by START entry in protected service registry key

b) Tampering the registry key -> maybe the key element to permanent disable EDR user-space component

c) But something protects EDR registry keys against tampering

© Daniel Feichter - Infosec Tirol (2022)



Kernel space

Fourth Step: Callback Routines
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Kernel-space: EDR callback routines

—[ What are kernel callback routines? Why kernel callbacks? Responsible tasks?

N/

a) Since introduction of Kernel Patch Protection aka PatchGuard (Windows XP SP3 x64)

,officially” syscall hooking no longer possible -> EDR forced to user-space APl hooking

b) Despite PatchGuard, it is possible to get telemetry/data from Windows kernel:
i. ProcessNotify (process creation, user space DLL injection / user space API-hooking)
ii. ThreadNotify (process injection)
iii. LoadlmageNotify (DLL mapping, suspicious image loading)

c) Important to collect telemetry on endpoint (threat hunting)



https://en.wikipedia.org/wiki/Kernel_Patch_Protection

Kernel-space: EDR callback routines

—[ Besides; (could) be responsible, protecting reg keys against tampering

)

On Windows XP, a registry filtering driver can callfCmRegisterCallbackfto register a RegistryCallback

routine and CmUnRegisterCallback to unregister the callback routine. The RegistryCallback routine

receives notifications of each registry operation before the configuration manager processes the
operation. A set of REG XXX KEY INFORMATION data structures contain information about each

registry operationdThe RegistryCallback routine can block a registry operation§The callback routine

also receives notifications when the configuration manager has finished creating or opening a registry

key.

lc000d130

lcO00dlce
lc000dlcE

lc000d1do

aa
20
(i}
(i}

aa
20

aa
L]
(i}

aa
&5
(i}

u_Cue_ to Tamper Protecti 1 1c0030bI4: 1c003083d (*)

unicode 1"Iue tofTamper Protection, blocked registry d...

77 0oh
77 00k

u [ue to Tamper Protection, blocke 1c0004140 EREF[1]: FUN 1c003154c:1c00318ch{¥)
unicode u"lDue to famper Protection, blocked reglstry v...

Daniel Feichter - Infosec Tirol (2022)
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First Demo: EDR user space service disabling

4[ User space component disabled, impact?

—

a) Impact on EDR user space component and functionality,

when ProcessNotify callback gets patched?

e All creds for the POC CheekyBlinder to @brsn76945860

e Have alook at his amazing blog https://br-sn.github.io/



https://github.com/br-sn/CheekyBlinder
https://twitter.com/brsn76945860
https://br-sn.github.io/

Conclusion EDR user space service

—[ Tampering the EDR ProcessNotify callback, impact? }

a) EDR user space DLL injection / API-hooking temporary disabled
i. Prevention capabilities antivirus module

ii. Detection capabilities EDR module, for example telemetry collection process creation

b) Registry key protection from EDR user-space component (Protected Service)

i. Patch specific callback routine -> START entry value can be changed (from 2 to 4)

ii. Value 4 is equal to disabled -> after reboot, EDR user space component (protected

service and PPL process) disabled



https://www.itprotoday.com/compute-engines/what-are-errorcontrol-start-and-type-values-under-services-subkeys

Conclusion EDR user space service

—[ From red team perspective, just disabling user space service -> inefficient!

)

i. EDR re-registers all previously patched callbacks

* Thereby, in case of re-registered ProcessNotify -> user space DIl injection,

APl-hooking again active

* Thereby, prevention and detection (telemetry collection) again active

ii. Regardless, host isolation and real time response (remote shell) still possible

iii. Regardless, EDR recovery still possible

a) Despite permanent disabled user space component, after necessary host reboot:




Kernel space

Final Step: EDR Minifilter driver
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Kernel-space: EDR minifilter driver

—{ What is a minifilter driver? For what do EDRs use it? Responsible tasks?

a) EDR kernel component which is:
i. Used to register kernel callback routines and register Windows Security Center

ii. Still active, even if EDR user space service is already disabled

ab (Default) | REG_SZ (value not set]

ab| CNFG REG_SZ Config.sys
REG_MULTI.SZ  FltMgr

ab| DependOnService

ab| DisplayMame REG_SZ
4| ErrorControl REG_DWORD CocDOD0000T (1)
i['ﬂ Group REG_5Z FsFilter Activity Monitor

REG_DWORD CreDDD0000S (4)

no| SupportedFeatures REG_DWORD Coc QOOODD03 (3)
‘.’.'-ﬂ Type REG_DWORD Ooc QODO000Z (2]

ab| ImagePath REG EXPAND SZ_\IM\C:\Windows\system32\drivers\{

© Daniel Feichter - Infosec Tirol (2022)
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Maybe our EDR key element?

—[ Product-independent controlled disabling of EDR, to permanently avoid: }

a) User space DIl injection
i. AV -> Prevention (dynamically and in-memory)

ii. EDR -> Detection and telemetry collection -
~ MAYBENOT

Reference: https://www.memesmonkey.com/topic/maybe#&gid=1&pid=3

b) Host isolation wnnrﬁgaanma e '::;'i:,';
A

c) Real time response (remote shell) w
D

d) EDR recovery of partly disabled EDR

. . i
= CTHESAMETHING WEDOEVERY NIGHT.
PINKY, TRY TOTTAKE OVER THE WORLD.

Reference: https://www.pinterest.com/pin/768074911421378920/

© Daniel Feichter - Infosec Tirol (2022) 32



Second Demo: EDR minifilter driver tampering

—[ Disable registration of EDR minifilter driver, impact?

a) How to tamper the EDR minifilter driver? -> remember EDR registry keys

b) Final round -> knockout the EDR!

KORYO BULL
I :

https://www.deviantart.com/littlebasty98/art/Taeckwondo-wallpaper-580014925

© Daniel Feichter - Infosec Tirol (2022)
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Conclusion EDR minifilter driver tampering

4[ Disabling the EDR minifilter driver (could) have permanent impact on: }

Permanently getting rid of:

a) Kernel callback registration, ProcessNotify, ThreadNotify, LoadimageNotify etc.
b) Thereby, reg key protection disabled

c) Thereby, user space DIl injection / APl-hooking disabled

i. Prevention capabilities antivirus part; despite still-active user space component (protected

service and PPL process) -> prevention no longer works efficiently, mimikatz.exe etc.

ii. Detection capabilities EDR part -> telemetry collection disabled

-> could be a bad day for Threat Hunter




Conclusion EDR minifilter driver tampering

4{ Disabling the EDR minifilter driver (could) have permanent impact on: }

Furthermore, impact on compromised host:

b) Host isolation no longer possible

c) Real time response (remote shell) no longer possible

d) EDR recovery feature e.g., update or repair function in web console, no longer possible




Conclusion EDR minifilter driver tampering

Reboot the host
Try to get access to Kernel

Space After reboot -> EDR Minifilter Driver don't

register again and is not active -> despite active

EDR user-space component (Service, Process)

-> EDR prevention, detection, host isolation,
recovery ineffective

Example with a "vulnerable"
device driver like rtcore64 or
mimidrv

V. | i

Remove specific registered c mD'szb:]et Ellli)rﬁf:fterrnlglriv r
EDR Kernel Callbacks ompone e e

Routines ) :
Enter Registry and change the

value for the Start entry to 4 from

For example by CheekyBlinder the Minifilter Registry key

Disclaimer

This is only my personal reserarch fom my LAB experiences - | am not responsible for any actions by other
persons, researchers etc.

After playing -> don't forget to unload the respective registered malicous driver!

© Daniel Feichter - Infosec Tirol (2022)



Three Key take-aways

| Despite successful tampering, EDR do raise the bar more and more }

* EDR tampering is a very isolated process -> always think about whole attack chain

Remember our scenario, escalate from an unprivileged user towards domain admin on a host were the attacker has achieved
unprivileged access and the domain admin has an open user session

Below we see possibilities for EDR products to prevent or detect key activities from the attacker, until he could reach his goal to
disable the EDR by tampering specific componentes and get as quiet as possible domain admin

TA0001-Initial Access

Example the attacker try to get
initial access by a phishing mail
(attachment, link etc.)

TAO0002-Execution

Exectuion of malware to open a
command and control channel
or code which is used to
register the vulnerable device
driver or the registration of the
vulnerable driver itselt etc.

TA0004-Privilege Escalation

Depending on how the attacker
tries to escalate his local
privileges. Example,
PrintNightmare, HiveNightmare
etc.

TA0005-Defense Evasion

Attempt disabling or modifying
EDR (ATT&CK T1562.001).
Process termination, disabling
services, modifying reg keys,

removing callback routines etc.

© Daniel Feichter - Infosec Tirol (2022)
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Three Key take-aways

4[ EDR tampering under Windows is not based on vulnerabilities in EDR products

|

e rather, we see that all manufacturers must adapt to the rules of the Windows OS
architecture -> same (official) rules for every EDR vendor

Applications Services Subsystems System Processes
® Explorer ® Services.exe e 0S/2 e LSASS
* Task manager ® Spoolsvc.exe * POSIX ® Service Control Manager
® User applications ® Svchost.exe * Windows ® Session manager
® Winmgt.exe * Windows DLLs * Winlogon

Ring 3
User Mode

l \4 l
NTDLL>DLL
Ring 0
Kemel Mode
Y

System Service Dispatcher
(Kernel mode callable interfaces)

o £ conly Lo Object |Plug & |Processess Shoursy Virtual oW

Manager System | Manager |Procedure Manager| Play | & Threads Reference Memory USER,
Cache | (registry) Call Monitor GDI

Device &
File Sys .

2 Graphics
Drivers Kemel s

Hardware Abstraction Layer

Reference: http/Awww.microsoft.com

© Daniel Feichter - Infosec Tirol (2022)



Don't rely too much even on best (EDR) products; Harden your Windows Environment!

Onion layer principle

e

\

Regulary external-, internal-, network-, application Pentests;
Successive hardening of your Windows environment

IT environment

Port controlling (in bound and out bound); MIME type
hardening

Application Whitelisting (Applocker SRP); UAC; LSA
Protection; Credential Guard; AV/IEDR; Patch management
and vulnerability scanning etc.

active directo

© Daniel Feichter - Infosec Tirol (2022)
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MUNICH

Many Thanks
BSIdes M““'Ch! Thank you for the opportunity to be a part of

BSides conference!

© Daniel Feichter - Infosec Tirol (2022) 40
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