
Master of Puppets
How to tamper an EDR?



Whoami
Daniel Feichter from Austria / Tyrol / Innsbruck

• Originally Industrial Engineer 

• 12 years experience in electronics and IT

• 4 years in infosec industry 

• Founder RedOps GmbH (formerly Infosec Tirol)

Focus on offensive security:

• APT-test development and APT-simulation

• Endpoint security product testing 

• Penetration testing

• Red teaming

• Endpoint security research, mostly antivirus & EDR 
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Disclaimer

• Only personal research / experience

• No claims to completeness 

• EDR functionality on Windows (no zero days!) 

• Key activities require a privileged user  

• Refer to EDRs with antivirus module -> EPP/EDR 

• Applies to multiple products on Windows

• Vendor neutrality 
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We take a closer look at 

• ATT&CK T1562.001 -> Impair Defenses: Disable or Modify Tools

• Disable main functionalities from EDR, without relying on: 

• EDR uninstall password / token 

• Using any uninstall software 

• Uninstalling EDR in general 

• Using Windows Security Center

• Similar seen in the wild, by AvosLocker Ransomware
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https://attack.mitre.org/techniques/T1562/001/
https://thehackernews.com/2022/05/avoslocker-ransomware-variant-using-new.html


We want to achieve 

• First Step

• Closer look EDR Windows user space and kernel space components 

• Functionality and relationship between them

• Second step -> tamper EDR and permanently get rid of: 
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Antivirus capabilities EDR capabilities EDR web console 
capabilities

Host isolation; Real 
time response shell; 

sensor recovery

Prevention based on 
user space API-hooking 
and callback telemetry 

collection

Detections based on 
user space API-hooking 
and callback telemetry 

collection



API-Hooking?
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Give me a scenario

• Red team engagement

• Initial access: phishing or similar 

• Achieved privileged user rights: exploit or misconfiguration 

• Explore process structure -> additional useful user session open 

• But, installed EDR is tough! -> Beginning of EDR tampering journey 
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T1003.001

OS credential dumping: 
LSASS memory

T1134.001

Access token 
manipulation: token 
impersonation/theft
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https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/techniques/T1134/001/


Come on, I am already admin

• Despite privileged user, most EDRs still annoying

• Uninstallation is password protected 

• Won’t rely on uninstall password or token!
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User space 
First step: EDR processes



User-space: EDR processes

• Normally, initialized as Protected Process Light (PPL) 

• Despite system integrity, process termination not allowed 
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EDR processes: disable PPL

• Signed vulnerable (device) driver -> RTCore64 CVE 2019-16098 

• Creds to @EthicalChaos
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16098
https://twitter.com/_ethicalchaos_?


EDR processes: disable PPL
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User-space: EDR process tampering

• Tool Time -> PPL Killer -> driver rtcore64.sys or Mimikatz ->  mimidrv.sys
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https://github.com/Mattiwatti/PPLKiller
https://github.com/gentilkiwi/mimikatz/wiki%5e


User-space: EDR process tampering

• Tool Time -> execute Process Hacker as privileged user
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https://github.com/processhacker/processhacker/releases/download/v2.39/processhacker-2.39-bin.zip


User-space: EDR process tampering

• EDR vendors are aware -> improving their products 

• Started to blacklist and block known drivers with vulnerabilities 

• Depending on product, bypassing is necessary 

15© Daniel Feichter – RedOps GmbH (2022)



User-space: EDR process tampering
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Reference: https://www.linkedin.com/feed/update/urn:li:activity:6902622063433986048/

Process termination

Only temporary, gets 
restarted again and 

again 

Process terminated

Even between gap, 
process was terminated 

and gets restarted, 
EDR works fine  

EDR Killed?

Much to less to get 
temporary or 

permanently rid of 
an EDR! 
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User space 
Second step: EDR services



User-space: EDR services

• Identify EDR service, connected to EDR PPL process

• EDR user space service + EDR user space process = EDR user space component

• Responsible for restarting terminated PPL EDR process(es)
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User-space: EDR services

• Initialization as protected service by ELAM driver

• Despite system integrity, not possible (also not temporary) to pause, stop, disable etc. 
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https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-


User space 
Third step: EDR registry keys



User-space: EDR registry keys

• Identify reg keys / sub keys / entries from EDR user space component (service) 
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User-space: EDR registry tampering

• Start entry -> value 2 = autoload and value 4 = disabled

• Try to tamper start entry -> tamper protection -> despite system integrity not possible
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User-space: EDR registry tampering

• Depending on product -> we (possibly) create tamper protection alerts
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Interim status: EDR user space tampering
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EDR processes

Protected by PPL; 
Gets restarted by 

protected EDR user 
space service 

EDR service EDR registry keys

Could be a first key 
element, but tamper 
protection until now 

unknown

Protected by 
initialization as 

protected service via 
EDR ELAM driver

Current tamper status

Patch PPL from EDR user 
space process; 

Temporary termination 
possible

Like EDR services, 
despite system integrity 
until now, no tampering 

possible 

Compared to EDR 
processes, also not 

temporary stoppable or 
pausable

Current tamper status Current tamper status
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Kernel space 
Fourth step: Callback routines



Kernel-space: EDR callback routines

• Kernel Patch Protection aka PatchGuard

• (Officially) hooks in kernel space not longer allowed 

• Forced to user space -> user space API hooking 

• Despite Patchguard, different kernel callbacks can be registered: 
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ProcessNotifyRoutine ThreadNotifyRoutine

Process injections

LoadImageNotify
Routine

DLL mapping, suspicious 
image loading

EDR sensor -> telemetry collection in general (processes, threads, images etc.)
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User space DLL-injection 
/ user space API-hooking

https://en.wikipedia.org/wiki/Kernel_Patch_Protection


Kernel-space: EDR callback routines

• Besides, used by EDRs to protect their own registry keys against tampering! 
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First demo: disable EDR user space compon.

• Using gained knowledge to: 

• Only disable permanently the EDR user space component and what’s the impact on: 

• All creds for the POC CheekyBlinder to @brsn76945860

• Have a look at his amazing blog https://br-sn.github.io/
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Antivirus capabilities EDR capabilities EDR web console 
capabilities

Host isolation; Real 
time response shell; 

sensor recovery

Prevention based on 
user space API-hooking 
and callback telemetry 

collection

Detections based on 
user space API-hooking 
and callback telemetry 

collection

https://youtu.be/gCCruLTcBnk
https://github.com/br-sn/CheekyBlinder
https://twitter.com/brsn76945860
https://br-sn.github.io/
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Conclusion: first demo

• If write access kernel space:

• Patch EDR callbacks -> registry key tamper protection disabled -> set Start entry value 4

-> disable permanently EDR user space component:
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Important first step 

But not really efficient to 
get rid of EDR 

Despite disabled user 
space component

EDR kernel callbacks

Still registered or re-
registered after reboot

ProcessNotifyRoutine

User space DLL injection, 
API-hooking still enabled 

Antivirus capabilities

Prevention based on 
hooking and callbacks 

still enabled

EDR capabilities

Detections based on 
hooking and callbacks 

still enabled
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Conclusion: first demo

• EDR (web console) capabilities still enabled 
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Important first step 

But not really efficient to 
get rid of EDR 

Despite disabled user 
space component

EDR web console 
capabilities

Host isolation, real time 
response (Power)Shell etc.
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Kernel space 
Final step: Minifilter driver



Kernel-space: EDR minifilter driver

• Completely independent component -> our key element

• Despite disabled user-space component enabled 

• Depending on product, responsible for:
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Kernel callback registration in general

EDR-minifilter driver (Windows kernel space)
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EDR web console 
capabilities

Host isolation, 
real time response shell, 

sensor recovery

Antivirus capabilities EDR capabilities

Prevention based on 
user space API-hooking 
and callback telemetry 

collection

Detections based on 
user space API-hooking 
and callback telemetry 

collection



Kernel-space: EDR minifilter driver

• How to get rid of?

• Minifilter has a separate registry key 

• Similar entries as EDR user space component reg key -> remember, Start entry value 4 
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Second demo: disable EDR minifilter driver 

• Using gained knowledge to: 

• Only permanently disable initialization of EDR minifilter driver (kernel component) 

• EDR User space component stays enabled 

• What’s the impact on: 
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Antivirus capabilities EDR capabilities EDR web console 
capabilities

Host isolation; Real 
time response shell; 

sensor recovery

Prevention based on 
user space API-hooking 
and callback telemetry 

collection

Detections based on 
user space API-hooking 
and callback telemetry 

collection

https://youtu.be/cki1qXmSlEc
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Conclusion: second demo 

• Permanently disabling EDR minifilter, much stronger impact!

• Permanently impact on antivirus capabilities: 
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EDR kernel callbacks

No longer registered in 
general 

In context of 

PsProcessNotifyRoutine

User space injection 
disabled -> User 

space API-hooking 
disabled 

User space API-hooking

No longer injection of 
EDR_hooking.dll

Antivirus 

Prevention based on 
user space API-hooking 
and callback telemetry 
collection (furthermore 
based on the minifilter 

functionality) is disabled
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Conclusion: second demo

• Permanently disabling EDR minifilter, much stronger impact!

• Permanently impact on EDR capabilities: 
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EDR kernel callbacks

No longer registered in 
general 

In context of 

PsProcessNotifyRoutine

EDR telemetry

No longer collection in 
general, in context of 

processes

EDR active response 
No longer detections in 

context of processes based 
on hooking and callbacks

EDR capabilities 

Strong impact in general 
on threat hunting 
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Conclusion: second demo demo

• Permanently disabling EDR minifilter driver, much stronger impact!

• Disabling the EDR minifilter driver itself 

• Permanently impact on Blue team EDR web console features:
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Host isolation

Based on EDR sensor, 
host isolation 

no longer possible 

Real time response

Based on EDR sensor, 
EDR remote (Power)Shell 

no longer possible 

EDR sensor recovery

Based on EDR sensor, 
no longer possible
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Why is the impact so strong?
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Reference: https://www.naksyn.com/edr%20evasion/2022/09/01/operating-into-EDRs-blindspot.html



Summary



Summary 
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EDR user-space

• Processes
• Services
• Registry keys

EDR kernel-space

• Minifilter driver
• ELAM driver

EDR processes

EDR services

• ELAM Driver 
• Executed as protected service
• Also, not temporary pausable 

stoppable etc. 

User-space comp.
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• Executed as PPL 
• Temporary termination possible
• Much to less to permanently get

rid of an EDR!

• PPL process
• +
• Protected service



Summary 
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EDR callbacks

• Despite Patchguard, callback 
registrations possible

• To realize different tasks
• ProcessNotifyRoutine ->

User space DLL injection

EDR registry keys

• Tamper protection trough 
CmRegister Callback or 
ProcessNotify Callback

Disable user-space comp.

• Use signed vuln. driver
• Patch responsible callback
• Get rid of tamper protection
• Reg key -> start value to 4

Disabled user space comp.

• A good first step
• But no strong impact on 

antivirus and EDR capabilities
• Too less to get rid of the EDR

EDR minifilter driver

• Independent comp.
• Kernel space 
• Responsible for 

callback registration
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Summary 
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EDR minifilter

• Product dependent, 
possible key element 
to get rid of antivirus 
and EDR capabilities 

EDR minifilter

• Independent protected reg key
• Similar reg key structure 

compared to user space comp.

Minifilter tampering

• Use signed vuln. driver
• Patch respective callback
• Disable EDR minifilter reg key 

-> start value to 4

Disabled minifilter

• Much stronger impact compared to 
disabled user space component 

• Permanently get rid of antivirus and 
EDR capabilities, based on EDR 
minifilter driver

Conclusion

• Not an EDR 
vulnerability!

• More a Windows OS 
architecture decision

• Same rules for all 3rd

party vendors 
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Replicate Research-LAB

• VM with (latest) Windows 10 Pro or 11 Pro

• VBS enabled or disabled -> Try both

• Business EDR or free/trial Antivirus

• Master of Puppets Blog Post

• Process Hacker 

• CheekyBlinder

• TelemetrySourcerer

• EDRSandblast

• Backstab

• PPLKiller

• Mimikatz

• Rastamouse – Driver Development Course 46© Daniel Feichter – RedOps GmbH (2022)

https://www.infosec.tirol/how-to-tamper-the-edr/
https://github.com/processhacker/processhacker/releases/download/v2.39/processhacker-2.39-bin.zip
https://github.com/br-sn/CheekyBlinder
https://github.com/jthuraisamy/TelemetrySourcerer
https://github.com/wavestone-cdt/EDRSandblast
https://github.com/Yaxser/Backstab
https://github.com/Mattiwatti/PPLKiller
https://github.com/gentilkiwi/mimikatz
https://training.zeropointsecurity.co.uk/courses/offensive-driver-development


Thank you, 
Arlington!

• Thanks for the amazing 
opportunity to be a part of 
SANS Hack Fest 2022 and 
thanks to the greatest 
community!

• Thanks to my girlfriend 
Brigitte for the unique, 
amazing support over the 
last 10 years! 

• Thanks to my colleagues 
Andreas Clementi and 
Robert Rostek for supporting 
me, since my first day in 
infosec!
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Blue Team: Mitigation 

• Key element is that the attacker escalate privileges and get access to kernel space, in case of 

vulnerable drivers we should try to mitigate this:

• In case of Windows Defender: 

• ASR Rule: Block abuse of exploited vulnerable signed drivers
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Quelle: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide
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https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide


Blue Team: Mitigation 

• Windows Device Guard VBS/HVCI: 

• Microsoft Vulnerable Driver Blocklist

• More aggressive additional hardening with WDAC
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Resource: https://twitter.com/dwizzzleMSFT/status/1508217367259611142

Resource: https://www.techrepublic.com/article/how-microsoft-blocks-vulnerable-malicious-drivers-defender-third-party-security-tools-windows-11/
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https://www.techrepublic.com/article/how-microsoft-blocks-vulnerable-malicious-drivers-defender-third-party-security-tools-windows-11/
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